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Executive Summary

This deliverable reports the second deployment phase of aerOS N\d%28 documenting the erd-end
integration of the Met®S across five pilots (with four syfilots in Pilot 1) spanning manufacturing, energy,
mobility, ports, and smart buil dings. I't extends
installed, configured, and operated in realistic environments, and sets the stage for validation and performance
assessment to be reported in D5.6 at project end (M38).

Pilots have demonstrated howerOS has added value and improved their processeand the following
paragraphs describe in a nutshell the advances of all pilots since M19

Pilot 1.18 Green manufacturing (zero netenergy) and CO2 footprint monitoring

The SIPBB fALighthousedo drone | ine was reconfi gul
fected the original asset plan and shifted effort toward integration on the updated line.

Architecture actually deployed A Raspberry Pi (Nod®ED) collects station data at the edge; a ProLiant
MicroServer hosts two VMs forming a Kubernetes cluster where aerOS services runLDneoeives

the station data. The Edge-Cloud table shows the move from manual API pulls to managed services on
K8s with edge data collection.

Stations & dataflows used 3D Printer Farm, Smart Conveyor, Quality Check, Packaging, and the SMC
Air Management System were integrated into the pipeline. Figures documenRE@dmgestion, Orion
LD state, and longerm storage (Prometheus/PostgreSQL).

Dashboards & outcomes Dashboards visualize perder carbon footprint and energy consumption; aer-
OS fAbasi cwaxwindd imomponents are | isted as install

Digital Product Passport (DPP) andcompliance activities The team built a Digital Product Passport da-
ta trail: component classification (supplied vehiouse), logistics footprint estimation, packaging, and total
footprint calculation for each drone. They also experimented with the)G@fizard for credential issu-
ance/signing.

Pilot 1.28 Automotive smart factory zero-defectmanufacturing

Deployment path First a PoC with Entry Domain services at NASERTIC (identity/access control + se-
cure connectivity), then full migration to Innovalia; final deployment at AIC with multiple CMMs operat-
ing in a live metrology setup.

The final architecture comprises three domains (1) Entry (Keycloak/OpenLDAP, gateway), later
moved to Innovalia; (2) Innovalia Metrology domain with Ciidjacent edge IEs; and (3) M3 Software
domain for metrology operations. Communication uses the-OR®obotLink Server; CMMs are linked
to the edge infrastructure (no direct HLO on machines).

Standardized machine accessA dockerized RLOPC service exposes machine parameters and methods
over OPGUA for aerOS/M3/HMB documented screens list reahe attributes (positions, speeds, probe
angles, energy values).

aerOS componentsand Ops. Screens show the installed aerOS services per domain (Entry and Metrolo-
gy) and the Management Portal views (users, domains, continuum map).

Validated capabilities. Remote configuration/operation of CMMs, Digital Twin assembly for monitor-
ing/early deviation detection, and dynamic execution of measurement services. ThesEdiged table
documents the shift of execution/control from cloud to edge with Self* modules andJ@PC

Pilot 1.36 Zero Ramp-up safe PLC reconfiguration for Lot-Size1 Production

Three-tier setup online Nuremberg runs the physical line (4 AGVs, mobile robot arm, safety door) with
edge processing; Munich hosts a TSN lab; a restricted cloud tier runs orchestration only, all bridged with
secure VPNSs. Industrial Edge services now execute vision and data collection locally on SIMATIC IPCs,
in Iine with Siemensd data policies.
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Shopfloor network and safety stack in place Dedicated TechHall subnet with SCALANCE fire-
wall/topology; SICK NanoScan3 scanners + Safety PLCs integrated; AGV fleet manager configured with
maps/paths.

Operational low-code orchestration A behaviot r ee ( BT) wor kfl ow drives ol
sorting Y opportunistic charging; aer OS handl es
gation, lift, safety, ROSTIA bridge.

TSN lab and zerotrust connectivity. SoCe MTSN switch with IPC + Raspberry Pi hodes; OpenZiti over-
lay links the TSN lab and primary aerOS domain; management/federation deployed (basibasioon
components; Docker/NATS LLOSs).

Federated secondary domainNASERTIC configured as secondary for resilience/dessdency; Federa-
tor sync via OpenZiti entrypoints.

Pilot 1.48 AGV Swarm Zero break-down logistics for Lot-Size-1 Production

Multi -domain pilot stood up aerOS entry/management visible across the pilot continuum; network and
domain infrastructure prepared (MADE dedicated network; singtle k3s + Raspberry Pi 5 at
MADE/POLIMI).

Order-to-execution flow integrated Ordermanager apps (MADE & POLIMI) containerized with dual
arch images and registered in aerOS; NGBS lentities in OrioALD enable order state and event sharing; a
synthetic order generator supports¢mend tests.

AGV navigation stack validated ROS Noetic with AMCL localization, global planner, RPLIDAR, RViz
monitoring; web AGVYCommander + Flask API bridge to ROS; @neknd test from order creation to
AGYV mission confirmed.

Pilot 2 8 Containerised Edge Computing near Renewable Energy Sources

Dual-site IE deployment Two edge nodes gorem with Kubernetes; central management on CloudFerro.
El ectrumbébs SCADA/ 1 oT backend is connectedD PV an

Energy-price forecasting pipeline running tgescrapper (ingest), price_prediction (model), and da-
ta_connectofpublish) are containerized and orchestrated; models retrain/roll periodically to improve accu-
racy.

Right-sized placement Computationally heavy cloudhask processing kept in the cloud to balance
CPU/GPU, while price forecasting, PV, and RDHXx analytics execute at the edge.

LLO improvements and security. LLO patched for nodepool IE selection; semantic annotator/translator
removed in favor of Dat&abric connectors; (Kata) runtimeClassName limitations noted for future harden-

ing.
Pilot 38 High Performance Computing Platform for Connected and Cooperative Mobile Machinery to
improve CO2 footprint

Vehicle and controller stack in place SESAM electric tractor (JD) and R975i sprayer integrated; Auto-
Trac RTK guidance operational; TTControl Motion Board with Jetson AGX Xavier runs percep-
tion/control.Lab testbed is prepared for KPI runs and field validation windows (seasonal).

Al models have been deployedo achieve CO2 redtion via implementing a swan orchestration of trac-
tors. It includesintegrating Al Models for field operation and orchestration (using Al for weed detection)
and also theiswulation of data orchestration for CO2 reduction (by integrating low latency netwaks)
tainingpre-measurements that will be validd in the orfield tests (September 26p

Pilot 48 Smart edge services for the Port Continuum

Predictive maintenance live Data acquisition from Siemens-&300 (STS) and Omron CS1G (straddle
carriers) via Siemens 10T2050 gateways (N&HD); 4G backhaul;, EUROGATE domain server aggre-
gates and orchestrates; EntryPoint moved to AWS and linked kp-site VPN.

Visual inspection pipeline Large, labeled datasets for container ID/damage/seal; dashboards for dam-
agedcontainer evidence; Jetson Orin IE nodes onboarded; aerOS core services deployed at CUT and on
Jetsons; inference/storage validated. Regarding Continuum integration & security, Port entrypoint and do-
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mains visible in the management portal; EAT and WireGuard overlay configured to traveM&TCahd
secure easwest traffic.

Pilot 58 Energy Efficient, Health Safe & Sustainable Smart Buildings

End-to-end smartbuilding loop closed Two aerOS domains (Entry + Main) with KubeEdge atefdge;
IoT backend and HomeAssistant containerized; actuator controls HVAs#giler/dehumidifier from op-
timization targets.

Al + Optimization + Recommender integrated Health Index and Environmental Forecasting (XGBoost)
publish to OriorLD; an EnergyEfficiency regressor complements the stack; an optimizer computes target
room conditions; a rukbbased desk Recommender (Docker+Helm) serves the GUI over MQT NG SI

Data Fabric as the backbonell loT data products defined; Forecasting, Optimizer, Recommender, and
GUI are all wired through the Data Fabric/OrbD; reatt i me wuser fl ows (presenc
demonstrated.

5G security extensionsOpenCAPIF deployed to expose NEF securely; UPF VNF onboarded in the con-
tinuum and validated with UERANSIM; RBAC enforced via LDAP/Keycloak/KrakenD.

aerQS platform outcomes Across pilots, aerOS orchestration is now exercised consistently: HLO (alloca-
tion, deployment, data aggregation), LIBs, identity and API gateway services (Keycloak, KrakenD,
OpenLDAP), the Federator, OridtD, and self* modules are deployed broadly; LEDocker complements

mixed infrastructures where not all assets run Kubernetes. This coverage is summarized in the Components
Assessment (Table 29).

Regarding Standards & compliance. Pilots adopt domain standards that make deployments replicable:
NGSFLD/NGSI-LD API (context information), OPC UA (device/PLC integration), IEEE TSN (deterministic
networking), PROFINET/PROFIsafe (industrial communication & safety), DDS (ROS 2 middleware), and
TIC 4.0 (CHE semantics). GDPR compliance was assessed via a structured checklist; pilots 1.1, 1.2, 1.3, 2,
and 4 reported no persorddta processing, with documentation retained in the project repository.

The Open Calls have yielded relevant outcomeSC#X $eedback directly improved installation guides,
identity configuration, portal features (private registries, Helm customization), and packaging validations
(LLO charts; aero&8sshim decoupling). OC#2just finalized funded eight projects; support focused on
troubleshooting installation/customization in new verticals.

D5.4 evidences operational readiness of aerOS across heterogeneous, safétgal, and data-sensitive
domains, with orchestration, identity, federation, and semantics functioning cohesively at scale. Formal
validation and KPI results will follow in D5.6 (M38).
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Acronym

Explanation

Acronym Explanation
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AMR Autonomous Mobile Robot LLO Low Level Orchestrator

API Application Programming Interface | ML Machine Learning

CD Continuous Development MVP Minimum Viable Product

CH Chapter MQTT Message Queuing Telemet
Transport

Cl Continuous Integration OPC Open Platform
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1. About this document

This document presents a consolidated report on the implementation and integration of theilaer@®&d
third-party use cases during the second deployment phase of the project, covering the period from M19 to
M35. It follows and expands upon the initial reporting providedeliverableD5.3, which focused on setup

and earlystage integration activities across the pilot sites.

D5.4 describes the full technological deployment of the aerOS MetaOS across all five pidbiscluding

the 4 subpilots of pilotd detailing how its components have been integrated into real industrial, energy, mo-
bility, |l ogi stics, and smart building environment
structure and the application of aerOS services within operational contexts, with a particular focus on orches-
tration, data autonomy, trust, security, and the management of theleddeontinuum.

Each pilot section includes a description of the demonstrator path, the final technical architecture adopted, and
the main setup, development, and integration activities carried out. An updated assessment of the aerOS com-
ponents deployed is also included, along with references to standards adopted and any relevant input from
Open Call experiments.

Validation activities and associated performance assessments will be documented separately in Deliverable
D5.6, which will be submitted at the end of the project by M38.

This deliverable serves as a key milestone in demonstrating the operational readiness aluinaiosap-
plicability of aerOS, reflecting the maturity and adaptability of the platform across a diverse sewairtdal
use cases.

1.1. Deliverable context

This deliverable contributes directly to the objectives of WH&tegration, deployment, and validation of
aerOS in realife pilots, with a particular focus on the deployment and integration phases of the aerOS
MetaOS across all use cases

Item Description

Objectives | O1 (Design, implementation and validation of aerOS for optimal orchestration)
Operationalizing the design and validation aspects of gex@biring optimal orchestration
reakworld scenarios. This deployment phase transforms the theoretical framework of
into practical applications

02 (Intelligent realisation of smart network functions for aerOS). The deploymen
outcomes contribute valuable insights, validating the aerOS network capabilities.

O3 (Definition and implementation of decentralised security, privacy and trust) The
practical application of aerOS in use cases significantly advances the objectives set {
security, privacy, and trust within the aerOS project.

O5 (Specification and implementation of a Data Autonomy strategy for the 10T edgg
cloud continuum). Through practical implementation, aer@8comes a robust supporter
the diverse needs of data producers and consumers.

06 (Definition, deployment, and evaluation of realife use cases)The deployment ensurg
the utilization of realvorld data, considering factors such as interoperability, volume, va
and rate, to validate the platform's performance and business impact.

Work plan D5.4 Receives inputs from:

WP2 (reference architecture for the 0T edgeud continuum): architectural guideling
design principles, and key considerations specified by WP2 to ensure that the deplo
cases align seamlessly with the established architectural framework.

WP3 (secure, scalable and decentralised compute infrastructure): guide and provide th
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components for their implementation in the use cases.

WP4 (delivering applications intelligence at the edge): guide the implementation of inte
components within aerOS, ensuring that the platform effectively supports application
enhanced intelligence capabilities.

WP5 (aerOS Integration and use cases deployment): aerOS components integrat
deployment on every scenario.

D5.4 Influences:
WP5 (aerOS validation activities and KPIs): Will be reported in the upcoming D5.6 (M3§

Milestones | This deliverable contributes directly to the realisatiotMt85 - Final architecture defined
final architecture produced with feedback from the use caaed confirms the completion (
MS6 - Final integrated software solution components of the aerOS system deployed
fully integrated within the pilot environmerandMS7- Final software components release
validated aerOS components running in productika conditions It also provides ongoin
contribution toward MS8 (Project results validatedpilots and final review preparatior]
with final validation activities pl.anng

Deliverables | This deliverable is the second and final version of apex report, with the first versio
delivered at M18 and this version at M8July 2025)i with 5 weeks delaylt has receiveq
inputs from D2.1 (Statef-the-Art and market analysis report), D2.2 (Use cases mal
requirements, legal and regulatory analysis (1)), D2.6 (aerOS architecture definition (1)
(Initial distributed compute infrastructure specification and implementation), D4.1 (Sof
for delivering intelligence at the edgereliminary release), and D5.1 (Integration, evalual
plan and KPIs definition (1)).

The results presented here will provide inputs and contribute to D5.6 (Technical eval
validation and assessment reportt@)be delivered at the end of the projesli38.

By covering the period frortv19 to M35 this deliverableeports orthe second and most advanced stage of
deployment, demonstrating how aerOS has evolved from compl@vehmaturity into a fully integrated and
operational framework applied in industrial and dorsgacific environments.

The activities described in this report are essential for preparing the ground for the final validation phase of
the project. The outcomes reported here feed directly into the work planned for Deliverable D5.6, which will
focus on validation, KPls, and impact assessments during the final project phase (up to M38).

1.2. Outcomes of the deliverable

This deliverable presents the secatalge outcomes of the aerOS pilot deployment, covering the period from
M19 to M35 and capturing the transition from early infrastructure setup and inte§rasoreported in the
previous deliverable D53&to the fullscale implementation and operational use of aerOS technologies across
all pilots and suipilots.

The outcomes documented include:

1 A comprehensive report on the deployment of the aerOS MetaOS on real operational environments
across various industrial, energy, port logistics, and smart building domains.

1 Detailed assessment of the aerOS components installed per pilot, highlighting capabilities for
orchestration, data autonomy, selhnagement, and edg®ud operation.

Updated technical architectures and integration setup and workflows across all pilots.

A consolidated view of the standards applied in each use case, focusing on those with direct technical
or interoperability relevance.
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1 Outcomes of the integration activities with thjpdrty partners from the first Open Calls, highlighting
pilot-specific extensions and collaborations.

1 An overview of GDPRrelated considerations and pilot compliance with data protection principles.

These results lay the groundwork for the final phase of the project, which will focus on validation and impact
assessment. These activities will be fully covered in D5.6, titled Validation and Assessment of the aerOS
Pilots

1.3. Lessons learnt

The deployment of aerOS across the 5 pilots (and 4 subpilots of pilot 1) provided clear evidence of both
achievements and challenges when operating a-M8tan operativeenvironments. Pilots confirmed that
aerOS can run reliably on heterogeneous infrastru¢amet over varying container management framewprks)

but also showed that careful adaptation is required. Kubernetes clusters, lightweight edge devices, and
Dockerbased nodes all proved viable, yet differences in capacity and integration effort demanded flexibility
in packaging and deployment.

Another lesson is the value of placing computation as close as possible to the assets: by shifting analytics and
monitoring functions to the edge, pilots improved responsiveness, resilience, and privacy, while keeping
demanding tasks in the cloud. Standards such as OPC UA,-INBSTSN, and TIC 4.0 enabled
interoperability with existing systems and were decisive in integrating brownfield equipment. Security and
compliance mechanisms, including federated identity, access control, and network policies, were successfully
applied in all pilots..

The Open Calls (OC) brought complementary lessons from external adopters. OC#1 revealed that installation
and onboarding procedures were not always straightforward, leading to improvements in documentation,

Helm charts, and component decoupling. OC#2, still ongoing, has shown the importance of supporting

newcomers during setup and customization. It also highlighted that aerOS can be extended to new verticals,
but only if the entry barriers are kept low and support mechanisms remain strong. These insights from the OCs
demonstrate that while pilots validate aerOS in depth within defined domains, external users are equally
valuable for testing usability, portability, and the attractiveness of the platform to a wider ecosystem
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2. Progress of Use Cases deployment and
Implementation

This section presents a detailed update of the ae
covering activities carried out between M19 and M35. It builds on the structure established in D5.3, which
introduced the validation approach and pilot activity categorization adopted by WP5.

The aerOS validation strategy remains structured around three phases: ROV IMVP and system
releases validation (M1I2124), and system scaling and optimization (MR¥B6). D5.4 documents the
transition from the second to the third phase, where pilots consolidated their deployments and prepared their
infrastructures and services for operational maturity.

Each pilot followed a common implementation path organized into four main activity types: Setup and
Procurement, Development, Integration, and Validation. This categorization supports consistent tracking of
progress across highly diverse use cases and domains.

In this deliverable, each pilot report includes an updated description of the demonstrator path, the final
architecture adopted, and the results of the main setup, development, and integration tasks. Validation
activities and performance measurements will be fully addressed in Deliverable D5.6, due by M38.

For additional details about the validation plan or activities categorization, please refer to sections 2.1 and
2.1.1 from the previous D5.3.

2.1. Pilot 17 Data-Driven Cognitive Production Lines

Pilot 1 demonstrates the deployment of the aerOS MetaOS across four distinct but complementary industrial
environments, each addressing different manufacturing challenges and technological contexts.- The sub
pilotsd 1.1 (SIPBB), 1.2 (INNOVALIA), 1.3 (SIEMENS), and 1.4 (MADE & POLIMI) & serve as
complementary use cases to test aerOS functionalities in production lines, metrology systems, automation
networks, and flexible manufacturing setups.

These suipilots collectively contribute to the validation of EdGéoud orchestration, Aassisted decisien

making, seHimanagement services, and the interoperability of industrial systems within aerOS. Each site has
adapted its architecture and operational workflows to integrate aerOS components -waldepfoduction

setting, enabling performance improvements in areas such as data acquisition, machine control, process
optimization, and standard compliance.

Each of the following sectiods2.1.1, 2.1.2, 2.1.3 and 2.8.4lescribe the progress and outcomes of each
subpilot during the second phase of implementation

2.1.1. Green manufacturing (zero netenergy) and CQ footprint
monitoring

Scenario 1 takes place at the Swiss Smart Factory (SSF), in Switzerland Innovation Park Biel/Bienne
(SI'PBB). The Swiss Smart Factory main activity is
modular production line of drones. Its purpose is to demonstrate how new technologies can be operated within
a factory, and it welcomes more than 36000 visito
throughout time, depending on the new technologies available on the market. This can make it challenging to
remain consistent on the long run regarding the technologies and assets available at the SIPBB during pilot
deployment within innovation projects. Furthermore, SIPBB encountered an extraordinary activity at the start
of 2025, due to another running project, where five of the main assets constituting the drone production line
were definitely removed and had to be rebuilt internally by the SIPBB team. Some of these assets were
originally identified to run aerOS pilot 1 scenario 1, creating a delay for integration activities, which will be
further explained in the according sections below.

This deliverable departs from D5.3 at the point where the setup, procurement, and initial architecture were
established. This included the identification of the four pilot stations: Packaging, Arm Printing, Smart
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Conveyor, and Quality Check. The hardware infrastructure was defined, comprising Raspberry Pi devices
running NodeRED to collect data from the stations, as well as a ProLiant MicroServer hosting two virtual
machines to form a Kubernetes cluster for aerOS deployment. Furthermore, the IT architecture and data flow
were outlined, ensuring seamless communication from the assets teLOrifon data aggregation, storage,

and subsequent analysis. The validation process, including a time plan and activity table, was set to guide the
projectds next steps. Al l of these activities en.
aligned with the broader goals of the aerOS project.

The focus now shifts towards integration. Specifically, it outlines the progress made in deploying aerOS

services within the SIPBB domain, integrating the collected data from production stations, implementing

dashboard visualizations. The activities described in this deliverable build upon the established infrastructure
and provide detailed insight into the operationalization of the pilot system.

Since last year, the hardware and software required to integrate aerOS components into the pilot have been
finalized. The pilot tracks and analyses energy and CO2data from machines in a drone production line.
Functions for collection, analysis, storage, and visualization of energy/CO2data are implemented with the
Embedded Analytics Tool (EAT) integrated into aerOS: (i) collection from @ridnlongterm storage in
Prometheus, and visualization in Grafana; (ii) calculation of total CO2per asset and per drone order with
results written to PostgreSQL; and (iii) generation of forwlaoking CO2estimates using an ARIMA model

trained on historical data. The Deployed OpenFaaS function are shown in the screenshot below. Then, a
Digital Product Passport (DPP) was implemented and contributes to greener manufacturing by enabling local,
edgedriven analytics on the SSF production line

0 P E n F H H S co2-total-barplot

(& Deploy New Function Ready 1 1

]

registry.gitlab.aeros-project.eu/wp4/14.4/embedded-analytics-tool/co2-total-bi http://127.0.0.1:8080/function/co2-total-barplot !E

python index.py
nodeinfo
Invoke function

dpp-generator
INVOKE

@® Text () JsoN (O) Download
orion-to-prometheus

calculate-total-co2
co2-total-barplot

co2-total-barplot-prediction

:~$ kubectl get pods -n openfaas—fn
NAME READY  STATUS RESTARTS
calculate-total-co2-79d9dfbcbl-vgpz7 1/1 Running 86 (26h ago)
co2-total-barplot-5dc758ddb8-5Uzdh 1/1 Running 8

co2-total-barplot-prediction-58dbcfb857-ghm62 1/1 Running
dpp—-generator-6cfdcdd9bb-vhwd8 1/1 Running ©
nodeinfo-T7c6756589-nxhns 1/1 Running 66 (21h ago)
orion—to-prometheus-58b7dbc6d-6cpxg 1/1 Running @
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COg2: The integration into the aerO®rtal and the deployment of the services across the continuum was
delayed due to network security concerns from SIPBB that first had to be clarified, but this prasess

finalized successfully

Additionally, experimentations with the Ga¥a Wizard were made to gain practical understanding of
credential issuance and signing using Verifiable Credentials (VCs), which are used to prové Gaia
compliance.

The following table showcases how pilofl has switched from processing data in the Cloud to the:Edge

Cloud Edge

gg:grg No data processing in the cloud. | No data processing at the _ed
Data requests were made manually using| Data requests were made manually using
Stations REST API. Stations REST API.

ngors Data storage, processing, and analytics | Data collection is performed using a Raspk
performed using aerOS components mang ry Pi as an edge device.
by Kubernetes.

2.1.1.1. Technical schema

The diagram illustrates the architecture of pilot 1 scenario 1 (aerOS SIPBB Domain), which consists of three

Infrastructure Elements (IE) and the aerOS NASERTIC Domain.
IE1 and IE2 are two virtual machines (VM1 and VM2) running on the ProLiant MicroServer.

They form the Kubernetes cluster that hosts and manages all aerOS components (represented by the colorec

rectangles within the blue IE1/IE2 box) and the related software.

IE3 is a Raspberry Pi running a dockerized NBUED instance. It collects data from all connected assets and
sends it to the OriehD Context Broker, which is part of the aerOS software stack running as a pod within

the Kubernetes cluster.
This architecture was chosen for its practicality: the Raspberry Pi efficiently collectimeatlata at the

edge, while the ProLiant server with its two VMs provides a stable environment to operate the Kubernetes

cluster and ensure reliable deployment of all aerOS services.
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Pilot 1.1 Continuum topology Data-Driven Cognitive Production Lines - Green Manufacturing (SIPBB)
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\ | selt-api I sel-healing ‘ self-scaling ‘ / ‘
© o s

sMC e

Air Management Quality Control PP

System (AMS) 2

2.1.1.2. Report of activities
2.1.1.2.1. Setup and procurement activities

Pilotl i Business Process il Activity - 1 (P1-BP1-SA1): Stations identification for the trial

In the initial setup phase, some of the production stations that make up the drone manufacturing line in the
Swiss Smart Factory were selected to be part of the aerOS project. These are the physical work cells and
equipment needed for data collection.In D5.3, the stations originally identified were: manual workstation
Setago, smart conveyor, PCB THEsembly, Melkus C4060 AGV and quality check station. Due to parallel
projects and activities at SIPBB mentioned in the introduction, some adjustments had to be made. During the
first part of aerOS deployment, the following machines were used:

1. 3D Printer Farm: consisting of nine 3D printers, this farm produces the arms of the drone. Each
printer creates a different color. When a customer orders a dtbeg, haveto choose its
configuration, including defining the model and the coltihey want Once completed, the
configuration data is sent to the companyds E
Production automatically starts and begins with this station.

Version 10 i 31-JUL-2025(delivered9-SER25)- aerOS°® - Page24 of 257



Deliverable 5.4 Use cases deployment and implementation (2) —aer0S

Figure 4. 3D Printer Farm (P1.1 SIPBB)

1. Smart Conveyor: once printed, the arms are transported from the 3D Printer Farm to the next station,
thanks to the Smart Conveyor. €vdes on the conveyor itself act as parking slots for the arms,
defining into the system to which drone belongs the arm.

e e T

Figure 5. 3D Smart conveyor (P1.1 SIPBB)

2. Quality Check: a robot picks up the arm from the smart conveyor and proceeds to control the flatness
of the arm, while also integrating an NFC cheap inside each drone.
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Figure 6. Quality check (P1.1 SIPBB)

3. Packaging: after the drone has been assembled, an operator follows digital instructions to pack the
drone and its side components before sending it to the warehouse. Digital instructions are used to
facilitate the training of new employees and to ensure minimal mistakes are made due to the different

configurations possible.

Figure 7. Packaging machine (P1.1 SIPBB)
4. SMC Air Management System (AMS)ith SMC's Air Management System, Balluff's Smart Light,
and Hilscher's netFIELD Compact Edge Device, connected via arl@Pserver and Nod&ED, it
enables the factory to optimize airflow to machines, using it only when needed.
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".d‘;, A
netFIELD

Each asset provides data about its status, environmental data and energy monitoring including CO2 footprint
emissions generated, as presented in the figure below.

"machine_status": {
"machinename”: "Quality_check",
"status": 1,
"orderid": 70012,
"timestamp": 1731487994806,
"specific_machine_data": []

¥

"environmental_data": {
"available_data":

"temperature": 26,
"humidity": 35.8,
"vibration": 0.0112525,
"atmospheric_pressure": 978.1

"energy monitoring":
"available_data":

15

"power_current": 885,
"power_cumulated": 17.058,
"co2_footprint_current": 52.215,
"co2_footprint_cumulated": 2375.813

For the final phase of the pilot including validation activities, some stations might differ. The potential impact
on the trial will be described in D5.6.
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Pilotl i Business Process il Activity - 2 (P1-BP1-SA2): Hardware setup

After identifying the stations, the hardware infrastructure necessary to support the aerOS pilot environment
was set up. It focused on preparing the physical and computational elements required for local data processing
and system integration.

Hardware setup:

1 Raspberry Pi: Lightweight edge devices connected directly to the stations. These devices run a
Dockerized NoddRED application, which:
o0 Fetches realime data from physical assets at each station.
o0 Send the data to the OrituD Context Broker, enabling data analysis and monitoring within
the aerOS ecosystem.
9 ProLiant MicroServer: Acts as the main-site server for orchestration and hosting:
o Two VMs are deployed to form a Kubernetes cluster, consisting of a control plane and a
worker node.

o0 Core aerOSoftware components are deployed within this Kubernetes environment

Pilotl i Business Process il Activity - 3 (P1-BP1-SA3): Equipment configuration

In this step, all factory assets and software were configured to ensure seamless integration. This involved
assigning static IPs to each identified station (Packaging, Printing, Conveyor, Quality), as well as to the

Raspberry Pi, the ProLiant MicroServer, and the virtual machines (VMs), in order to connect them to the

network and enable communication between them. The VMs running on the ProLiant MicroServer had to be
made accessible via a network bridge adapter, which can be configured inside the VirtualBox Manager, as
shown in the image below.

Some services, such as Grafana, Prometheus, PostgreSQL, or the EAT Gateway, were running inside the
Kubernetes cluster and had to be exposed via port forwarding to make them accessible outside the Kubernetes
pods, allowing the EAT function to access these services. This also enabled the Grafana dashboards to be
available from any browser within the network. Port forwarding was also necessary for the containerized
NodeRED application running on the Raspberry Pi

vm1 - Settings - O *
Basic M Search settings £
E General Network
Adapter 1 Adapter 2 Adapter 3 Adapter 4
Eii System P P P P
Display '
IS" Attached to: | Bridged Adapter ~
Storage Mame: | Intel(R) 1350 Gigabit Network Connection #3 ~
i3 (D] Audio Adapter Type: kel PROVICOG T Dieskiop (2254060
Promiscuous Mode: | Deny ~
[ Network
@ Sestalocts Cable Connected
A

;-5 kubectl port-forward --address 0.0.0.0 --namespace=embedde
d-analytics-tool svc/mygrafana 3000:80 &
[1] 99070

:~$ Forwarding from 0.0.0.0:3000 -> 3000

Handling connection for 3000
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2.1.1.2.2. Developmentactivities

Pilotl i Business Process il Activity - 4 (P1-BP1-DA4): Definition of IT architecture

All the infrastructure elements, Assets Raspberry Pl and Server are connected to the fadiorfhé/i
following illustration shows the data flow from the assets to the aerOS components

= Server
Gl VM1 (Control Panel)

E Kubernetes Pods

B Raspberry pi Orion LD Context
Broker
Asset v

\ E Docker

Collecting realtime data function

set

!

Nodered

Asset I |=  Embedded-Analytics-Tool

1 Grafana Push
Assel Gateway

li

Prometheus

Data Visualization in
Browser with Grafana
[

Tl Calulate accumulated CO2
Function
Dashboard function
Other Pods

5 VM 2 (Node)

Other Pods

Pilotl 1T Business Process 1L Activity - 5 (P1-BP1-DA5): Communication infrastructure developed
or adapted

The lowcode toolINodeRED was successfully implemented, fetching data from the asset and sending it to
Orion-LD. This communication does not need to flow through KrakenD since it is an intrinsic part of internal
communication within aerOS components. There is no external connection at this point, therefore it keeps
consistency with aerOS Me@S design

Fetoh Pockaging Date  ~——  Flaflen Packaging JSON
)

Send Fisitened Deta fo Orion (PATCH)

Feloh Fiaiiened Packegng om Onan B — | GET Fatiened Enily from Orion (e || Parae Flaitened Data 7_
.
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The data retrieved from the asset endpoints is provided in JSON format by the machines and includes energy

related information such as power consumption (current in W and cumulated in kWh) arfdo@int

(current in g and cumulated in kg). In addition, it contains environmental parameters measured internally by

the machines, including temperature and humidity

"energy monitoring": {
"available_data": ["power_current™, "power_cumulated", "coZ_footprint_ current”, "colZ_footprint_cumulated"],

"co2_ footprint_ cumulated":
"co2_footprint_current": 0.011,
"power_ cumulated": 5386

"power_current™: 9.15

1,
"environmental data": {
"atmospheric_pressure":
"available data": ["temperature", "humidity", "vibratiocn", "atmospheric pressure"],
"humidity": 1.5,
"temperature”:
"vibration": 4.

ol

Y,
"machine_status": {
"machinename": "Packaging",
"orderid": "",
"specific machine data": [],
"status": 1,
"timestamp":

Within the NodeRED flow, the retrieved JSON data is transformed into NASformat, as required by
Orion-LD for storing and managing the data

25 var data = msg.payload;

27  wvar isoTimestamp = "";
28 if (data.machine_status && data.machine_status.timestamp) {

29 var ts = parseInt(data.machine_status.timestamp);
E:] isoTimestamp = new Date(ts).toIsostring(};
1}

22 msg.payload = {

34 "mach

35

36 i "Packaging”
37

33

39

48

41

42

43 "Preperty”,

44 : data.machine_status.orderid

a5 8

45 {

47 Property”,

43 : iseTimestamp

49 .

5@

51 /{ Environmental

52 "temperature": {

53 “type": “"Preperty”,

54 "value": data.environmental_data ? data.environmental_data.temperature : 25
55 i

56 "humidity": {

57 "t "Preperty”,

58 : data.environmental_data ? data.environmental_data.humidity : se
59 N

=]

61

B2 "yalue": data.environmental_data ? data.environmental_dats.vibration : 8.5
63 i

B4 "atmosphericPressu

65 “type": “"Preperty”,

(23 "value": data.environmental_data ? data.environmental_data.atmospheric_pressure : 1812
&7 i

=]

2] /I Energy

7a "power_current”: {

71 t: : "Property”,

72 "value": data.energy_monitoring ? data.energy_meonitoring.power_current : 18
73 i

74 "power_cumulated": {

75 : ty",

76 "value": data.energy_monitoring ? data.energy_monitoring. power_cumulated : 2.2
77 5

78 "co2_footprint_current®: {

79 “type": “"Preperty”,

80 “value": data.energy_monitoring ? data.energy_monitoring.co2_footprint_current : 2.01
81 i

82 “co2_footprint_cumulated": {

83 type": "Property”,

24 "value": data.energy_monitoring ? data.energy_menitoring.coz_footprint_cumulated : see
a5 3

86 15

87  return msg;
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aerOS

Orion-LD maintains the current state of the machine data and serves as a central hub for managing and
distributing this information. For lonterm storage, an Embedded Analytics Tool (EAT) function is deployed,
which retrieves the current machine state from Gtibnand stores it in both a Prometheus and PostgreSQL
database. Evidence is showrPirBP1-DA7.

Pilotl i Business Process il Activity - 6 (P1-BP1-DAG): APIs setup

Each station/asset has its own endpoint with edpfined data structure.

Each machi

neds

e n d pRed, canverited intd NGLBDdoemakadd sennto ifs @ribieD

Entity. The following images show how the machines endpoints are triggered inR¥dalewhat the Json
data looks like and how the data is transmitted to Glidn

Data Fabric.

B Methode GET

@ URL hitp2/192.168.29.234:5001/AmPrinting

Mutzdaten
(Payload)

Ignoneren

[DSichere Verbindung (SSLTLS) aktivieren
[[Basis-Authentifizierung verwenden
[Dverbindung aufrecht erhalien (keep-alive)
[DProxy verwenden

[DOnly send non-Zo: responses to Catch node

[Disable strict HTTF parsing

# Rickgabe Ein parsed JSOM-Objekt

ower_current", "power cumulated", "co2_ footprint current",

sure": ’
"temperature", "humidity", "vibration", "atmospheric_pressure"],

": ["robot_data", "operating_mode"],

"joint 1", "joint 2", "joint_ 3", "joint 4",

: ["status_demomode"],

ating mode",

e": true

accordi

"joint_ 5",

£

"joint_6",

ng

"height",

to the

"co2_footprint cumulated"],

"velocity"],

me c han
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= Methode v

@URL http:ff192.165_29.222:31550/ngsi-ld/v1/entiies/iurn:ngsi-id-Machine-ArmPrinting 01/atirs
[)Sichere Verbindung (SSLITLS) aktivieren

[|Basis-Authenfifizierung verwenden

[|verbindung aufrecht erhalten (keep-alive)

[(IProxy verwenden

[(1Only send non-2xx responses to Calch node

["|Disable sirict HTTP parsing

4 Riickgabe Eine UTF-3-Zeichenfolge w
i= Kopfzeilen

= | ¥ % Content-Type * 5 applicationjson x

=|+v & Accept = & applicationfjson x

= |+ & NGSILD-Tenant * % default x

Figure 18. Pilot 1.1 http node for sending the ArmPrinting data to the Oria® ArmPrinting

= Methode GET hd
@ URL hitp/i192.168.29.231:1880/SmartConveyor

Huizdaten | . -
(Payload) gnoreren

[OSichere Verbindung (SSLTLS) akdivieren
[Basis-Authenfifizierung verwenden
[CVerbindung aufrecht erhalien (keep-alive)
[DProxy verwenden

[DOnly send non-2xx responses to Catch node
[CDisable strict HTTP parsing

4 Riickgabe Ein parsed JSOM-Objekt hd

Figure 19. Pilot 1.1 http node for triggering the SmartConveyor endpoint in NeeED

"energy monitoring": {

}

}

"available data": ["power_current", "power_cumulated", "co2_footprint_current", "co2_footprint_cumulated"],
"co2_footprint_cumulated": 48359.36,

"co2_footprint_current”:
"power cumulated": 14.438,
"power_current": 19,58

"environmental data": {

"atmospheric_pressure": 1020,
"available_data": ["temperature", "humidity", "vibration", "atmospheric_pressure"],
"humidity": 39.4

"vibration™: 4.984

"machine_status": {

"machinename": "SmartConveyor",

"orderid": ""

"specific machine data": ["conveyor data"],
"status": 1,

"timestamp": 1755608398502
"specific_machine data": [{
"available_data": ["conveyor_velocity"],
"conveyor_velocity": 0,
"id": "conveyor data"

t

}

Figure 20. Pilot 1.1 SmartConveyor Data Structure after triggering the asset endpoint
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= Methode ~

@URL hittp:/f192. 168 29.222:31550/ngsi-id/v1 fentities/umn:ngsi-ld-Machine:SmartConveyor(1/atirs
[1Sichere Verbindung (SSLTLS) aktivieren

["|Basis-Authentifizierung verwenden

[[Verbindung aufrecht erhalten (keep-alive)

[CIProxy verwenden

[1Only send non-2xx¢ responses to Calch node

[|Disable sirict HTTP parsing

* Riickgabe Eine UTF-8-Zeichenfolge -
i= Kopfzeilen

= |+ % Conient-Type * % applicationjson x

= |+ % Accept v % applicationjson x

= | * & NGSILD-Tenant * & default x

Figure 21 Pilot 1.1 http node for sending the SmartConveyor data to the OdidhSmartConveyor entity

Enethode | GET v
Q@ URL hittp:#f192.168.29.231:18300QualityCheck

Mutzdaten . -
(Payload) Ignorieren

[)5ichers Verbindung (SSLTLS) aktivieren
["|Basis-Authentfifizierung verwenden
[|Verbindung aufrechi erhalten (keep-alive)
[(Proxy verwenden

[1Only send non-2x¢ responses fo Calch node
["Disable strict HTTP parsing

+ Riickgabe Ein parsed JSON-Objekt A

Figure 22. Pilot 1.1 http node for triggering the QualityCheck endpoint in Ne&&D

"energy monitoring": {
"available data": ["power current", "power cumulated", "co2 footprint current", "co2 footprint cumulated”],
"coZ_footprint cumulated™: 24365.136,
"co2_footprint_current": 0.014,
"power_cumulated": 11.082,
"power current™: 14.18
I

"environmental data": {

"atmospheric pressure": 999,

"available data": ["temperature", "humidity", "vibration", "atmospheric_pressure"],
"humidity": 31.8,

"temperature™: 25,

"vibration": 5

I

"machine_status": {
"machinename™: "QualityCheck",
"orderid": "",
"specific machine data": [],
"status": 1,
"timestamp": 1755608670187

Figure 23. Pilot 1.1 QualityCheck data structure after triggering the asset endpoin
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—>aer0S$S
[ =

£ Methode

@URL http:i/192.168.29.222-31550/ngsi-ld /1,

:ngsi-ld-Machine-QualityCheck01/attrs
[JSichere Verbindung (SSL/TLS) aktivieren
[|Basis-Authentifizierung verwenden

o i aufrecht erhalten (keep-ali

[JProxy verwenden
[1Only send non-2xx responses to Catch node

([IDisable strict HTTP parsing

+ Riickgabe Eine UTF-8-Zeichenfolge ~
= Kopfzeilen

= |* % Conlenl-Type ~ % applicationfson =

=|= % Accept = % applicationjson x

= | = 5 NGSILD-Tenant ~ % default x

Figure 24. Pilot 1.1 http node for sending the QualityCheck data to the Orldb QualityCheck entity

= Methode GET »

@ URL hitp//192 168.29.231:1830/Packaging

Nutzdaten
(Payload)

Ignarieren

[Sichere Verbindung (SSLTLS) akiivieren
[Basis-Authentifizierung verwenden
[Verbindung aufrecht erhalien (keep-alive)
OProxy verwenden

[Only send non-2:xx responses to Catch node
[Disable strict HTTP parsing

€ Ruckgabe Ein parsed JSON-Objekt hd

Figure 25. Pilot 1.1 http node for triggering the Packaging endpoint in Ne&&D

"energy monitoring": {
"available data":

"power_cumulated":
"power current": 9.15
b,

“environmental_data": {

"atmospheric_pressure”:

"available data":
"humidity™: €1.5,
"temperature": 17.82,
"vibration™: 4.8955
Y,
"machine_status": {
"machinename":
"orderid": "",

"specific machine data™:

"status": 1,
"timestamp":

["power current"™, "power cumulated", "coZ footprint current”, "co2 footprint cumulated"],
"co2 footprint cumulated™:

"co2_footprint_current”:

9182.682,

0.011,

4.536,

961,

["temperature"™, "humidity", "vibration", "atmospheric_pressure"],

"Packaging",

[1,

1750323643119

Figure 26. Pilot 1.1Pilot 1.1 Data Structure after triggering the asset endpoint
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= Methode v

@ URL http//192.168.29.222:31550/ngsi-ld/v1/entities/urn:ngsi-ld:Machine:Packaging01/attrs

[JSichere Verbindung (SSL/TLS) aktivieren
[Basis-Authentifizierung verwenden
[OVerbindung aufrecht erhalten (keep-alive)
[JProxy verwenden

[JOnly send Non-2xx responses to Catch node

[CPisable strict HTTP parsing

€ Ruckgabe Eine UTF-8-Zeichenfolge v
= Kopfzeilen

- % Content-Type ~ % application/json *

= % Accept = 3, applicationfjson x

- & NGSILD-Tenant ~ &, default %

The OrionLD Context Broker manages the data model of each station in a different entity by storing the most
recent values for their attributes. These values are accessed by the eraredgliastool function through a

direct http request to a REST APl (e.dittp://192.168.29.222:31550/ndsdiv1l/entities/urn:ngsi
Id:Machine:PackagingQ1

Pilotl - Business Process 1Activity - 7 (P1-BP1-DA7): Software configuration / development

The software configuration and development for analysing and visualizing the station is done.

One Embedded Analytics Tool (EAT) function is developed and deployed fetching the data frorL[Drion
and pushing it to the Prometheus Pushgateway, enabling théelomgtorage in Prometheus.

Czlc) ' ) aje
orion—to—prometheus [}
Status Replicas Invocation count
g Deploy New Function Ready 1 6
Image URL
registry.gitlab.aeros-project.eu/wp4/td.4/embedded-analytics-tool/orion-to-pre http://127.0.0.1:8080/function/otion-to-prometheus I—D

Search for Function
Function process

python index.py
nodeinfo
Invoke function

orion-to-prometheus
INVOKE

@® Text (O JsoN (O Download

dpp-generator

Request body

calculate-total-co2

Response status Round-rip ()

200 0.038

co2-total-barplot
Response body

{
"message": "Polling is running”,
co2-total-barplot-prediction "status": "running”

}
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Deliverable 5.4 Use cases deployment and implementation (2) S aer0s

:~$ kubectl logs -n openfaas—n orion-to-prometheus-58b7dbc6d-6cpxg|

e 'armpr
: "armprinting_pre

Pushgateway Metrics

Delete Group

Barmprinting_co2_footprint cumulated [EETIEGr T AL LTI P UL iIhr) GAUGE |ast pushed: 2025-06-19T12:13:40Z

Barmprinting_co2_footprint_current [ Te Tl SR T L) GAUGE |ast pushed: 2025-06-19T12:13:40Z

Barmprinting_ humidity [ a Tl e atrr) GAUGE last pushed: 2025-06-19T12:13:40Z

Barmprinting_power_cumulated (R L L g M aee) GAUGE last pushed: 2025-06-19T12:13:40Z

Barmprinting_power_current [ T i) GAUGE last pushed: 2025-06-19T12:13:402

Barmprinting_pressure [ T e T ) GAUGE last pushed: 2025-06-19T12:13:40Z

Barmprinting temperature LT ICT T T T TGETIIr) GAvGe last pushed: 2025-06-19T12:13:407

Labels Value

R T U machine="ArmPrinting™ 217
i \to_p AnmPrinting

armprinting_vibration CETIITFITITTX MY TUTITr) GAUGE last pushed: 2025-06-19T12:13:40Z

Show Exemplars

2025-06-19 12:16:02 +00:00
ammprinting_lemperature: 26.5

O amprint

Add Panel
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Another EAT function is developed and deployed monitor energy data and calculate the total CO2 footprint
produced by each asset and drone order using the data stored in Prometheus and PostgreSQL. The evidenc
for this is shown in PBP1-IA14.

2.1.1.2.3. Integration activities

As mentioned in the introduction of D5.4, some stations initially identified to run pilot 1 scenario 1 were
removed from the factory in March 2025. A few months were needed to build the new machines to be
integrated into the ALighthouse Factory I ndustry
adaptations of the scenario. However, SIPBB ensured ttatriot reduce the overall quality of the pilot and

that enough datavas collected to proceed with the validation activities as planifibds this unexpected
change in the logistics of thélgt was handled in a way that it did rdisrupt the integration ahvalidaton
activities. Instad, the team focused moftwareintegration (aerOSvVieta OS, ownEAT functions, etc.),
placing the validatioffior later (adjusted to the new timing of the project aliexendment #2).

Pilotl T Business Process 1 Activity - 8 (P1-BP1-1A8): Identification of place of deployment in
current architecture

aerOS components and related software are deployed within the Kubernetes cluster running with 2 Linux
virtual machines. The virtual machines are managed withl©v@tual Box Manager running on a ProLiant
MicroServer in the Swiss Smart Factory.

'Pr' vm1
M running

: vm2
- Running

——
Pl © roverec on

e
L storage
Contraller: IDE
IDE Secandary Device (:  [Opfical Drive] Empy
trcller: SATA

o
SATA Port 0 wm2vdi (Normal, 64.00 GB)

Adapter 1; Intel PRO/1000 MT Desklop (Bridged Adapter, Intel(R) 1350 Gigabit Netwark Coanection #3)

OHCI, EHCI
active)
(2] Share fokders

B Description
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NAMESH
aeros-1lo-api
aeros-1lo

default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
default
embed:
embed:
embed
embed:
embed
embed:
embedded-anal;

monitoring

NAME

$ kubectl get pod --all-namespaces -o wide

aeros-1lo-api:
aeros-11o-ks

hlo-deployment-engine.
hlo-frontend-

atabase-@

iota-hornet-hpj
management -portal-backe:
management -portal-frontend
openldap-@
openldap-1tb-passk

etcd
hubb!

openldap-phpldapads
orion-1d-br

cbbc’
ometheus-pushgatewa:

le-re:

alertmanager-kube-pi

kube-|

kube-prometheus - sta
kube-prometheus-sta

ometheus-stac

fana 54
ube-state-metric:
rometheus-node-e:

kube-prometheus-stac metheus-node-e;
prometheus -kube-prometheus-sta ometheus-8

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

RESTARTS
(4h47m ago)
3 (4h47m ago)
21 (4h47m ago)
(4h47m ago)
(4ha7m ago)
(4h47m ago)
(4h47m ago)
246 (4h44m ago)
(4h47m ago)
(4h47m ago)
364 (4ha7m ago)
55 (4h47m ago)
(4h47m ago)
177 (4h47m ago)
(4h47m ago)
56 (4h47m ago)
106 (4h47m ago)
(4h47m ago)
20 (4ha7m ago)
19 (4h47m ago)
(4ha7m ago)
58 (4h47m ago)
(4h47m ago)
1084 (4ha7m ago)
17 (4h47m ago)
(4ha6m ago)
(4hasm ago)
(4h46m ago)
217 (4h46m ago)
5@ (4ha7m ago)
(4h47m ago)
30 (4h47m ago)
104 (4h47m ago)

10 (4h47m ago)
6 (4n47m ago)
7 (4h46m ago)
(4h47m ago)
64 (4h47m ago)
54 (4h47m ago)
66 (4h47m ago)
1167 (4ha7m ago)
66 (4h47m ago)
4 (4h47m ago)
e
66 (4ha7m ago)
59 (4h47m ago)
66 (4h47m ago)
(4h47m ago)
(4h47m ago)
(4ha7m ago)
(4h46m ago)
(4h46m ago)
(4h47m ago)
(4h47m ago)
(4ha7m ago)
(4h47m ago)
(4h47m ago)
(4h47m ago)
(4h47m ago)

NOMINATED NODE

READINES]

Pilotl i Business Process il Activity T 9 (P1:BP1-1A9): Requirements definition for deployment

The requirements for our deployments are as follows:

1- Running Kubernetes Cluster

2- EAT tool installed and related pods running in Kubernetes cluster such as:

= =4 =8 =8 =9

Prometheus Push gateway
Prometheus

EAT Gateway

Grafana

EAT functions

orion-to-prometheus Stores data to PostgreSQL and Prometheus
calculate-total-co2 Takes co2 data from Prometheus and calculates the total for each

machine and drone

dpp-generator. Generates a digital product passport for each drone containing co2

footprint information

coztotal-barplot-prediction: Plots the co2 footprint for each machine and drone in

Grafana and makes co2 footprint prediction for the next drone order.
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Pilotl i Business Process il Activity - 10 (P:BP1-IA10): Test enerqy data collection

Data collection involves triggering the machine endpoint which are exposed via http, forwarding the data to
Orion-LD and storing it longerm in PostGreSQL and Prometheus

Orion-LD maintains the current state of the machine data and serves as a central hub for managing and
distributing this information to the databases and analytic functions.

This pipeline has been successfully set up and tested. TheR¥iddogs and the database queries shown
below confirm the successful implementation of the energy data collection pipeline.

20.8.2025, 09:48:05 node: Fetched Raw ArmPrinting Data
msg.payload - Object
v object
v energy_monitoring: object
vavallable data: array[4]
8: "power_current”
1: "power_cumulated”
2: "co2_footprint_current”
3: "co2_footprint_cumulated™
co2_footprint_cumulated: 29869.855
co2_footprint_current: @.82
power_cumulated: 7@.861
power_current: 181.16
v environmental_data: object
atmospheric_pressure: 1816
vavallable data: array[4]
8: "temperature”
1: "humidity”
2: "vibration™
3: "atmospheric_pressure”
humidity: 56.7
temperature: 21.8
vibration: 5
vmachine_status: object
machinename: “ArmPrinting”
orderid: ""
¥ specific_machine_data: arrayf2]
status: 1
timestamp: 1755676@85133
v specific_machine_data: array[2]
v@: object
» available_data: arrayf&]
height: 49.4
id: "robot_data”
joint_1: 85.85
Jjoint_2: 121.43
joint_3: 51.43
Jjoint_4: 134.22
joint_5: 149.83
joint_&: 19.11
velocity: 9.8

v1: object

available data: array[1]
id: "operating mode"

status_demomode: false
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19.8.2025, 16:03:52 node: Raw ArmPrinting Orion Response -
msg.payload | Object
= object
id: "urn:ngsi-ld:Machine:&rmPrintingel”
type: "Machine" Y
*machinename: object
type: "Property”
value: "ArmPrinting”
* status: ohject
type: "Property”
value: 1
* timestamp: object
type: "Property”
value: "2825-88-19T14:83:51.8212"
*orderid: object
type: "Property”
value: "7
* temperature: object
type: "Property”
value: 34.5
* humidity: object
type: "Property”
value: 45.9
* vibration: obhject
type: "Property”
value: 4.994
* atmosphericPressure: object
type: "Property”
value: 998
* power_current: object
type: "Property”
value: 99.6
* power_cumulated: object
type: "Property”
value: B68.258
* col_footprint_current: object
type: "Property”
value: 8.814
* co2_footprint_cumulated: object
type: "Property”
value: 2Z9e494.835

Figure 36. Pilot 1.1 Current state of ArmPrinting maintained by OridD logged in NoddRED (Second step in the data
collection pipeline)
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g Prometheus
@ Use local time @ Enable query history &
Q | armprinting_co2 footprint_current ¥ Execute

Graph

:~$ kubectl exec -n embedded-analytics-tool -it $(kubectl get pod -n embedded-analytics—tool -1 app=postgres -o jsonpath='{.items[@].metadata.name}') — psql -U eat_user -d eat_db -c "SELECT
% FROM armprinting_metrics ORDER BY timestamp DESC LIMIT 10
timest: | temperat: | humidity | vibration | atmosphericpressure | power_current | power_cumulated | co2_footprint_current | co2_footprint_cumulated | orderid
7777777777 S . ——
993 | 100.09 | . 29096.23 |
29096.104 |

29095.727
29095.66 |
29095.604 |
29095.535 |
29095.398 |

Pilotl 7 Business Process 1 Activity - 11 (P:BP1-IA11): Adjust equipment configuration
according to first feedback

After the initial data collection testan evaluation was performed whether any hardware or configuration
changes were needed. The system feedback was positive, and all stations responded correctly to data queries
It wasfound thattheinitial configuration was sufficierit the network was stable, and each device provided

data in the expected format. Thus, no major adjustments to the equipment setup were necessary at this stage
The Raspberri and server handled the data rates without issue, and the factéfiyBbafmdwidth proved
adequate for the smadize messages we transmit. This activity was therefore concluded with the confirmation
that the equipment and IT setup were correctly tuned, and we could proceed to more advanced integration
steps.

Pilotl i Business Process il Activity - 12 (PE:BP1-I1A12): aerOS Basic components

Concurrently it wasensured that all basic aerOS components were up and running in SIPBB domain. This
includes fundamental components like the Higivel Orchestrator (HLO) and Lowevel Orchestrator

(LLO), network manager and security services, provided by the aerOS frame&igone 39shows that these
services were successfully deployed in SIPBB domain. Having the basic components operational means our
edge domain is recognized as part of the aerOS ecosystem and can be centrally monitored and managed.
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:~$ hkubectl get pods --all-namespaces

NAMESPACE NAME J Y STATUS
aeros-Llo-api aeros-1lo-api-758ccbf5df-juwsd Running
aeros-Llo-k8s-system aeros-1lo-k8s-controller-manager-767456946-phkrbl Running
cert-manager cert-manager-6c8c549468-Tslng Running
cert-manager cert-manager-cainjector-85bU58+8d-fchwf / Running
cert-manager cert-manager-webhook-78948b885-jdu / Running
default aeros-k8s-shim-6bdc7c899b-rnb86 / Running
default api-gateway-krakend-6bfusudSd7-Ummnm / Running
default federator-7bdf867uS5-w2dzy / Running
default hlo-allocator-fdf5bf7bd-8gcgs / Running
default hlo-data-aggregator-5+5cffusd-hrfbec / Running
default hlo-deployment-engine-6795bd95bf-46p85 / Running
default hlo-frontend-77uc96f68d-Thscz / Running
default idm-database-0 ) Running
default iota-api-7857f5U4798-6pUlc / Running
default iota-dashboard-c87U466976-z5muU9 Running
default iota-hornet-756bz Running
default iota-hornet-mng7v Running
default management-portal-backend-5dfoucfodf-ub62z / Running
default management-portal-frontend-78cbdcTb8-gjd8x ) Running
default openldap-@ / Running
default openldap-ltb-passwd-9f54768b6-chweu / Running
default openldap-phpldapadmin-685fc7c86d-9xusv / Running
default orion-ld-broker-558cUc868c-fIw92 / Running
default orion-ld-mongodb-@ / Running
default self-awareness-hardwareinfo-mp6t7 / Running
default self-awareness-hardwareinfo-sx7bg / Running
default self-awareness-powerconsumptionamdéd-Uxnxd / Running
default self-awareness-powerconsumptionamdéy-wpdz+ / Running
default self-orchestrator-orchestrator-gtiump / Running
default self-orchestrator-orchestrator-pkjgz / Running
embedded-analytics-tool  alertmanager-6cd75c756b-vdv2j Running
embedded-analytics-tool  gateway-5b598d7U-sTxml Running
embedded-analytics-tool  mygrafana-78dcbbc766-hrb67 / Running
embedded-analytics-tool mypush-prometheus-pushgateway-7954dd6575-mmmé6z / Running
embedded-analytics-tool  nats-6b777dedu9-2q22n / Running
embedded-analytics-tool  postgres-575c85fcu8-1fvzc / Running
embedded-analytics-tool prometheus-67fbd+777-dpIws / Running
embedded-analytics-tool  queue-worker-76d96fdbb7-gbtvs / Running
ingress-nginx ingress-nginx-controller-6d7f7ub8ff / Running
Kkube-system cilium-66qjr / Running
kube-system cilium-envoy-Uc8bt / Running
kube-system cilium-envoy-n&hp5 / Running
Kube-system cilium- nx / Running
kube-system cilium-operator-66bdcéUbcb-c6jtz / Running
kube-system coredns-5dd5756b68-Ugepn / Running
Kube-system coredns-5dd5756b68-mth7l / Running
kube-system etcd-vml-virtualbox ) Running
kube-system hubble-relay-685f5f58fb-s6kln / Running
kube-system kube-apiserver-vml-virtualbox ) Running
kube-system kube-controller-manager-vml-virtualbox ) Running
kube-system kube-scheduler-vml-virtualbox / Running
metallb-system controller-c75cd5858-fdbuy / Running
metallb-system speaker-2pg76 ) Running
metallb-system speaker-mxv Running
monitoring alertmanager-kube-prometheus-stack-1733-alertmanager-e Running
monitoring kube-prometheus-stack-1733-operator-5f85d7dccu-8udkr Running
monitoring kube-prometheus-stach-1733995573-grafana-6b654cof-ryuyn Running
monitoring kube-prometheus-stack-1733995573-kube-state-metrics-799c6572 / Running
monitoring kube-prometheus-stack-1733995573-prometheus-node-exporter- ] / Running 53 (
monitoring kube-prometheus-stach-1733995573-prometheus-node-exporter-zsqqc / Running 48 (42h ago)
monitoring prometheus-kube-prometheus-stack-1733-prometheus-8 Running

openebs openebs-localpv-provisioner-66ddc8887c—ckslk / Running

openebs openebs-ndm-87cst / Running

openebs openebs-ndm—-operator-64c5dbd564-ngvlz / Running

openebs openebs-ndm-ggn21 / Running

openfaas-fn calculate-total-co2-79d9dfbecbu-vgpz7 / Running

openfaas-fn total-barplot-5dc758ddba-54zdh / Running

openfaas-fn co2-total-barplot-prediction-58dbcfb857-ghmé62 / Running

openfaas-fn dpp-generator-6cfdedd9bb-vhwds / Running

openfaas-fn nodeinfo-77c6756589-nxhns / Running

openfaas-fn orion-to-prometheus-58b7dbc6d-6cpxg Running

redpanda redpanda-0@ Running

redpanda redpanda-console-7495f86cd9-115k6 Running

WE W wWW

@

ago)
ago)

wEw

Pilotl i Business Process il Activity - 13 (PEBP1-IA13): aerOS nonbasic components

The nonbasic components required fBilot 1.1 wereinstalled and are listed in the image below. These
components are part of the embeddedlyticstool necessary for the lortgrm storage of the data, function
deployment and dashboard visualization.
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% kubectl get pod -n embedded-analytics-tool
READY  STATUS RESTARTS AGE
Running 3@ (4hS5m ago)
Running 184 (4h55m ago)
c2ma4 i Running

2 5 (4hS5m ago)
mypush-prometheus-pushgateway-7954dde575-52gpw Running 6
nats-eb777dc 2 Running 36 (4hS5m ago)
Running 1@ (4hS5m ago)
Running 6 (4h55m ago)
Running 87 (4hS3m ago)

Some norbasic componentsf aerOS were casted ade, since they did not align with the goals of the
demonstratgrthusthey were not essential for achieving the objectives of the pilot phase. In addition, some of
these require further evaluation to confirm compatibility and meanimggegrationor rely on prerequisites

that are not yet in placand will bedocumented imeliverable D5.6

Pilotl i Business Process il Activity - 14 (P:BP1-1A14): Dashboard creation with energy data

Two dashboards were created. The first shows thef@ffprint of the last six drone orders in a stacked bar
plot. Each bar represents the total Ggnissions for a specific drone order, while the different colored
segments indicate the contribution of each individual machine to the total.

The second dashboard displays the-tiea¢ energy consumption and €@missions of all machines. The
values in this dashboard appear relatively low, as the machines were in standby mode and not processing a
drone order at the time the screenshot was taken.
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In the figure above,ach bar chart represents the total carbon footprint for a drone order, with the different
colored segments showing the carbon contribution of each individual machine
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9

= Home Dashboards

Current Power Consumption Current CO2 Footprint

Temperature

Pilotl i Business Process 1 Activity - 15 (PEBP1-1A15): Integration of data analysis service for
reports and statistics creation

The DeepSeeR1 1.5B LLM model for data analysis and report generation was tested wWithiae©S
deployment in Pilot 1, integrated as a clouthtive servie (materialisd as a Kuberetespod in the
continuum of tle usecase.The goal of the reporting function is to support production optimization and the
reduction of the overall Cdootprint.

The model takes productigelated input data, such as macHieeel energy consumption and process
parameters, and generates reports that highlight patterns of energy use and their impact on emissions. Thes
reports are designed to provide actionable insights, for example identifying which stations or drone types
contribute most to COoutput and suggesting optimization strategies such as keeping highpstasit
machines continuously running while only activating others when needed.

However, the available hardware resources proved insufficient to achieve satisfactory performance with a
locally deployed model, especially since much of the computing capacity was already occupied by other
software. For practical reasoris,was therefore decided to adatite approach and integrate clobdsed

LLMs via API instead.

As a result of this change in direction, thadidation results of this task will be reported inidierable D5.6at
the end of the project (M38).

Pilotl i Business Process 1 Activity - 16 (P:BP1-1A16): Creation of a future prediction of the
CO, footprint for each product

A predictive analytics function is used to forecast the foOtprint of the next drone order.

Initially, an ARIMA model was tested; however, since the time series did not reveal substantial patterns that
would benefit from a more complex modelMaving Average approach was chosen. The function uses CO
perproduct data from the ladt orders (the next two Figures, for example, illusttagefootprints of the four

most recent orders) and extrapolates a prediction for the next order by calculating the mean. This prediction is
automatically updated as soon as new product data becomes available, following the principle of parsimony:
always prefer the simplest adequate model.

The aerOS components provide the necessary data pipeline infrastructure, ensuring that the prediction
function receives timely and consistent input dataghe Pilot 1.1, the experimentation has been tackiéd w

two different drone types, for which separate.@@tprint predictions are generated. The Moving Average
model uses the historical data of each specific drone type to forecast the footprint of the next order of that

type.
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The following two Figures showhe carbon footprint of the last 5 orders of Type A and B drones and the
resulting forecast for the next Type A and B drone, respectively. The diffesnirsindicate how much

each machine contributed to the carbon footprint of the order. The bar plot on the far right shows the
prediction of the next order based on the moving average
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Pilotl i Business Process il Activity - 17 (PEBP1-IA17): Experimenting with Gaia-X services

Experimenting with the GaiX Wizard helpedpilot teamto understand and work with Verifiable Credentials
(VCs) and Verifiable Presentations (VPs) which are key parts of theXGegasystem. They enabdecure,
decentralized trust and compliance verificationacross different organizations.

Experimentation with the Gaid Playground enabled to create and sign a data resource example, as shown in
the Figures below, derived from tsia-X playground templates:
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Issue Verifiable Credential Sign

{ shapely-zebra <

DataResource v

"@context": [
“https://www.w3.0rg/2018/credentials/v1",
"https://w3id.org/security/suites/jws-2020/v1",
"https://registry.lab.gaia-x.eu/development/api/trusted-sh

1

"id": "urn:uuid:8c4dS5cbe-e9b7-4df5-96fb-736df478be2d",
"type”: [

"VerifiableCredential”,

"gx:DataResourceCredential”

1

"issuer": "did:web:example.org”,
"issuanceDate": "2025-87-03T712:00:00Z",

"credentialSubject": {
"@id": "did:web:example.org#drone-co2-dataset”,
"@type": "gx:DataResource”,

“gx:name": "CES Data",
“gx:description”: "Contains GX-compliant credentials”,
"gx:containsPII": false,

1 use my own DID solution

The Wizard will host a DID document for you.
VerifiableCredential and credentialSubject ids will be generated.

brown-bear

“@context™: [
“https://s 3.0rg/2018/credentials/vi”,
“https: /securi it s-2020/v1",

1 elopment/api/trusted-shape-registry/vl/shapes/jsonld/trustframeworks”

“https:

1
“id": “"https://wizard.lab.gaia-x.eu/api/credentials/2d37wbGvQzbAQ84yRouh2m2vBKKNSSSAFHOQ7SHZRCUQmIWTYAVSNKZ ) 6gC J E2mDNDUHC i chXWdMH352c 8AS

“type”: [
“VerifiableCredential”,
“gx:DataResourceCredential™

1

“issuer”: "did:web:wizard.lab.gaia-x.eu:api:credentials:2d37wbGvQzbAQ84yRouh2m2vBKkNS8SSATHIQ7 SHZRCUQmIWZ yAVSNKZ ) j6gC i E2mDNDUHC i chXidMH3S52)

“issuanceDate”: “2025-07-83712:00:002",

“credentialSubject”: {

": "d b:example.org#drone-co2-dataset™,
DataResource™,

“gx:iconta.
"gx:policy™:
gx:license"

|3
“gx:producedsy”: {
“did:web:example.orgrorg”
b
"gx:exposedThrough™: {
"@id": "did:web:example.org#serviceOffering”

A complete integration of Gaid within Pilot 1.1was foeseen as a potential future working libet rot

within the scope of the pilot in &@6. This wasdecided due to the nature of theé | ot 6 s,whichhpas ct i v
beento showcase efficient, dathiven orchestration within the 10T edg®ud continuum rather than
validating compliance frameworks. Installing and maintaining the full -@astack, including connectors,
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trust frameworks, and governance services, would have added significant complexity and resource demands
without increasing the demonstrative value for the industrial use cases addressed. Therefore, tmayétard
exploration provided a lightweight yet effective means to familiarize with -&at@mpliance processes,
preserving focus on pilot execution and industrial relevance.

Pilotl i Business Process 1i Activity - 18 (PXBP1-1A18): Digital Product Passport
implementation

The primary achievement of scenario 1 is the successful implementation of a Digital Product Passport (DPP),
specifically tailored to its drone production I in
evaluation of the parameters and KPIs considered, this DPP comprehensively encapsulates and includes all
relevant assessed information and metrics through its lifecycle, from the importation of raw materials and
parts to the completion of the droriénis innovative tool establishes a comprehensive and structured sys-

tem for documenting, analysing and evaluating key aspects of the production process. As such, it im-

proves transparency, traceability, process efficiency and overall sustainabilityThe DPP includes the
following core functionalities:

1 Comprehensive Documentation: It meticulously records all stages of the drone's upstream and manu-
facturing process, for the supplied components to those manufactured at SSF, providing a transparent
overview from inception to completion. Each component is distinctly identified and accompanied by
relevant information, including technical specifications and datasheets when available.

1 Key Performance Indicators (KPIs): This DPP tracks critical Circularity, Sustainability, and Manufac-
turing KPIs across the production and lifecycle stages. Examples include metrics such as Cycle Time,
Overall Operation Effectiveness (OOE), and the CO2 footprint of individual drone components, offer-
ing valuable insights for process efficiency and further optimization.

1 User Engagement: The DPP generates a unique QR code for each drone. This QR code provides users
with access to detailed information regarding the product, while allowing them to document the

dronebs wusage, further enhancing traceability
analysis of the downstream process, which culminates in the efficient remanufacturing or recycling of
the drone.
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* Manufactured at SSF

ZerOfect.

Figure 47. Pilot 1.1 Digital Product Passport imfgmentation
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Process Breakdown amgky Achievements

1.

Component Classification The initial step was to categorize the components/parts in the two catego-
ries of supplied components andhiause components, as well as in two-sategories of structural

and hardware components, setting up the base to select and create the necessary data as well as th
visual format of the DPP.

Supplied Components After catalogi ng and i dentifying al/ compor
production, they were associated with their respective suppliers. This presented challenges due to the
nature of our production setup, where we frequently source components from resellers rather than di-
rectly from manufacturers. Once the suppliers were identified, we successfully retrieved detailed
technical information for each component as well as each respective manufacturer or supplier loca-
tion. This step formed the foundation for establishing a robust database of supplied components.

Logistics Analysis Using the geographic origins of each component, along with factors such as dis-
tance, transportation method and weight, we calculated the transport footprint associated with their
delivery. This analysis provides an estimate of the environmental impact of the logistics process, con-
tributing to a holistic understanding of the
tation Map depicting the origin of imported parts and their route to SSF was created to provide a
clearer perspective on the supply chain and logistics involved.

In-House ComponentsFor components manufactured internally, we calculated data on energy con-
sumption, CQ emissions, and other productioglated metrics by taking into consideration the spe-
cific manufacturing method, the average energy consumption of the machines used, and the total
manufacturing time. This detailed data compilation enables precise measurement of the environmental
and resource impact of-tmouse production processes.

Assembly and PackagingInformation on potential packaging materials, weights, and related logis-
tics was integrated into the DPP. This ensures that the environmental impact of the packaging process
is accounted for, adding another | ayer of deta

Total Footprint Calculation: By combining data from supplied components, logisticshduse
manufacturing, and packaging, we calculated the total material and energy consumption for each
drone. The resulting comprehensive footprint analysis serves as a benchmark for assessing and im-
proving the sustainability of our production processes.

Version 10 i 31-JUL-2025(delivered9-SER25)- aerOS°® - Page49 of 257



Deliverable 5.4 Use cases deployment and implementation (2) S aer0s

2.1.2. Automotive Smart Factory Zero Defect Manufacturing

The idea behind this pilot budds p o n | n previoas lworkaid Metrology 4.0 and the need for a more
flexible and resilient quality control processes. The first deployinant Proof of Conceftwas performed

at NASERTICdigital premises(cloud-alike), where the Entry Domain services (identity management and
access control) were initially hosted. This allowed the validation of secure authentication and standardized
OPGUA connectivity to Innovalia’s infrastructure.

Afterwards, and kgning with the exploitatin approach of the main keholder the pilot environment was

fully migrated to Innovalia’s premises enabling the integration of aerOS components across multiple domains.
At the end of this phase, complete data flows were established between the M3 Software, the Human Machine
Interface (HMI), Edge devices hosting the measurement equipment (cameras and sensors)

The final stage is the realorld production metrology deployment at the AIC (Automotive Intelligence
Center). Here, aerOS operated across a live industrial setup, connecting multiple CMMs, executing
measurement sequences locally at the edge, assembling and synchronizing measurement and sensor data in
Digital Twins, and enabling remote operation and reconfiguration. This not only proved the scalability of the
architecture but also demonstrated tangible process improvements in responsiveness, resilience, and readines
for zerodefect manufacturing workflows. The following image shows the lab during the aerOS quality control
testing
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The final deployment of Pilot 1.2 followed a structured path, beginning with infrastructure setup and
progressing through development, integration, and validation phases.

Initial activities focused on preparing the metrology environment, including the installation of sensors and
cameras on the CMMs and configuring the necessary infrastructure, already reported in detail within D5.3.

Development efforts enabled standardized communication with metrology equipment usitgpO@ugh
the deployment of a dockerized RobotLink Open Platform Communication (RLOPC) service. This allowed
reaktime access to machine parameters and integration with interfaces such as M3 and the HMI.
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Integration involved deploying a custom set of aerOS components across different domains, including
authentication services, orchestration tools, andmsatiagement modules. These enabled secure, modular,
and coordinated operations across the metrology continuum.

Validation activities confirmed the successful remote configuration and operation of CMMs, the creation of
Digital Twins for monitoring and allow potential deviations to be detected earlier, and the dynamic execution
of measurement services. A Data Assembler was used to combine sensor and machine data, supporting
efficient and semautomated metrology workflows, merging inputs into coherent datasets (e.g. cloud or points
from optical scanners, current state of CMM) and supporting the continuous update of the Digital twins

The experiment was designed as vieldemonstrate how aerOS can shift intelligence and control from
the Cloud to the Edge, reducing latency, saving energy, and improving resilience and productivity

In regards of the switch of data processing from the Cloud to the Edge, the table below illustrates the
evolution brought by the integration of the aerOS MetaOS. In the initial architecture, most data acquisition,
processing, and decision making were performed centrally in the cloud, with edge devices playing a minimal
role limited to data collection. After the implementation of aerOS, it was invéitest. of the data processing

is now executed at the edge levaichestratedby the inteligence brought by the Met@S, and still keeping

the requirements of the industride environment setup in AIC

Key component including the dockerized RLOPC services and Self* serdicgsre deployed on edge
nodes close to the measurement devices.

This enabled redime configuration, operation, and monitoring of Coordinate Measuring Machines (CMMSs),
all within a secure, modular, and scalable framework. The new setup allows for increased autonomy of the
edge, reduction in latency, and continuity of operations even during partial network disconnections.

Cloud Edge

Before - M3 Execution and orchestratig - Edge devices (e.g CMMs) with limite
aerOS logic executed remotely intelligence
- Low responsiveness and hig - No realtime control, only supervision

dependency on network stability No autonomous recovery or distributed inte

Security and identification managed centrg gence

After - Cloud layer used mainly for high - Local execution of M3 services ali

aerOS level analytics CMM control via OPGUA

- Realtime decisions made local
through Self*modules

- Faster configuration & setup ar
resilience thanks to SeHealing and
deployment services

- More secure communications a
identity management (Authenticatic
control access to the OS and ot
services deployed)

Acts as backup and coordination layer,
the primary executor

Deployment of services from any VM

2.1.2.1. Technical schema

This section describes the final architecture and technological scope of the pilot demonstrator, highlighting the
different domains, infrastructure elements, and their roles in the metrology workflow.

The architecture is organized into 3 main domains, forming the metrology continuum:

1. Entry Domain (Domain 1): This domain handles user authentication and acts as the entry point to
the system. It includes services such as Keycloak and OpenLDAP for identity management and was
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initially hosted at NASERTIC premises during early testing phases. As the project advanced into a
scaling & optimization phase, the Entry Domain was migrated to Innovalia servers, becoming the
central gateway for system access.

2. Innovalia Metrology Domain (Domain 2): This domain includes the Infrastructure Elements (IES)
associated with the Coordinate Measuring Machines (CMMs). The main IE handles authentication
and data exchange with Domain 1, while additionablBEssignated as IE Edge 2 and IE Edge 3
represent individual CMMs. These machines communicate using theUdPRobot Link Server,
enabling reatime access to their attributes and control methods. The CMMs operate without direct
HLO installations and are instead linked to the edge infrastructure of Domain 2.

3. M3 Software Domain (Domain 3): This domain hosts the M3 metrology software, used by
metrologists for monitoring and controlling CMM operations. It is connected to the Entry Domain
through an OP@A Client, allowing seamless communication across domains. This setup enables
remote access to the machines andtigad visualization of metrology tasks.

The following ontology diagram illustrates the relationship between these domains and their respective
infrastructure elements, depicting a layered and distributed system aligned with aerOS MetOS principles.

Through its distributed architecture and with aerOS MetaOS support, the metrology process becomes both
predictive and adaptive rather than purely reactive. By ensuring data collection from multiple CMMs,
sensors, and measurement workflows is continuously available and acted upon at the edge, the system car
adjust operations in near real time to prevent potential quality issues. This capability reduces the likelihood of
defects propagating through the production chain, thereby moving the manufacturing process measurably
closer to a true zerdefect paradigm.

aer0OS INNOVALIA Continuum

Entry Domain / . \ INNOVALIA Metrology Domain
IE \\‘_7 7_-/ IE edge 1 (entrypoint of the domain) —
: . INNO Server i — o el AL
Panda ORION-LD T — —
HLO R ELEELT Federator
) Keycloak
0 DAP — — sel-awareness sel-orchestration
/ P -\\ V
[Ta— | [ — \\__T__/j @ docker Q
rooe ) [Eedge? A
1aTA l RL Server
Trust Score
Lo T
@ o \ _
& dockor IE edge 3 ™
& e acuA
L RL Server l
Lo | self-* |
- J
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2.1.2.2. Report of activities

2.1.2.2.1. Setup and procurement activities

Prior to the following report of work done, there are several activities successfully executed, especially those
related with Setup and Procurement activities, and initial phase of development. For instance, the installation
of control cameras and pressure sensors on the CMM, or the dimensioning of the NASERTIC VM and

infrastructure. These activities refer to-BP2-SA1, P1BP2SA2, P1BP2-SA3 and PIBP2SA4.

2.1.2.2.2. Development activities

Pilot 1 i Business Process PActivity 5 (P1-BP2-DA5) i Enable Softwarebased control services
and loT hub for collection and brokering for instrumentation information:

- Y 2 3 53 \
e Ve & ’7{ b Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”
p D S File View Server Document Settings Help
2 ~ —.
B P PBR =0 X428 XD
ol = 220
& x| DataAccess O | Atibwtl
Node Id Display Na|

£|4

Attribut
v Nod:

Containers

Address Space & x o=
- Displ
@ vou G ronowon

Only show running containers

=) Root o

© ; ity v ) Objects Wity
O NAME IMAGE ¥ Machine Parameters i

Extensions BeTA O Types

RLOPC
0O © "% .o oociated » & view
@ Add Extensions

+ Aplicaciones
£} slackbot

- T Jira

f node ‘NS1[String[Machine Parameters succeeded [ret = Good]

paceM.. @RLOPC

On the image above the connection to a OPC server can be seen (on the left background window), together
with the accessible attributes, and with which the machine is working. Each of these attributes has its own
characteristics and are working on real time.

aerOS can access to these machimdrol attributes through (Robot Link OPC) RLOPC because a
dockerized service OPCUA has been deployed, which is really what is connected to aerOS.

Similarly, from other applications such as the Human Machine Interface (HMI) or the M3 Workspace the
attributes are accessible as well. These attributes can be methods (to move an axis or dd goHome
starting positiod , we can stablish the speeds of the different axis of the machine, etc). All these are running
on a standardized service, which any OPCUA client may connect to access the Manohioleservices
remotely.

The image below showcases how we gather all information from the parameters (left side of the image),
accessible via RL OPC docker service deployed. These parameters from the HMI are a combination of
parameters from the hub of deployed sensors, with values from the M&dmitr@l system. They range from
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position parameters (absolute and relative to other devices), speed and acceleration on every axis, modes
available for the particular machine, probe approaching angles, energy parameters (instant power, voltage) etc.

Bl unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”
File View Server Document Sethings Help

I BDPE = X\, 0 XD

Project B X Data Access View 0  Attributes
v [ Project = Server Mode Id Display May I 8
v B Servers Attribute
& ORLOPC v Nodeld
v [ Documents Name
[ Data Access View Identif
Identsf
MNodeClas:
Address Space 8 x g:::l'::::
5 | No Highlght Descriptio
—J Root “ Yalue
» | Objects Source
~ o Machine Parameters 5“”'“—_
» &% Temperature_Report :::::-I
" accl Statusi
» @ accel_max Value
» @ accel_min v DataType
» i axis_pos MNarme
@ backmove_speed Identif
» @ batch_mode
@ controller_name References
» @ ermor = it
> =9 go home Reference
> °% go_to HasTypeDefin
» % go_to_ads
&% head_angle
@ home
@ is_moving
» @ joystick
> @ joystick_accel
» @ joystick_speed
* oy latched_pos
» @ lock_tep
@ machine_module
@ manual_machine

@ manual_mode

2.1.2.2.3. Integration activities

Pilot 11 Business Process PActivity 6 (P1-BP2-1A6) i aerOS components:

These activities refer to the installation of the aerOS components, basic abhdsimihat the pilot selected
for its particular case, based on business goals and company needs.

The image below displays all the services needed on the Entry Domain (Domigitedse refer to the
ontology diagram on section 1.1 for more information about the domains and IEs.

In descendent order, Kubernetes (K8s), KraReateway, Federator, HLO (allocator, datgregator,
deployment engine and frontend), Keycloak, IOTA (Api, coordinator, dashboard and hornet), management
portal (Backend and Frontend), Open LDAP, O#idh Self *modules (awareness, optimization,
orchestrator, security, healing).
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STATUS
Running
Running
Running
Running
hlo-data-ag, / Running
hlo-deployment-engin 5479 / Running
Running
Running
Running
Terminating
Running
Running
iota-dashbo: Flwer Running
iota-hornet C ! Running
management-portal- z /1 Running
management -portal-frontend wb7 Running
openldap-@ Running
openldap-1tb-passwd / Running
openldap-phpldapadmir Fd-quihki ! Running
orion-1 § Running
orion-1 d / Running
self-api-self-awareness-hardwareinf Pending
self-api-self-awareness-powerconsumptionamd64-d Pending
self-awareness-hal einfo-bllzk ! Running
nsumptionamd64-2tsl2 /1 Running
self-optimizati F / Running
self-or r-gdxct Running
F. i d4 /. CrashLoopBackOff
home/isantacoloma# docker ps
IMAGE AND CREATED STATUS NAMES
self-healing-api veeks ago Up 6 minutes .e.e. 33 /) self-healing-api
self-healing-self-healing “python3 main. veeks ago Up 6 minutes self-healing-app

m

N N K -]
o

Similarly, for the second domain (Innovahéetrology domain), which corresponds to an edge location, this is
the list of installed components:

In descendent order, Kubernetes (K8s), KraReateway, Federator, HLO (allocator, datgregator,
deployment engine and frontend), IOTA (Api, dashboard and hornet),-OtipSelf *modules (awareness,
orchestrator, healing). In our pilot is worth to emphasize the importance of tHee8ktig module, because is
the basis of the pilot ability to recover from down services.

Since the authentication is done through the Entry domain,i Mitrology domaid does not include
Keycloak nor the management portal. Security and ID services connect the M3 Space with the metrology
continuum, dealing with Krakeb services managed by the aerOS MetaOS.

rootgmaster?: /home/1santacoloma/selt-healing/selt-healing# kubectl get pod
STATUS RESTARTS
Running (18m ago)
Running (1ém ago)
Running i ago)
hlo-allocator-6¢ 6brfi Running (18m ago)
hlo-data-aggregat Running (18m ago)
hlo-deployment-engine Running (18m ago)
hlo-frontend Fcafl Running (18m ago)
iota-api-7b7 Running (1em ago)
iota-dashboa Running (18m ago)
(18m ago)
(18m ago)
(18m ago)
(18m ago)
(18m ago)
(1em ago)
ps
CREATED STATUS S NAMES
self-healing-api i alerts api..” 11 seconds age Up 18 seconds .8.0. . EE »85088/tcp  self-healing-api
self-healing-self-healing  “py main. 11 seconds ago Up 1@ seconds self-healing-app

iota-hornet-fShsw Running
orion-1d-brok S4F566ch-kdmsc ¥ Running
orion-1d-mongodb-@ f Running
self-awareness-hardwareinfo-grmng Running
ness-powerconsumptionamded-ves Running

Running

PAADBROBRRABRRAERAS

Each of the ports we are using for the different services.
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aeros-kBs-shim-ser ClusterIP
api-gateway-krakend NodePort
federator NodePort
hlo-allocator-sel ClusterIP
hlo-data-aggregator-ser ClusterIP
hlo-fe-service ClusterIP
idm-database NodePort
idm-database-headless ClusterIP  None
idm-keycloak NodePort 18.
iota-api NodePort
iota-dashboard NodePort 18.
iota-hornet ClusterIP 16.

iota-hornet-ext NodePort 18.
kubernetes ClusterIP  18.

management -portal -backend NodePort 18.
management-portal -fromtend NodePort 18.
openldap ClusterIP 1.
openldap-headless. ClusterIP  No
openldap-1tb-passwd ClusterIP 1.
openldap-phpldapadmin NodePort 18.
orion-1d-broker NodePort 18.
broker-health-socket  ClusterIP  18.
d-mongodb ClusterIP 1.
orion-1d-mongodb-headless ClusterIP  None

Lastly, the list of users and domains accessible from the management portal, and the simplified
representations of the continuum for our pilot 1.2.

2610 Users st
=

Q na All roles ~  Allstatus | All organizations v
Home

Name Role Status Organization

Domains
Deployments aerOSuser] Qeros user Active Default
Continuum Continuumadministrator! Continuum administrator Active Default
Benchmarking
Data products dataproductowner] Data product owner Active Default
Notifications Verticaldeployer! Deployer Active Default

users

= aer0S  continuum

Home

Domains

Deployments 023078

Continuam Dominiol Dominiol 00S5dlatE0s
Benchmarking Status: praliminary Statuz Ready

https/ [chtpruabas.es
Data products

Motifications

Users

Darminiallll
Stotus: Functional

hatpf fchtpruebas es

DominicEntrada
Status: Functional

—
continuumadministrator] hatpo/ cotpruebas.es

By successfully integrating the aerOS components and deploying the dockerized RLOPC sefBieg (P1
DAb), we ensure MQTT and OPQA protocols align with the aerOS framework
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2.1.3. Zero Ramp-up safe PLC reconfiguration for Lot-Sizel
Production (SIEMENS)

The scenario 13 o Pilot 1 demonstrates a modular, servimehestrated production flow in which mobile
assets, robot cells and edge applications are reallocated on demand. Two logical layers share the control logic:

A Behaviortree (BT) enginé runs on the server rack in Nuremberg and determines the current step of
the workflow.

A aerOSi performs every lifecycle action on the required services (deploy, start, stop, remove,
redeploy) in response to BT commar:ds.

In this scenario, frames need to be sorted by AGVs with the help of mobile robotean®& helps
orchestrating the assets and managing the Ifeycle of this scenaridistributed, on asoftware level

Sequence of events
1. Order initiation
A A production request reaches the BT.
A The BT issues an intent to aerOS; aerOS deploys and starts only the services needed for this
order (navigation / ANS+, lifting, safety, ROBA-Portal connector, etc.).
2. Asset relocation
A The fleetmanagement component evaluates position, battery level and task queue and assigns
the most suableAGV.

A The BT instructs that AGV to collect the required boxes from the warehouse and to move a
mobile robotarm module to the designated workstation if needed. In order to move the robot
arm, a new service (skill) Al i fto wildl nee

3. Sorting operation

A Once the cell is in place, the BT tells aerOS to check which services are installed and which
ones are needed to run the rebonh application stack; the sorting routine begins.

4. Opportunistic charging
A While the robot arm processes parts, any AC

A aerOS suspends nassential services on that vehélboth to reduce power consumption
and to avoid running minuteilled workloads; the AGV drives to its inductive charging pad,
maximizing fleet availability and energy efficiency.

5. Completion and return

A After sorting is finished, the BT signals aerOS to stop the rabut serviced again to
reduce power consumption and to avoid running mibilted workloads.

A Navigation and lifting services are (re)started as necessary; AGVs return all assets to their
final locations.

A The BT reaches the idle/ready state, and aerOS shuts down the remaining transient services,
leaving the line prepared for the next request.

Throughout the experimeraerOS is responsible for handling the life cycle of every containerized service,
while the behaviet r ee engine confines itself to deciding v

In D5.3, Siemens completed the groundwork for the current pilot. The team finalized the functional
specification of the required aerOS components, installed four AGVs, an automatic door, a server rack and
certified safety devices, and created a factigy AGV arena in the Tech Hall equipped with wireless
charging stations. The AGVs 6-scanaebdsaepashafétyo and wolbistort wa r e
avoidance module were already operational, while preliminary OPC UA, MQTT and ROS 2 links
interconnected PLCs, IPCs and robots, providing the fully functional baseline on which the new D5.4
developments build
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During the past year, significant progress has been made in the testing production environment at the Siemens
Tech Hall in Nuremberg. The infrastructure has been enhanced with one mobile robot arm module and the
improvement of the AGVs, all interconnected through aerOS decentralized intelligence and SIMATIC
Industrial EDGE services. A crucial advancement has been the integration ofceafifigd components,
including SICK NanoScan3 safety laser scanners and Siemens Safety PLCs, ensuring securebbtiman
collaboration while maintaining certification standards.

The system's edge processing capabilities have been substantially improved through the deployment of
Industrial PCs in each AGV, each running a dedicated SoftRia@ with realtime capability. Reatime in

this context means that moti@ontrol and safety functions are always completed within fixed deadlines (for
example, 14 ms control cycles and less than 10 ms for an emergency stop). This determinism is obtained by
the separation of one kernel using an hypervisor for thetineal operating system of the PLC. The
integration of the aerOS core services has enhanced the ability to optimize service deployment and resource
utilization on theLinux inflected part.

In a second phase, a secure VPN tunnel has been established between the Nuremberg and Munich domains
ensuring encrypted communication while maintaining strict security protocols for sensitive industrial data
transmission. This secure bridge enables seamless interaction between both locations while preserving the
integrity and confidentiality of operational data, while keeping consistency and integration with aer@S Meta
OS principles (and, thus components).

The Munich domain has been enhanced with the implementation of-Sémstive Networking (TSN)
technology through a dedicated TSN switch, enabling deterministigimealcommunication crucial for
industrial applications.

Furthermore, a cloud domain has been integrated into the architecture, creating a comprehensiee three
system (Nuremberg edge, Munich TSN, and cloud services). This tripartite architecture allows for extensive
testing of different deployment scenarios and data flow patterns. The system can now dynamically allocate
processing tasks across these three domains, optimizing resource utilization while maintaining secure and
reliable communication channels.

The following table showcases how Siemens pilot has switched from processing data in the Cloud to the
Edge.

Cloud Edge

Before No data processing in the cloud. No data processing at the edge.
aer0S Data requests were directly through RQ Data requests were directly through RO
CLI or OPC UA. CLI or OPC UA.
':Ltre(;s No data processing in the cloud becausq The Siemens Industrial Edge is running in
SIEMENS restrictions/policies. IPC for data vision analysis and data coll
tion.
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2.1.3.1. Technical schema

The architeatre of the continuum fagcenario 13 has been strategically designed across three interconnected
domai ns, each serving specific purposes in SIEME
represents the primary edge computing environment, housing the physical automation infrastructure with four
autonomous AGV;sone robotic arm and an automatic dodhis domain handles retime operations and
immediate process control, demonstrating edge computing capabilities in an industrial setting.

The Munich domain functions as an experimental TSN testbed, equipped with four Raspberry Pi devices
connected through a TStapable switch as shown figure 58 This setup was specifically chosen to
validate deterministic communication and time synchronization capabilities in a controlled environment. The
Raspberry Pi devices were selected for their flexibility and -effettiveness in prototyping TSN
applications, while the TSN switch ensures deterministic data transmission with guaranteed- leteciey

for industrial automation scenarios.

The cloud tier remains an integral part of the tHager architecture, but its role is carefully aligned with
Siemens security policies. At this stage the cloud is used to host aerOS orchestration services and to run non
sensitive components; live production data and -initecal processing continue to reside on the Nuremberg
edge. This approach lets the team exercise enmb-end deployment, monitoring, and faitover
mechanisms in a realistic multidomain setup while keeping sensitive shefloor data inside the Siemens

network. This threetier architecture was deliberately designed to validei©S' capability to manage
distributed intelligence across different domains while maintaining secure and reliable communication

through VPN tunnels.

This setup enables to test various scenarios of workload distributionctitical operations at the edge
(Nuremberg), deterministic communication patterns (Munich), anddataprocessing functions in the
cloud, effectively demonstrating the system's flexibility in industrial environments.

The adopted architecture for the SIEMENS Use case scenario is the schema that can be seen in the nex
figure.
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2.1.3.2. Report of activities

2.1.3.2.1. Setup and procurement activities

To finish the setup activities, preparation of the complete set up of the robot arms and the network was
required. Figure 34 proofs that the activitiesBR3-SA3, P:BP3-SA6, P1BP3SA7 and PAIBP3SA8 have
been finished.

Pilotl i Business Process B Activity - 3 (P1-BP3-SA3): Procurement and setup of 2 robot arm
modules

Please refer teigure 63.jError! No se encuentra el origen de la referencia.

Pilotl i Business Process B Activity - 5 (P1-BP3-SA5): Setup TechHall Network

A dedicated shofiioor subnet was carved out of the Siemens campus backbone and routed to the TechHall
through a SCALANCE industrial firewall. Inside the hall the network is arranged in-Eetgbstar topology.

1. TechHall control cabineti backbone layer

Acts as the main distribution frame for the TechHall. Hosts the central industrial switch, the edge
server and the firewall/VPN gateway that links the hall to the wider Siemens network
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2. AGV control cabinet i cell /aggregation layer
Sits at the edge of the arena and concentrates all connections that are specific to thelbobziteae.

gl
]

Figure 60. Pilot 1.3 Setup TechHall Network AGV Control Cabinet

3. AGV areai field / device layer
Comprises the mobile units themselves together with the wireless access points that blanket the arena.
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Figure 61. Pilot 1.3 Setup TechHall Network Acces Point for the AG\$ and robot arm
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Figure 62. Pilot 1.3 Setup TechHall Network Proof of the usage of thé\ccess Pait
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Pilotl i Business Process B Activity - 6 (P1-BP3-SA6): Procurement camera for robot arm

Please refeto Figure57. To be able to proceed with the sorting routing, a camera is needed to recognize the
products. The camera used is RealSense D435, a stereo depth camera with up to 1280x720 pixels of
resolution.

Pilotl i Business Process B Activity - 7 (P1-BP3-SA7): Setup Al camera detection

Please refer tarigure 57 The ROS wrapper for RealSense camerassignificantly simplifies the
integration of these cameras with an existing ROS systent.acts as a crucial bridge, abstracting away the
complexities of the RealSense SDK and publishing the camera's data (such as depth, RGB, and IMU streams)
directly onto standard ROS topics. TlaBows developers to easily subscribe to and utilize the camera's
output within their ROS applications. In this demonstrator, a YOLO11 model is used to detect the products
that need to be sorteflhis wasdeveloped under a®S; compliantvith the Meta G and the goal of th pilot.

Pilotl T Business Process B Activity - 8 (P1-BP3-SA8): Procurement and setup gripper for robot
arm

As with the camera, a gripper is required to proceed with the sorting routine. This gripper (rokbtio) 25
mounted on the robot arm located in Nuremberg. Crucially, the gripper's operation is also controlled using
ROS 2, which allows for seamless integration and robust communication within the overall robotic system.

2.1.3.2.1. Development acivities

Pilotl - Business Process 3Activity - 2 (P1-BP3-DA2): AGV Fleet Manager

As mentioned in the description of the demonstration, a fleet manager is used in order to manage which AGV
should be in charge of the task depending on the requirements, the availability of paths and the position of
each AGV. For that, the Siemens Fleet Manager has been configured and used. As can be seen in the
following figures, the details of each AGV have been filled, the map of the TechHall has been created and the
possible paths for the AGVs have been defined. With all this information, the software can be manually or
automatically used to start a task, then the AGV that will perform the task and the best path to do it will be
selected.

1 https://github.com/IntelRealSense/realsercse
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Pilotl - Business Process 3Activity - 3 (P1-BP3-DA3): Device simplified programming over low
code tools

To coordinate the flexiblproduction demonstrator, aerOS loade tools are employed. As mentioned in the
description of the experiment, in this pilot the Behavior Tree (BT) low code tool is used. The editor allows
process engineers to assemble a complete-fibmpworkflow by draganddrop instead of writing code.

Each graphical node represents a predefined @&sending a command to an AGV (move. Lift, etc.),
waiting for a sensor event, or branching on an execution resulting so the entire sequence from asset relocation
to opportunistic charging can be expressed in a single tree.

During execution the runtime translates every node into different-@RCMQTT, ROS2 requests,
depending on the requirements. For example, moveAGV nodes send an MQTT message so the Siemens
navigation software (ANS+) starts the movement of the AGV to the required position.

The tool is indispensable for the experiment because the scenario demands rapid reconfiguration: engineers
can rearrange, insert or remove production steps in minutes and redeploy the updated logic without
interrupting the underlying automation programs.

8z Root
Root

->» Sequence
Sequence

adm Lift s8a MoveAGV s8a MoveAGV sta MoveAGV s8a MoveAGV
R down | [IN] _start_id [IN] _start_id [IN] _start_id [IN] _start_id
Ny end_id [ [IN] end_id [IN] end_id [IN] end_id
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® ® Y ®
afa Lift a8 MoveAGV 5% MoveAGV
direction [FTTEN 1iN) _start_id S [IN) _start_id [N
N end_ic  [ECEN N end_id  [ECEN
o

. 2

———
| IfThenElse C RetryUntilSuccessful

IfThenElse RetryUntilSuccessful

@ / (IN] num_attempts [IIENEN
L~ e

® p ® p ® S ® y
BlackboardComperatorCheckString A:OpcuaRos2PluginECLift A:OpcuaRos2PluginECLift ? Fallback

BlackboardComperatorCheckString OpcuaRos2PluginECLIft OpcuaRos2PluginECLIft Fallback
[IN] value_A {direction} action_name [INNEGECCSEN action_name N gp—
[IN] value_B up current_pos Al (current pos}

>~ J

error error

status {status} status {status}

target_pos target_pos

timeout_ms 5000000 timeout_ms 5000000

———— R S p —
A:AnsMgttPluginAnsOrder -> Sequence
AlwaysSuccess AnsMqttPluginAnsOrder |  sequence

—_— [IN] action_name e

[IN) end_id

[IN] goal_pose [ ]

(]

[IN) order_type [ 0 ]

[IN] start_id [ { start_id} |

[IN] timeout_ms

[IN] valid_goal_pose

[OUT] result

e —
A: AnsMqttPluginAnsMmiCmd Delay
AnsMqttPluginAnsMmiCmd Delay
emd (IN] delay_msec XN
id I @
result
service_name
Rrach €

——

AlwaysFailure

Pilotl - Business Process 3Activity - 5 (P1-BP3-DA5): Siemens Industrial Edge configuration

Devices compatible with Siemens Industrial Edge already configured. The AGVs have inside the industrial
PC SIMATIC IPC 127E, and the server rack is the SIMATIC IPC 547G. All of them have the Siemens
Industrial OS, a hardened Lirnpased operating system pnstalled on SIMATIC IPCs and Industrial Edge
devices. The distribution combines a realei capable kernel, lonterm-support packages and Siemens
security extensions
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Pilotl - Business Process 3Activity - 6 (P1-BP3-DAG): Integration of TSN in a domain

For the use case, a Tingensitive Networking (TSN) switch was installed to minimise communication
latency and jitter and thus improve overall system performance. The implementation uses the SoCe Multiport
Time-Sensitive Networking (MTSN) Kit, a switch that supports scheduled, reserved aradfoddraffic and
provides both Timé\ware Shaper and Credtased Shaper functions.

For the use case, a Tingensitive Networking (TSN) switch was installed to minimize communication
latency and jitter and thus improve overall system performance. The implementation uses the SoCe Multiport
Time-Sensitive Networking (MTSN) Kit, a switch that supports scheduled, reserved aradfoddraffic and
provides both Timé\ware Shaper and Creditased Shaper functions.

The experimental arrangemerigure 73Error! No se encuentra el origen de la referencid.consists of a
SIMATIC Microbox PC and two Raspberry Pi 4 B nodes, all linked to the MTSN Kit, which in turn is
connected to a router that forwards external traffic for the scenario.

aerOS Internal Siemens,
Siemens Network

[D761)17-1| | D) (S —— i ——

OpenWRT Router Tunnel OpenZiti

[ FritzBox

>
r

aer0OS IE
e, T

Uil 80 L=

i

\/
¢

aerOS

Sl

Jgr=r (]
aerOS IE
& ¢ 00 ae =

Siemens | PC Raspbe4Br yPi Ras pbe4Br yPi
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A web-based administration interfaadlows configuration and redilme adjustment of traffic parameters.

#SoCe¢ = General Settings  Advanced Network  Synchronization @

@ Advanced Network | TIME AWARE SHAPER

TIME AWARE SHAPER

TIME AWARE SHAPER TIME AWARE SHAPER

@7 Q6 05 04 Q3 Q2 Q1 Q8 Q7 Q5 Q5 Q4 Q3 G2 Q1 Q0

As illustratedin Figure 73the IPC and the two Raspberry Pis are wired directly to the TSN switch; the switch
communicates with a FritzBox running OpenWRT, which supplies access to the internal Siemens network. In
addition, the IPC and the Raspberry Pis maintain a secure connection to the main Siemens aerOS domain
through an OpenZiti tunnel.

2.1.3.2.2. Integration activities

Pilotl 1 Business Process B Activity - 2 (P1-BP1-IA2): Custom LLO for Siemens Industrial Edge
device

Si emens I ndustri al E d-fioer ITIOF platfbrra. By brimging rcogniaisdvasedh o p
applications directly onto controllers, HMIs, IPCs and virtualised nodes, the ecosystem enables local data
processing, reductions in latermslated costs, and higher overall equipment availability. Device fleets and
the associated software are administered centrally, while an online Marketplace supplienagadyr
partnerdeveloped applications.
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