This project has received fund
Europe research and innovation programme under grant agreemen

101069732

= EUROPEAN IOT-EDGE-CLOUD

D3.371 Final distributed compute
Infrastructure specification and
Implementation

Deliverable No. D3.3 Due Date 28-FEB-2025

Type Other Dissemination Level Public
Version 1.0 WP WP3

Final specification and final version @hplementation of componentse due dat
has been requested to be shifted to M3IY#YR-2025) in the orgoing amendment to the Gra
Agreement

Description

"A UNIVERSITAT
| w POLITECNICA
s’ DE VALENCIA

iyovalia TrControl siEMENS (&) FILARE

HYDAC INTERNATIONAL FOUNDATION

DEMOKRITOS

i - .
$° Telefénica o T  SFOGUS 2= I BSSPAN

COSMOTE ERICSSON

INFO T ot
\ EUHaGATE niversity o
i d prodevelop N Criies ™! Technology SZ
‘ @2 electrum @ MADE ! B W TZERLAND ‘ nasertic
POLITECNICO Compotence Costor INNOVATION

JOHN DEERE cCloudFerro e W e




D3.31 Final distributed compute infrastructure specification and implementation S aer0s

Copyright
Copyright © 2022 the aerOS Consortium. All righgserved.

The aerOS consortium consists of the following 27 partners:

UNIVERSITAT POLITECNICA DE VALENCIA ES
NATIONAL CENTERFORSCIENTIFIC RESEARCH "DEMOKRITOS" EL
ASOCIACION DE EMPRESAS ECNOLOGICAS INNOVALIA ES
TTCONTROLGMBH AT
TTTECH COMPUTERTECHNIKAG (third linked party AT
SIEMENSAKTIENGESELLSCHAFT DE
FIWARE FOUNDATION EV DE
TELEFONICAINVESTIGACION Y DESARROLLO SA ES

ORGANISMOS TILEPIKOINONION TIS ELLADOS OTE AE HELLENIC TELECOMMUNICATIONS

ORGANIZATION SA EL
EIGHT BELLS LTD cy
INQBIT INNOVATIONS SRL RO
FOGUSINNOVATIONS & SERVICESP.C. EL
L.M. ERICSSON LIMITED IE

SYSTEMSRESEARCHINSTITUTE OF THE POLISH ACADEMY OF SCIENCES IBS PAN PL
ICTFICIAL OY F

INFOLYSISP.C. EL
PRODEVELOPSL ES
EUROGATECONTAINER TERMINAL LIMASSOL LIMITED cy
TECHNOLOGIKOPANEPISTIMIOKYPROU cy
DS TECH SRL T

GRUPOS 21SECGESTIONSA ES
JOHNDEEREGMBH & CO.KG*JD DE
CLOUDFERROSPZOO PL
ELECTRUM SPZOO PL
POLITECNICODI MILANO T

MADE SCARL I

NAVARRA DE SERVICIOSY TECNOLOGIASSA ES
SWITZERLAND INNOVATION PARK BIEL/BIENNE AG CH

Disclaimer

This document contains material, which is the copyright of certain aerOS consortium parties, and may not be
reproduced or copied without permission. This deliverable contains original unpublished work except where

clearly indicated otherwise. Acknowledgement of previously published material and of the work of others has

been made through appropriate citation, quotation or both.

The information contained in thidocument is the proprietary confidential information of the aerOS
Consortium (including the Commission Services) and may not be disclosed except in accordance with the
Consortium Agreement. The commercial use of any information contained in this document may require a
license from the proprietor of that informatidseither the Project Consortium as a whole nor a certain party

of the Consortium warrant that the information contained in this document is capable of use, nor that use of
the information is free from risk and accepts no liability for loss or damage suffered by any person using this
information.

The information in this document is subject to change without notice.

The content of this report r ef | -Genéra foroQorimunications a ut
Networks, Content and Technology, Resources and Support, Administration and Finar€COKNECT) is
not responsible for any use that may be made of the information it contains.

Versionl.0 7 17-MAR-2025 - aerOS- Page2 of 97



D3.31 Final distributed compute infrastructure specification and implementation S aer0s

Authors

Name ‘ Partner ‘ e-mail

Ignacio Lacalle P01 UPV iglaub@upv.es

Raul San Julian P01 UPV rausanga@upv.es

Rafael Vario P01 UPV ravagar2@upv.es

Salvador Cufiat P01 UPV salcuane@upv.es

Fernando Boronat PO1 UPV fboronat@dcom.upv.es

Dr. Harilaos Koumaras P02 NCSRD koumaras@iit.demokritos.gr
Vasilis Pitsilis P02 NCSRD vpitsilis@iit.demokritos.gr

George Makropoulos P02 NCSRD gmakropoulos@iit.demokritos.gr
Andreas Sakellaropoulos P02 NCSRD asakellaropoulos@iit.demokritos.gr
Renzo Bazan P05 SIEMENS renzo.bazan.ext@siemens.com
Florian Gramf3 P05 SIEMENS florian.gramss@siemens.com
Amparo Sancho Arellano PO5 SIEMENS | amparo.sancharellano@siemens.com
Philippe Buschmann P05 SIEMENS philippe.buschmann@siemens.com
Korbinian Pfab PO5SIEMENS korbinian.pfab@siemens.com
loannis Makropodis P10 1QB giannis.makropodis@ingbit.io
Vasiliki Maria Sampazioti P10 1QB vasiliki.maria.sampazioti@ingbit.io
Aristeidis Farao P10 1QB aris.farao@ingbit.io

Christos Milarokostas P11 FOGUS milarokostas@fogus.gr
Alexandros Kakyris P11 FOGUS akakyris@foqus.gr

Katerina Giannopoulou P11 FOGUS kgiannopoulou@fogus.gr

Tarik Taleb P14 ICTFI tarik.taleb@ictficial.com

Tarik Zakaria Benmerar P14 ICTFI tarik.benmerar@ictficial.com
Amine Taleb P14 ICTFI amine.taleb@ictficial.com

Yan Chen P14 ICTFI yan.chen@ictficial.com

Masoud Shokrnezhad P14 ICTFI masoud.shokrnezhad @ictficial.com
Hao Yu P14 ICTFI hao.yu@ictficial.com

Qize Guo P14 ICTFI gize.guo@ictficial.com

George Koumaras P15 INF gkoumaras@infolysis.gr

Vaios Koumaras P15 INF vkoumaras@infolysis.gr

Eugenia Vergi P15 INF evergis@infolysis.gr

Alvaro Martinez Romero P16 PRO amromero@prodevelop.es
Eduardo Garro P16 PRO egarro@prodevelop.es

Francesco De Angelis P19 DST f.deangelis@dstech.it

Versionl.0 7 17-MAR-2025 - aerOS- Page3 of 97


mailto:iglaub@upv.es
mailto:rausanga@upv.es
mailto:ravagar2@upv.es
mailto:salcuane@upv.es
mailto:fboronat@dcom.upv.es
mailto:koumaras@iit.demokritos.gr
mailto:vpitsilis@iit.demokritos.gr

D3.37 Final distributed compute infrastructure specification and implementation S aer0s

Riccardo Leoni P19 DST r.leoni@dstech.it

Oscar Lopez P20 S21SEC olopez@s21sec.com
Ramiro Torres P20 S21SEC rtorres@s21sec.com
Jon Egafia P20 S21SEC jegana@s2lsec.com

History

e Version ‘ Change

26-11-2024 0.1 Final Table of Contents

21-01-2025 0.2 First round of contributions

04-02-2025 0.5 Merged document with first round of contributions. Start final roun
contributions

18-02-2025 0.6 Collection of final round of contributions.

04-03-2025 0.7 Merged document with the final round of contributions.

06-03-2025 0.75 Complete the document check from the lead editor

12-03-2025 0.8 Receive comments from IR and start addressing them.

14-03-2025 0.85 Check on final version after IR

17-03-2025 0.9 Submission to Project Coordination

17-03-2025 1.0 Final version for submission

Key Data

Keywords Decentralized orchestration, smart networking, security, -eligel continuum
selt*, Monitoring, Common API, and Identity and Access Managements, N
mum Valuable Product.

Lead Editor Amparo Sancho Arellano (Siemens), Vivek Kulkarni (Siemens)

Internal Reviewer(s) ‘ Eduardo Garro (PRO), Nikolaos Zombakis (8Bells)

Versionl.0 7 17-MAR-2025 - aerOS- Paged of 97



D3.31 Final distributed compute infrastructure specification and implementation S aer0s

Executive Summary

The document i s cont ext ua bharGSeeturd, scalablé and decentreliged com- a e
pute infrastructure The present deliverable is the third and final version of WP3 deliverables planned for
M30. The deliverable is based on the aerOS module definitions presented in D3.1 (initial distributed compute
infrastructure specification and implementation), D3.2 (intermediate distributed compute infrastructure speci-
fication and implementationP2.6 (aerOS architecture definitigh)) and D2.7 §erOS architecture definition

(2)); and depicts final version of WP3 activities presenting the relevant components of the aerOS architecture
composed from the following tasks:

T3.1: Smart networking for infrastructure element connectivity.
T3.2: Communication services and APIs.
T3.3: aerOS service and resource orchestration.

= =4 =4 =

T3.4: Cybersecurity components.
9 T3.5: Node's self and monitoring tools.

D3.3 is structured in a manner that clearly provides the methodologicé¢@mblogical advances for every
task in the context of the aerOS decentralized infrastructure and performed since D3.2.

IMPORTANT: This deliverable is of type OTHER. This means th&t30is mostly a software deliverable.
While this document reports the advances of tasksT3.5in the period M19M30, it must be understood
together with the software release that is uploaded alongside it.

Until mid-term, WP3 smashetworking architecture focused on a highly integrated service mesh using intra
and interdomain strategies. Key technologies included eBPF (via Cilium) for packet management, OpenFlow
for network adaptability, and RESTful APIs with Kafka and FIWARE I|oT agents for dimedge
communication. Scalable orchestration is achieved Withernetes operator&afka, and ML tools like
Kubeflow and MLFlow. Security is enforced through KrakenD, Keycloak, and OpenlD Connect for API
protection and IAM. Autonomous node monitoring and-sethestration leverage PowerTOP, psultil, json
rulesengine, and KubeEdge, enhancing resilience and efficiency in edge computing.

After mid-term, the transition from MVPv1 (M18) to MVPv2 (M30) highlights the continuous improvements
made in:

1 Networking and service orchestration, ensuring seamless deployment across domains.
1 Cybersecurity mechanisms, enforcing secure access and trust management.
1 Self capabilities*, enabling autonomous optimization and failure recovery.

The iterative development model allowed aerOS to refine its architecture based-worléalse cases,
ensuring practical applicability and robust performance. By integrating cuettigg clouehative
technologies, Aldriven orchestration, and secure networking solutions, aerOS positions itself as a future
ready platform for managing distributed compute environments. Overall, MVPv2 successfully validates the
aerOS concept, paving the way for its deployment in industrial, 10T, and-etigelscenarios.

The final implementation of WP3 components marks the culmination of extensive research and development,
establishing it as a fully functional, decentralized, and scalable compute infrastructure for distributed loT
edgecloud environments. Key advancements include:

1 Smart NetworkingSecure, scalable, and r¢@he connectivity across domains using service mesh,
WireGuard, ONOS, and dynamic networking solutions.

1 Communication Services & APIsStandardized API exposure (OpenAPI, AsyncAPI) improves
interoperability, while lowcode tools simplify integration and automation.

f Orchestration & Resource ManagemeAft:driven decisiormaking, ML-powered monitoring, and
dynamic workload balancing optimize system performance.
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1 Cybersecurity ReinforcementStrong IAM via Keycloak and KrakenD ensures secure access, with
RBAC and OpenlD Connect enhancing data protection.

1 Autonomous OperationsSelfmonitoring, anomaly detection, and sk#aling reduce human
intervention and maximize reliability.
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Figure 77. Schema of Sampling Model
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LDAP Lightweight Directory Access Protocol
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LLO Low Level Orchestrator

MANO Management and Orchestration

MDP Markov-Decision Process

MILP Mixed Integer Lineal Programming

ML Machine Learning

MQTT Messag&ueue Telemetry Transport

MVP Minimum Viable Product

NFV Network Function Virtualization

NGSHLD Next Generation Service Interface.ined Data
NS Network Service

NSD Network Service Descriptor

NSM Network Service Manager

OAS Open APISpecifications

oIbC OpenID Connect

OMG Object Management Group

OPC UA Open Platform CommunicatioiisUnified Architecture
OSM Open Source MANO

PIRA Placement, Instance Assignment, Request Prioritization, and Allocation
PPO Proximal PolicyOptimization

QoE / QoS Quality of Experiencé Service

RBAC Role-based access control

ROS / ROS2 Robot Operating System

SDK Software Development Kit

SDN SoftwareDefined Network

SLA Service Level Agreement

SSO SingleSign On

TOSCA Topology andOrchestration Specification for Cloud Applications
TSDB TimeSeries DataBase

TSN Time-Sensitive Networking

VIM Virtual Infrastructure Manager

VNF Virtual Network Function

VNFD Virtual Network Function Descriptor

VPN Virtual Private Network

VPP Vector Packet Processor
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1. About this document

Deliverable D3.3 presents a concrete view of the final methodological specification and technological imple-
mentation of the components that constitute the aerOS decentralised infrastructure fromhigFP2s an
essential part of the aerOS Mé&. It builds up on the candidate technologies that thoroughly described in
D3.1, D3.2 and elaborates on the final state of the composing components and their interactions. This deliver-
able is the final blueprint of the aerOS infrastructure and the components that developed in WP3 and posed to
be integrated in aerOS use cases as detailed in WP5 deliverables.

1.1. Deliverable context

ltem Description

Objectives O1 (Design, implementation and validation of aerOS for optimal orchestratfonal
implementation of the components related to aerOS orchestration capabilities.

02 (Intelligent realisation of smart network functions for aerSjal implementation of
the smartnetworking components.

O3 (Definition and implementation of decentralised security, privacy and trEsigl
implmentation of the aerOS cybersecurity components related to authentic
authorization, and secure access to aerOS APIs.

O5 (Specification and implementation of a Data Autonomy strategy for the loTFctoige
continuum): Final implementation of the NGSID module and its integration with oth
aerOS communication services and APIs.

Work plan D3.3 content is based on tdefinitions and technologies specified in tasks:

A T2.1 state of the art. The development of the aerOS components that presente
deliverable are based on the recorded state of the art.

A T2.2 use cases and requirements. The development of the aerOS compong
presented in this deliverable consider the requirements for the different use cag

A T2.4 DevPrivSecOps. The development of the aerOS components that presg
this deliverable take into account the DevPrivSecOps methodology.

A T2.5 aerOS architecture. The components that developed and presented in [
defined in the aerOS architecture.

The content of D3.3 is the result of the following tasks activities:
1 T3.1 Smart networking for infrastructure element connectivity.
T3.2 Communication services and APIs.
T3.3 aerOS service and resource orchestration.
T3.4 Cybersecurity components.

=A =4 =4 =

T3.5 Node's self and monitoring tools.

D3.3 presents the final integration of components defined by WP3 tasks with
decentralized infrastructure. The final development of the D3.3 components are conti
to WP5 integration and use case deployments tasks.

Milestones This deliverable is the final step from WP3 towards the achievement of the milbt$aiie
Final software components relea®430).

Version1.0 i 17-MAR-2025 - aerOS- Pagel2 of 97



D3.31 Final distributed compute infrastructure specification and implementation S aer0s

Deliverables | D3.3 is based on the components that are described indbd.@2.7 and the candidat
technologies analysed in D3.1 (Initial distributed compute infrastructure specificatia
implementation) and their intermediate development and integration as described i
(Intermediate distributed compute infrastructure implementatio®dditionally, this
deliverable is coordinated with deliverabld.B, which is delivered at the same time.

1.2. The rationale behind the structure

D3.3 details the final development and integration of the functional components in the context of the five
WP3 tasks and formalize the work packageb6s activi
the context of WP3 to finalize the Minimum Viable Product version 2 (MVPv2). Hence, the deliverable
unfolds in five sections. Section 1 provides basic information about the deliverable. Section 2 contains a brief
introduction of the context and current statua@fOS.Section 3 presents an overview of the MVPv2, while
Section 4 elaborates on the advancements of the five WP3 tasks, detailed in separate subsections that follow
the same formal structure. More specifically, the subsectiors.8.thegin with an updated description of the

main functionalities of the WP3 components to the ones described in D3.2.thatgprovide the updated
structure diagrams along with a description of each comppaadt concludes with the technologies and
standards that employed in the MVPv2. Finally, Section 5 concludes the deliverable.

1.3. Outcomes of the deliverable

This deliverable aims at providing the final version of the aerOS infrastructure components with the work
done in WP3 to accomplish the MVPv2. As in Dand D3.2the components descriptions are abstracted at

the start of each subsection of section 4-#435), and updated advancements of those components considering
the five different domains that each of the WP306s

The aerOS smarietworking represents the functional components responsible for attaining networking
efficiency, agility and performance across the aerOS infrastructure elements.

The aerOS communication services and APIs produce the functional components responsible for effortless,
efficient, and continuous communication of the aerOS services across the whole l&€loadgentinuum.

The aerOS service and resource orchestration develops the functional components aiming to deploy, manage,
and federate servicagsponsible for delivering the aerOS functionalities. Moreover, it prepares the functional
components essential to properly allocate and evenly deploy various resources to meet the requirements of
vertical 10T services employed on top of aerOS.

The aerOS cybersecurity components provides ldentity and Access Management (IAM) services focusing on
registering and authenticating users in aerOS, managing their access to aerOS,dematitas providing
secure access to computerized resources (APls, in:
restrictions with registered identities.

The aer OS nodeods self and mo n i t-%o compowentst to erlhance d e v «
Infrastructure Elements (IEsjleploying automated procedures that minimizes the human interaction during

all the operations of IEs. To accomplish this, several functional and runtime parameters, such as health and
security status, are provided.

1.4. Version-specific notes

As_mentioned above this deliverable is of type OTHER. This means th&3D0s mostly a software
deliverable. While this document reports the advances of t&&ksTB.5in the period M9-M30, it must be
understood together with the software release that is uploaded alongside it.

In the compressed file that is downloaded when accessing this deliverable, the reader will be able to find two
main artefacts: (i) this very document, that refldat a narrative way the progresses achieved, and (ii) a
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compressed file that is, in turn, composed of several compressed GitLab repositories corresponding to the
code development progress by®4

In particular, and in order to facilitate the readability of the technical delivery, here below there is an
indication of the repositories that have been included in the submission. They are structured following the task
reporting that is used in this documenB(®). This schema is also used in the submitted file. The directories
contain the current advances, alongside an explanRBADME.MDin each of them in order to describe

their purpose and content.

T3.1 Smart networking for infrastructure element connectivity

aer0S Domain TLS
Core aer0OS networking
OpenFlow Commander

aer0S orchestrator overlay

T3.2 Communication services and APIs

* aerQS OpenAPl
* AsyncAPl ROS2
* MVP Node-RED

T3.3 aerOS service and resource orchestration

* Specification files
aerOS K8s shim
HLO Frontend
HLO Local Allocation Manager
HLO Data Aggregator
HLO Allocator
LLO CR API
LLO K8s Operator SDK
LLO Docker Operator

LLO Docker Controller

wg-kopf

T3.4 Cybersecurity components

* APl Gateway
* |dM

T3.5 Node's self-* and monitoring tools

Self-API
Self-awareness

Self-configurator

Self-healing

Self-optimization
Self-orchestrator
Self-realtimeness
Self-scaling

Self-security
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2. MVP Overview

Over the course of its realization, aerOS has carefully designed an architecture aimed at providing loT
developers with a coherent environment to levedigiibuted capabilities across the entire continuum. This
architecture delivers a unified execution environment to support the deployment and reuse of 10T services
seamlessly. With a vision to functionally unify a diverse range of computing and network redduooes

cloud to edge and even loT devidethe project has employed and integrated numerous-cftébe-art
concepts and technologies.

Building upon the foundational architecture, significant advancements beyond the state of the art have been
achieved by M30 through research, development, and implementation in key technical domains. These
include advancements in compute and network fabric, service fabric, and data fabric, which collectively
underpinned the development of new components and additional functionalities. Extending the initia] MVP
which was delivered by M18, MVPv@elivered in M30)consolidated recent project advancements and
addressed various development and integration complexities, providing an enhanced platform which can
validate and demonstrate the final technological achievements of aerOS.

The MVPv2 has been structured in different flows, which demonstration has been recorded and will be
uploadedt@m er OS6 of f i c i ads so¥ncas theypbstiting dctizities agel finalized.

aerOS MetaDS encompasse wide area of technologies in the field of programmable networks for enhanced
connectivity, resources and service management and orchestration, resilient-addgetfy runtime layers

that need to be employed in order to provide the minimum for the execution environment that aerOS requires.
Additionally, cybersecuritytools and trust management are essential to ensure private and secure
communications and access to services over all the aerOS continuum. All IEs and aerOS domains seamlessly
expose APIs for fully defined communication among components and services. Respdotteyabric
technologies and integrated components are designed to support the transition from heterogeneous loT data tc
a unifiedData Dabric, and while monitoring capabilities should extract all information produced and needed
for the selfadaptation of the ecosystem, analytics are foreseen to support events recognition and healing
processesd6 triggering. Even mor e, Al tasks are d
optional use of frugality techniques and inclusion of explainability and interpretability.

Above mentioned technologies represent the primary aerOS technologies and tools employed to realize the
continuum and all these are implemented encompassing assimilable cloud native practices to enable
stakeholders to design, deploy, and operate scalable and resilient applications over the ae0% Vieta

goal is to encompass cloudtive techniques naturally in continuum deployments, where infrastructure
(physical and virtualized) ranges from 10T devices all the way up to cloud data centers (and not only the latter,
which is the usual cloudative case). The complex nature of the above tasks and the integration of so many
diverse technologies and implementing components introduced the requirement for an iterative development
which would consider and integrate early implementation evaluations, and which should optimize
functionalities based on feedback emerging both from development teams and from targeted audience, i.e. loT
developers

It is worthwhile mentioning that addressing all t
could not be accomplished in a single stage. Thus, following the agile methodology of the project, a clear,
staged strategy was defined and implemented. Initially, the aerOS team developed a Minimum Viable Product
(MVP) by M18 to integrate the aforementioned technologies and tools into a functional prototype. By month
30, this approach has evolved further, leading to the completion of MVPv2. Building upon the insights gained
from the initial MV P, the aerOS team refined th
capabilities, addressing new use cases and challenges. MVPv2 not only realizes all the core functionalities of
a MetaOS for continuum, as designed by aerOS, but also introduces additional components and features that
enhance the overall systemds performance and scal
focus on resource efficiency, validating with MVPv2 that the aerOS remains a lightweight implementation
while preserving the platform's core functionalities. MVPv2 also includes advanced safeguards and
mitigations, enabling seamless deployment to pilot locations and allowing the team to validate-antefine
realtworld scenarios. This iterative development approach has proven invaluable in demonstrating the
feasibility, viability, and effectiveness of aer O
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While the initial MVP encompassed the most compellifiggt version of aerOS functionalities, MVPv2
integrates all components of architecture building blocks and is thus a valuable ecosystem for demonstrating
core concepts of aerOS architecture for a continuum -K&aMVPv2 integrates two aerOS domains, which

are deployed in two distinct locations, in geographic and administration terms, to demonstrate its functionality
over the public cloud. Additionally, a mobile domain, although it is not a part of the continuous development
and deployment process, is-adc integrated when we need to exhibit the process, and the simplicity of this
process, of integrating new infrastructure and extending the continuum.

One of the core two domains is designed to be the entrypoint domain, while thstatitsras plain aerOS
domain, which could be deployed anywhere across the continuum. The entrypoint domain is located in the
common development and integration infrastructure of the project (a space provided by the partner, cloud
provider, CloudFerro), while the plain one resides in the premises of the Technical CoordM&SRD.

This diverse topology of the MVP allows the evaluation of aerOS federation mechanisms for expanding in an
agile way the aerOS continuum domains with additional/new ones, and this is the purpose of supporting a
third one mobile domain which is provided with minimal legacy equipment from UPV.

Like its predecessor, MVPv2 builds upon outcomes from both WP3 and WP4 which constitute the two
technical work packages of the aerOS project. WP3 works on providing the required infrastructure
components, based on the aerOS architecture, needed to enable scalable and secureltuil edgénuum

aiming to support the resources and services orchestration across the continuum. WP3 encompasses sever:
technologies and is related to several components in the aerOS stack. As already presentexhth@B2,

thefigure below represents the building blocks which WP3 addresses.

Infrastructure Element (IE)

aerOS  Runtime Decentralized Orchestration

Distributed State Repository

Network and Compute Fabric

Data Fabric

Service Fabric

aerOS  Basic Sy STy g

Services Self-* and Monitoring

Decentralised Al

Common API

Management Framework ]

Covered by
WP3 AuxAl |
aerOS Aux

Distributed over 5 tasks, many diverse technologies are addressed within WP3. Each task further breaks down
to a set of relevant technologies related to its domain of interest. While first MVP version, prioritized
components which were considered to provide functionalities prominent in establishing a prototype to
demonstrate aerOS continuum, MVPVv2 integrated many more functionalities that unleash the potential of an
efficient management of resources and services for continuum actors in various industry verticals from edge to
cloud.
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With the target of supporting, through the deployment of MVPv2, a fully integrated environment that
demonstrates advanced federated orchestration capadilitieeaging a variety of services across diverse
heterogeneousesourced WP3 has focused on providing the underlying mechanisms to enable this process.
These mechanisms have been further refined and validated by month 30, ensuring their seamless integration
into existing isolated computing infrastructures and their smooth transformation into-eeg&i$e domains,

as exemplified by the aerOS pilot sites.

While tasks T3.4T3.5 havedevoted to completing the established formal godis, dfforts required to
materialise the MVPVv2 have been directed, mostly, to

1 Network programmability and automated connectivity management, targeting-doram
overlay connections built over public networks, interaction with network devices external to
aerOS ecosystem, and providing binds with telco NFV standards.

1 API development and standardization based on industry specifications, which can boost
interoperability, security, and automation.

1 Low code tools integration for introducing streamlined data exchange and enabling easy users
interaction.

1 Extended orchestration capabilities, incorporating networking isolatiordri®n decision
making with explainability, and energyware resource selection.

T Complete security and access control mechanisms, including 1AM, RBAC, and secure API
gateways, ensuring controlled access to aerOS services, alongside secure development pipelines
for component integration.

1 Selt* capabilities, enhancing IE monitoring, anomaly detection-gaiimization, sekhealing,
and reaftime status updates, which can support dynamic and resilient service orchestration across
the continuum

The following paragraphs provide a summary of the outcomes of each task, of WP3, which have been
delivered and included in MVPv2 realization. Additionally, their relevance in establishing aerOS continuum
establishment, is roughly presented.

The first release of MVP (v18stablishedhe foundationgor network integration in @onnected continuum.
Inter-domain connectivity and service exposwere, thus, already ensured by ME8r MVPv2 focus shifted
towards advancing the programmability and autéonadf network connectivity.The crucial point was to
ensure the automated connection between service components (isolated pieces forming #osgrvice

doing so,crossdomain overlay connections were needddw, every time that such flowis orchestrated
isolated components can automatically and securely connect among each other, regardless their location.
Components that can interact with external networking infrastructure, based on programmability of external
OpenFlow capable devices, wengestigatedvith the goal to provide a close binding with hosting premises.
Additionally, identifying the advantages of aligning with industtgndard frameworks, in this periagrOS
networking capabilitiesvere integrateavith key telco domain and NFV technologies. This includes the task

to integrate with openCAPIF, which implements the CAPIF (Common API Framework) specification,
developed by ETSI, with the aim to facilitate interoperability with telecom networks. By aligning with
CAPIF, the programmability and automation aérOS network is enhancedenabling seamless service
orchestration and integration across diverse environments. This effort is parbafler goal to bridge cloud

native networking with traditional telecom infrastructure, ensuring compatibility with future NFV and telecom
standards.

In terms of service intertwining and API establishmené foundational aspects of API development are
shaped within the aerOS ecosystem, focusing on API guidelines ammtdmtigtes and API specifications and
tooling. As this task has been instrumental in establishing comprehensive guidelines for APl design, ensuring
consistency, scalability, and security across the systdras greatly contributed to MVP since by embracing
industrystandard specifications like OpenARkrOSdid not only streamline Rl documentation but also
facilitated their integration across diverse tools and platforms. Additionally, the adoption of thedevool
NodeRED has been pivotal in enhancing user interactions within the aerOS ecosystem. It has enabled the
creation of a usdiriendly Ul interface that allows users to effortlessly send data to @Qibrand
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automatically publish information in IOTA, further enriching the system's interoperability and data handling
capabilities. The adoption of code generators under this task has further expedited the development process,
enhancing the ecosystemf6s versatility and interop
aerOS infrastructure, setting a robust framework for efficient communication within aerOS MVPv2.

The capacity of orchestrating microservice applications across heterogeneous Infrastructure Elements of an
aerOS continuum isne of the most prominent innovatioofsthe project. While irMPVv1 the foundational
componentshatcan ensure structured orchestration were successfully developed and validated, in the second
period, capabilities with apecialfocus on network automatiasere advanced hese include, among others,
Al-driven decisiommaking, and enhanced resource efficiency. Developments in first period (M18), come up
with a double layer orchestration process. HLO and LLO layers are key components of aerOS, enabling
efficient service deployment across the continuum. LLO provided orchestration for Kubernetes (K8s),
container, and Dockdyased workloads, while HLO managed IE selection, requirement processing, and
deployment coordination. Now within this period and for MVPv2, automated networking capabilities were
integrated to enable dynamic connectivity management, and HLO and LLO components were extended to
support isolated overlay subnets allocation per service, improving segmentation and security. HLO was
further enhanced with energyvare selection criteria, optimizing deployments for power efficiency.
Additionally, we expanded Adiriven decisiormaking in HLO with explainability mechanisms, increasing
transparency in IE selection and orchestration decisions. To support these advancements, continuum models
were extendedsuch asnternal protobuf messaging, and topology descriptors (TOSK&&)ncorporate these

new parameters, ensuring a more intelligent, adaptive, and efficient orchestration framework.

Secure and controlled access to resourcesitisal, therefore, all processes related to aerOS Cybersecurity
have been finalized and incorporated into the second version of the MVP to demonstrate their integration with
the entire aerOS Mef@S. As a result, the authentication, authorization, and access control capabilities of
aerOS are deployed and showcased in MA/Rlemonstrating how users with different access rights can be
effectively managed by the aerOS IAM system using the RBAC mechanism and the KrakenD secure gateway.
The combination of these tools enables the blocking or allowing of access to aerOS APIs (e.d.PNGSI
endpoints). For the second version of the MVP, regarding the ase@8eAP| Gateway, additional
functionalities were introduced over time as different components required extra endpoints. Moreover, IAM
facilitates authorized access to the aerOS Management Pfortahore details, refer to D4.3ensuring
restricted access to different domains within the portal based on user roles and groups. Since the initial version
of the MVP, which was iterated on throughout the project, these roles and groupseesvepdated based on
project needs. Consequently, access to the registered resources and functionalitiethevithémagement

Portal is tightly regulated and only allowed for authorized users. While the above features deal with securing
the aerOS runtime environmeraerOS development team halso put in place a foundational toolset to
support the development and secure integration of components, around the GitLab plafimted from

task T2.4with pipelines for secure code development and continuous integration. Althougtodlsist is not
incorporated into MVI2, it provides valuable functionality for securely developing and deploying aerOS
components.

Also, in the MVP, the most relevant s&limodules (those that live and act within the scope of a single IE)
have continued to be developed, improved, integrated and tistediorth mentioning that only a stdet of

the self* modules were incorporated into the MVPv2 duefunctional reasons (some of the components

have very specific purposes to respond to particular cases that were not replicated in the demonstration flows
of MVPV2).

The selfawareness component has been included in MVPv2, as it automates the process of publishing IE
capabilities and updating, on rdahe, running IE availability. For this new version of the MVP, the amount

of information that can be extracted from each IE in the continuum has been increased, the integration with
the rest of the self components has been improved, and the possibility of modifying the data sampling
frequency (via REST API) has been added to optimize the IE resource consumptionoirhatiah obtained

by the seHawareness module is modelled using aerOS data model for the continuum (WP4), and IE status is
propagated all across the continuum consisting thus a candidate for 10T service components deployment. The
self-orchestrator module has also been conveniently updated, increasing the amount and variety of
information capable of managing its rules engine or reducing its resource consumption, among other new
features. This component is in charge of sendirgrebestration alerts to tHéLO as and when necessary.
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For protection and mitigation of IE intrusion events,-selfurity has improved its threat detection capabilities

and is now able to detect a wider variety of attacks towards ahNdEonly the MVPv1 self module
integrationshave been reinstated and improved, but more-Salapabilities have been included. It is now
possible to handle critical situations in a more elegant, faster and efficient way. Based on the objective of
providing a complete set of functionalities, safftimization and adaptation has also been developed to detect
anomalies based on the information received byasetirenessaand optimize |IE resources by requesting early
re-orchestration to the setfrchestrator to avoid a saturation in IE resources.-I&elfing has also been
planned and developed, to detect failures in both the IE and |IoT devices connected to the node, through
different scenarios. The selP| (another implemented module) allows the connection with the internal APIs

of the self* modules used. This results in a robust result that can be deployed in-carpstible
continuums.

MVPv2 has servedas the primary environment for validating the stability of architectural concepts and
evaluating the viability and synergy of components. The aerOS development team, composed of numerous
technical partners, has worked collaboratively to deliver seamlessly integrated components. While
development adhered to specifications, contracts, APIs, and data model definitions, MVPv2 provided the
necessary deployment environment for verifying the interaction and interworking of these components as an
integrated system. This environment has been instrumental in ensuring the seamless operation of aerOS as :
unified platform.

MVPv2 development has been the basis to plan and execute an enhanced demonstrator, with a detailed
scenario capable to showcase the projectoés adva
scenarios. aer0S6s iterative devel opment phase ha
to enhance existing features, resolve issues, and introduce new functionalities guidedvbyldedg¢mand.

The abovementioned outcomes are diverse and stem from distinct domains of expertise. It is the integration
of these components into MVPv2 that speaks about project's progress and refinement and ensures the
identification of tasks addressed at this stage. MVPV2 integrates, validates and concludes technical milestones
within the project lifecycle. In the initial design phase, the MVPv1 guided the prioritization of developments

by defining the minimal set of features required to make aerQOS viable for its first set of internal users and
capable of demonstrating its foundational vision and functionalities. Subsequently, MVPv2 has built upon the
initial insights, refining the architecture concepts, introducing enhanced capabilities, and expanding
functionalities based on user feedback and evolving technical requirements.

At this final stage, MVPVv2 serves as the foundation for deploying the aerOS stack across project pilot use
cases. The validation of core functionalities and system stability has paved the way for replicating aerOS
deployments in the five pilot locations. These pilots, while not all requiring the full $tack, selected and

are currently deploying theervices most relevant to their specific needs and vertical domain puffarses

more detail refer to deliverable D5.3IVPv2 facilitates this selective deployment by enabling stakeholders

to understand the functionalities provided and choose those that align with their requirements.

It is important, at this point, to also mention aerOSPex5se c Ops pl atform as a crit
success. The aerOS development lifecycle is managed throughmenoses GitLab platform hosted by

UPV (https://gitlab.aereproject.ed. This GitLab platform not only provided a unified development
environment but also ensures that every iteration, enhancement, and refinement to MVPV2 is systematically
documented angersion controlled GitLab streamlines workflows from coding and testing to deployment,
allowingrealt i me tracking of MVPv2086s evolution.

The software accompanying this deliverable, hosted in aerOS GitLab, is fully demonstrable within the aerOS
MVPv2,
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3. Final Implementation

3.1. Advancements in Smart networking for Infrastructure
Element connectivity

3.1.1. Updated description and main functionalities

aerOS is designed as a M&8&, establishing the continuum as a network of interconnected aerOS domains.
Each domain is equipped with the same capabilities and is itself a network of connecBadlthsy around

this concept anéncompassing design which does not include components with a central controlling role,
with single point of presence, any domain can bec®itained and additionally can be easily integrated as a
peer in the continuum. This topology is reflected in aerOS networking. All network capabilities are built with
the goal to support setfontained functionality and at the same time to flexibly adapt to wide area
connectivity requirements once a domain joins aerOS continuum.

Task T3.laims to establish a fully functional network and compute fabric from edge to cloud. It ensures
connectivity for IEs, allowing them to register as part of the continuum and execute specific workloads during
loT service deployment. Furthermore, WP3 lays the foundation for securely connecting domains and building
a federated ecosystem. At the same time, it enables overlay communication for service components
orchestrated across IEs in different administrative or geographical domains.

The research and development within WP3 were responsible for fulfilling these capabilities. As outlined in
architectural deliverables (D2.6 and D2.7), IEs publish their capabilities and offer computational resources by
integrating into administrative domains. These domains share a common set of core functionalities, and are
known as aerOS domains. The capability to network IEs within each domain and abstract thdiorogas
connectivity forms the foundational underlay required to establish the continuum. Ensuring programmable but
at the same time secure and controlled networking capabilities is crucial, particularly when operating over
public networks.

Basic network functionalities were part of previous developments. Building on these capabilities, IEs could
connect within aerOS domains, which securely expassdices. These domains integrated a networking
pipeline to control access, expose endpoints, and route requests to orchestration and federation services
Orchestration decisions could securely route deployment requests to selected IEs across all aerOS domains
within the continuum. Additionally, 10T data could be federated across domains, enablogmand
consumption throughout the continuum. This functionality allowed the creation of applications capable of
interacting with each other by sharing application data seamlessly on top of data fabric federation capabilities.
These federation capabilities were enabled with the support of the network stack for aerOS services exposure
as described in D3. The period from M18 to M30new advanced networking features were introduced,
including isolated network overlays establishment for direct 10T service chaining, enablirgmeeal
communication, when smart orchestration decisions dictate services placement on diEerdtius,

domaing across the continuum. Additionally, advancements and integration with tools and technologies based
on open standards are developed and integrated with the aim to provide open exposure of aerOS capabilities tc
third parties.

These, along with the refinement of network functions required to ensure secure exposure, load balancing, and
access to federated orchestration services across donf&essolutions developed go beyond simply
achieving network connectivity; they establish a robust framework for integrating technologies capable of
dynamically adapting network parameters, enabling programmability of network functionalities, and
supporting performance monitoring. These advancements build upon tools and technologies that emphasize
the separation of control and data planes, ensuring scalability and flexibility.

At a higher level of abstraction, workloads operating over physical or virtual resauece&s are designed

to remain agnostic of the underlying virtual networking infrastructure while addressing their own connectivity
requirements, including policies, security, load balancing, and other critical aspects. The research and
development conducted during this phase have gone beyond creating a connectivity layer for IEs, extending to
the connectivity of workloads distributed across different aerOS dont@dased across the continuum,
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supported by the establishment of virtual overlays. This foundational layer integrates abstractions and
automation typical of SoftwasBefined Networking (SDN), providing seamless and adaptive integration of
resources. By doing so, it ensures that aerOS can effectively support heterogeneous and distributed
infrastructures, aligning with its overarching vision of a unified continuum environment.

Task T3.leffortshave beemrganized across seven key research lines:
1. Smart networking within the K8s context

Intra-domain network service mesh

Inter-domain network service mesh

Integration of Network Service Mesh with Service Mesh

Synergy between Network Service Mesh and SDN

o o~ w DN

Combining Network Service Mesh and NFV
7. TSN support for the aerOS continuum

By monthM30, development efforts have further concentrated on tools and technologies that span multiple
research lines, aiming to refine and consolidate the innovations made thus far. It is worth noting that while all
research lines have progressed, their level of focus and advancement has varied depending on priorities anc
the complexities of integration. Significant emphasis has been placed on ensuring seamless integration of
isolated overlays for crogstomain networking needed to support orchestration process decisions. This ensures

a seamless interoperability between the network service mesh, SDN, NFV concepts and the overall aerOS
architecture. In the following sections, the progress done within this final reporting peri®®, Iforegarding
networking functionalities, and topologies is presented.

3.1.1.1. Network mesh for real time crossdomain service communication

As explained above and detailed in D3.2, a full network stack was developed by M18, providing core aerOS
networking capabilities. Building on this foundation and the accessibility of aerOS services, application data
can now be shared using the federation functionality of the aerOS data fabric. This enables data produced in
one domain to be seamlessly shared and retrieved by consumer applications anywhere in the continuum via
aerOS federation. In this final period, a prominent goal for aerOS networking was to enable service
componentd part of the same service deployment request but allocated across different IEs in multiple aerOS
domaing to resolve and securely access each other directly, regardless of their location across the continuum.

This functionality was implemented during this period based on a new functionality which provisions for the
deployment of an isolated overlay for each service. These overlays span from IE to IE, across remote
domains, but not fully routing IE to IE, but just connecting service components of the allocated service. This
means that IEs are not part of this overlay but just the hosted service compBoeamslE can host several
service components, constituents of different services each of @énenthese service components can be part

of different, distinct and isolated overlays. Thus, the hosting IE is not itself part of any overlay, it is just
networked within the aerOS domain, but several workloads hosted in this IE can be, each one of them, part of
different overlays. Beyond direct connectivity, among workloads, the overlay also provides essential network
services such as secure and private networking and DNS resolution.

To explain this,one can consider a scenario of deployment of a service, initiated from aerOS portal, which
needs to perform er-end network performance testing, analyse the resultsyiandlize them. This could

require five service components: a server, a client, an orchestrator component to initiate procedures and
collect results, a time series database (TSDB), and an analytics function. While the client and server must be
positioned at opposite ends of the network for measurement, the remaining components can be placed
anywhere in the continuum. However, they all need to resolve and securely communicate with one another.
For instance, the orchestrator must be able to instruct the client to generate traffic, the client must reach the
server, the orchestrator must retrieve results from the server and push them to the TSDB, and the analytics
component must access and process the data. While such interactions are straightforward within a local
network, when service components are distributed across the continuum and deployed over different aerOS
domains, additional provisioning and a complex support process are required.
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This functionality has now been fully developed and integrated as part of aerOS networking capabilities. The
provisioning of such an isolated overlay is managed by the aerOS HLO but also involves multiple other aerOS
entities. Once the HLO determines the optimal placement for all service components across the continuum, an
additional step is performed: establishing an overlay network exclusively for that service. The two main
provisions of this networking functionality amgecure connectiond enabled by the domain WireGuard
served andname resolutiord provided by the accompanying Dnsmasq server. WireGuard and Dnsmasq are
part of the networking stack in every aerOS domain, as described in D3.2. While WireGuard was already
integrated, Dnsmasq was recently introduced to support this new functionality. These two components operate
as a bundle. Although each aerOS domain includes such a bundle, the one responsible for providing the
overlay for a deployed service is the domain that initially received the deployment request via its exposed
HLO API.

To develop this capability the following objects have been studied as information included in them needs to be
aligned within aerOS:

1 WireGuard server configuration, which defines the parameters required for the server to expose
connectivity, authenticate and assign IP addresses to clients, and correctly forward and masquerade
traffic across the overlay.

[Interface]

Address = 10.13.13.1/24, 10.13.0.1/24

ListenPort 51820

PrivateKey = UE+7i7, . : e . =

PostUp = iptables -A FORWARD -1 wg® -j ACCEPT; iptables -t nat -A POSTROUTING -o eth® -j MASQUERADE
PostDown = iptables -D FORWARD -1 wg® -j ACCEPT; iptables -t nat -D POSTROUTING -o eth® -j MASQUERADE

cer 1
! +zbgPIaf7nWD8oyQelTdeFZdZgtGRwZpCzqDVPCmgD4=
AllowedIPs = 10.13.0.2/32

1 WireGuard client configuration, which includes the necessary parameters for establishing secure
connectivity, such as the private key for encr
the assigned IP address within the overlay network.

[Interface]

Address = 10.13.13.2/32

PrivateKey = wCo4TE8dGyzBC9XADwOb9vael/*
ListenPort = 51820

MTU = 136[§

IEE

PublicKey = w6r8RJIaMOkGxdhXkR29E/MNh51vgZtFbgXWX/Yaxjo=
Endpoint = ncsrd-dev-domain.aeros-project.eu:51820
AllowedIPs = 10.220.0.0/16, 172.25.0.0/16, 10.160.1.0/24
persistentKeepalive = 25

1 Dnsmayq server configuration, which holds all the mapping of names to overlay IPs

server=8.8.8.8

address=/peerl-name/10.13.
address=/peer2-name/10.13

To establish an overlay per sendce/here service components can securely connect and resolve one
anothed the necessary configuration objects must be generated during the orchestration process. The required
information should either be available within the continuum or dynamically created as needed. Finally, these
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configuration objects must be properly assigned to the respective services to ensure seamless operation. The
following aerOS components have been extended, modified, or developed to manage and utilize this
information effectively:

1 aerOS Domain Private and Public Key The private key is used in the server configuration object,
while the public key is shared with all clients that need to connect. These keys are generated once per
domain (with theoption to regenerate if necessary) by an initialization script running within a core
aerOS service. This service exposes internally APl to manage domain keys. These keys are securely
stored within the domain, such as in a vault or a K8s secret when the domain is based on a Kubernetes
cluster. Additionally, the public key is incl
enabling its retrieval across the continuum for seamless WireGuard client configuration.

GET Jentities?type=Domain&format=simplified

Params ® thorization®  Heal

Query Params

Key Value
Body es  Headers (10
Pretty Preview isualiz JSON v
1
i
id" Domain:NCSRD",
type":
descript RD 0S MVP Domain", N =
publicUrl": ps://ncsrd-mvp-domain.aeros-project.eu”, mvp-ncsrd-domain Copy
owner": [ [ ncsrd-aeros Edit
. ngsi-1d:0Organization:NCSRD mvp-admin Next Match
1, v0.32.4 #v0.32.7 Prev Match
t": false, v1.28.3 Toggle Auto-Refresh
s": "urn:ngsi-1d:DomainStatus:Functional [ : 11% Toggle Decode
"yL2vQPNLAe /e iZwtEW9z/LOPX10dhX/QTXdcKIF3sXM=" ] 41%
1,
i ” SR wg-secret-keys
. o default
CloudFerro Domain®, <none>
tps://cf-mvp-domain.aeros-project.eu”, : <none>
: Opaque
Vqohe=" : 32 bytes
3 1 32 bytes
]
f aer OS cont i nuumisfe@ended to incude the mformatign,of the domain that hosts
. PN . .
the overlay server. The namdampdloei dedse® ftihgsr
GET Jentities?type=Service&format=simplified
ms ¢ A riza . ad (2 Body
O none form-data x-www-form-urlencoded raw binary GraphQL
Body kie aders (10)
Pretty W W JSON
[
i

1gsi-1d:Service:tscel®,

etwork performance

si-1d:Service:tsc@2"

“description”: e for testing

| “domainHandler": "urn:ngsi-ld:Domain:NCSRD"
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1 HLO deployment engine,has been massively extended so that along with the allocation requests (see
D3.2)it performs two more actions:

0 Locally reconfigure WireGuard and Dnssgaserver and provide all information for the
clients that will be connectddllocated service components)

o0 Built configuration objects, which will be sent to the domains which host the selected IEs
where service components will be allocated, that will provide connectivity to the overlay to
the service components.

o Privatepublic keys pair generation per each service component, as these areghsveof
mentioned configuration objects, which are integratéa the private key on service
component configuration and the public in server configuration.

1 LLO, is extended to be able to handle information about the overlay and proceed to force workload to
also perform connectivity handshake using the client configuration object provided by the HLO.

The figure below is part of the logs of the aerOS orchestrator and exposes this information which is used
to configure connectivity in the overlay.

wpitsilis@earth: ~

The figure above illustrates how the allocation object sent to the LLO has been extended to include
networking information. It clearly shows the integration of the previously discussed WireGuard client
configuration object, which is now included and transmitted to the LLO. This configuration is then utilized
during workload deployment to establish secure connectivity to the remote server using the provided URL,
port, and key. The following figures demonstrate the orchestration results of a service comprising four service
components, specifically highlighting the overlay establishment. Notably, the names of the service
components are defined within the TOS@Amatted deployment request sent to the HLO API.
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: mvp-ncsrd-domain Copy
ncsrd-aeros Edit
mvp-admin Next Match
v0.32.4 #v0.32.7 Prev Match

1 v1.28.3 Toggle Auto-Refresh
9% Toggle FullScreen
41%

wg-configmap
default
<none>
<none>

[Interface]

Address = 10.13.13.1/24, 10.13.0.1/24

ListenPort = 51820

PrivateKey = UE+71fjWuY04J43WINGmdJaMhppaWIFB1skQzHmO3ms

PostUp = iptables -A FORWARD -1 wg® -j ACCEPT; iptables nat -A POSTROUTING -o eth@ -j MASQUERADE
PostDown = iptables -D FORWARD -1 wg® -j ACCEPT; iptables -t nat -D POSTROUTING -o eth® -j MASQUERADE
###ESTART_BLOCK _urn:ngsi-1ld:Service:tdo2

[Peer] #influxdb

PublicKey = bTRQwZ9YYArlpLtgnUlfOpdkFbinY@OSWIQV/p2USkyw=

AllowedIPs = 10.13.0.2/32

[Peer] #iperf-server
PublicKey = CNHRdflPlcWupw4jWadnuZjLNawM776DV1u5CHPcNmgY=
AllowedIPs = 10.13.0.3/32

[Peer] #iperf-client
PublicKey = QYDEkKdLBBS1ooMUBH3P11FaZ3Rx0XDrZeCQ2esYClw=
AllowedIPs = 10.13.0.4/32

[Peer] #exp-orch

PublicKey edfVtfUzjSntLey4QI94+baCGHfmByBDiMIYCsBiZ9iw=
AllowedIPs = 10.13.0.5/32

###STOP_BLOCK _urn:ngsi-ld:Service:tdo2
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wireguard-server-5dbfdcedb4-69vdl: /# wg

public key: ylL2vQPNLAe/ejZwtEW9z/L9Px1DdhX/QTXdckrF3sXM=
private key: (hidden)
listening port: 51820

endpoint: 64.225.136.228:39971
allowed ips: 10.13.0.3/32

latest handshake: 20 ago
transfer: 180 received, 92 sent

endpoint: 64.225.136.228:45242
allowed ips: 10.13.8.5/32

latest handshake: 28 ago
transfer: 180 received, 92 sent

endpoint: 10.220.0.1:39629

allowed ips: 10.13.0.4/32

latest handshake: 22 ago
transfer: 180 received, 92 sent

endpoint: 64.225.136.228:53388
allowed ips: 10.13.0.2/32
latest handshake: 23 ago

transfer: 724 received, 940 sent
wireguard-server-5dbfdcé4b4-69vdl: /# I

mvp-ncsrd-domain Copy

ncsrd-aeros Edit

mvp-admin Next Match

v0.32.4 4v0.32.7 Prev Match

v1.28.3 Toggle Auto-Refresh
9% Toggle FullScreen
41%

dnsmasq-configmap
default

<none=

<none=

server=8.8.8.8

HHSTART_BLOCK :ngsi-ld:Service:tdo2
address=/influxdb/10.13.0.2

address=/iperf-server/10.13.0.3
=/iperf-client/10.13.0.4
ess=/exp-orch/10.13.0.5

###STOP BLOCK urn:ngsi-ld:Service:tdoz

BinaryData

Versionl.0 i 17-MAR-2025 - aerOS - Page26 of 97



D3.31 Final distributed compute infrastructure specification and implementation S aer0s

root@aeros-service-td@3-component-iperf-client-65c57474cf-z5m77: /app# ifconfig
eth®: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 10.244.2.35 netmask 255.255.255.255 broadcast 0.0.0.0

ineté feBO::5c33:faff:fe56:2367 prefixlen 64 scopeid 0x20<link>

ether 5e:33:fa:56:23:67 txqueuelen 1000 (Ethernet)

RX packets 51 bytes 4604 (4.4 KiB)

RX errors @ dropped ® overruns @ frame 0

TX packets 53 bytes 4264 (4.1 KiB)

TX errors O dropped 0 overruns O carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets ® bytes @ (0.0 B)
RX errors ® dropped ® overruns @ frame @
TX packets © bytes @ (0.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

wgB: flags=209<UP,POINTOPOINT ,RUNNING,NOARP> mtu 1420
inet 10.13.0.4 netmask 255.255.255.255 destination 10.13.0.4
unspec 00-00-00-00-00-00-00-00-P0-00-00-00-00-00-00-00 txqueuelen 1000 (UNSPEC)
RX packets 3 bytes 276 (276.0 B)
RX errors ® dropped ® overruns @ frame 0
TX packets 19 bytes 956 (956.0 B)
TX errors ® dropped @ overruns @ carrier @ collisions @

root@aeros-service-td@3-component-iperf-client-65c57474cf-z5m77: /app# ping iperf-server
PING iperf-server (10.13.0.3) 56(84) bytes of data.

64 bytes from 10.13.0.3 (10.13.0.3): icmp_seq=1 ttl=63 time=71.

64 bytes from 10.13.0.3 (10.13.0.3): icmp_seq=2 ttl=63 time=64.

64 bytes from 10.13.0.3 (10.13.0.3): icmp_seq=3 ttl=63 time=64.

C

--- iperf-server ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2003ms

rtt min/avg/max/mdev = 64.599/66.988/71.647/3.294 ms
root@aeros-service-td@3-component-iperf-client-65c57474cf-z5m77: /app# ping influxdb
PING influxdb (10.13.0.2) 56(84) bytes of data.

64 bytes from 10.13.0.2 (10.13.0.2): icmp_seq=1 tt1l=63 time=65.4 m

64 bytes from 10.13.0.2 (10.13.0.7 icmp_s 2 tt1=63 time=64.4 m

64 bytes from 10.13.0.2 (10.13.0.2): icmp_seq=3 ttl=63 time=64.5 ms

nC

--- influxdb ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2003ms

rtt min/avg/max/mdev = 64.386/64.738/65.370/0.447 ms
root@aeros-service-td@3-component-iperf-client-65c57474cf-z5m77: /app# ping exp-orch
PING exp-orch (10.13.0.5) 56(84) bytes of data.

64 bytes from 10.13.0.5 (10.13.0.5): icmp seq=1 ttl=63 time=64.5 ms

64 bytes from 10.13.0.5 (10.13.0.5): icmp_seq=2 ttl=63 time=64.7 ms

e

--- exp-orch ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms

rtt min/avg/max/mdev = 64.521/64.608/64.696/0.087 ms
root@aeros-service-td@3-component-iperf-client-65c57474cf-z5m77: /app# I

A quite abstract representation of the final overlay and the layered nature of aerOS networking is
demonstrated in the following figure. It demonstrates the fact, also mentioned above, that although each
domains hosts a WireGuard server, for each new service deployed the one that is instrumented to provide the
overlay, over the continuum, is the one hosted in the aerOS domain which received the orchestration request.
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Finally, a sequence flow of the allocation of an isolated overlay, as part of the service orchestration, is
demonstrated below. This assumes the orchestration of two a service which includes two service components,
and one is allocated in the same domain which received the request by the user, and which also hosts the
WireGuard network server, and the other service component is allocated to another aerOS domain across the
continuum.

Domain receiving orchestration request Domain with selected |IE

i
st Domain Remote Domain HLO | | Remate Domain | | Remate Domain HLO
Orion D allocator

Hest Domain HLO Host Domain HLO Hos Mo
i Host Domain OrionAD | | (Cross domain allocator) Host domain WG server | | (Local domain allacator) | | IELLLO SComponentl [} Connectivity aver Public Intemet 1FE, DA, A1)

(FE, DA, Al

WﬂFiltermg of continuum and |Es selection

Allocation of service component for Allocation of service component for IEs
local domain hosted IEs hosted in a remote domain

Network control and configuration \

induaing network v qurss
o .
Oeploy
-
" Bvatay: et to (WELIF For it socared Ovprlay establishment and Dala plane
Overlay: Connet 1o (WG F-Por) with alocated 1P T

< Servch components Do Pane (2 connece by sn names esaten) ..

Host Domain HLO Host Domain OrionD | | Host Domain HLO Host domain WG server | Host Domain KO || ELLLO SComponent1 |} Connectivity aver Public Intemet § Remote Domain HLO | Remote Domain || Rerote Domain HLO || RemotelEALO| | SCompanent2
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VPN server receives Service X Service/

" \ J
connection requests componeht compghent
from all allocated allocatediin pa alleCated in
service components local IE remote IE

3.1.1.2. Open Network Exposure for Standardized APl Access

To enhance the functionality and interoperability of aerOS orchestration and federation framework across the
cloud-edge continuum, a new component has been developed to expose aerOS APIS3@®PR&ommon

API Framework for 10T (CAPIF) . This integration aligns with industry standards and unlocks the potential

of integrating aerOS into modern 5G and telecom ecosystems. CAPIF provides a standardized approach to
API exposure, ensuring compatibility and seamless collaboration with external systems, devices,-and third
party services within a globally recognized and regulated framewhik.effort is part of our broader goal to

bridge cloudnative networking with traditional telecom infrastructure, ensuring compatibility with future
NFV and telecom standards.
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CAPIF provides support fosecure APl exposure Orchestration and federation involve critical operations
such as resource allocation, workload management, and policy enforcement, and CAPIFdgmnaihés
API discovery and management making it easier for clients, such as edge devices or-plhirty
applications, to locate and interact with aerOS APIs.

CAPI F6s adoption offers API di scovery mechani sms,
usable in a dynamic, multiendor ecosystem, aligning thus aerOS framework with the emebg@ngnd
Network-as-a-Service (NaaS)nodels. By exposing our APIs through CAPIF, telecom operators and service
providers may leverage aerOS orchestration and federation capabilities directly within their 5G environments.
This opens up opportunities for advanced use cases sushvasrk slicing, edge resource orchestration

and loT data federation, positioning possibly aerOS within the telecom ecosystem. To implement the
exposure of aerOS APIs under the 3GPP CAPIF specification, OpenCAPIF was utilized. Developed by ETSI,
the OpenCAPIF initiative extends the applicability of CAPIF beyond the telecom domain, addressing broader
industry requirements. This strategic effort open
in the evolving landscape of clowdige continuum and 5G innovation.

3.1.1.3. aerOS programable networking

The aerOS networking capabilities are designed to becssthined, enabling seamless integration of
advanced SDN functionalities within the broader system. During this period a component which can
intermediate the interaction with external network services or infrastructure has been developed in the grounds
of aerOS auxiliary networking functionalities. Although this is not a core component and is not intended to be
part of the MVPV2 it can find use in configuring networking behaviour of hosting domains as it is built to
communicate specific SDN controllers (ONOS tested), providing the necessary OpenFlow commands to
manage connected switches and ensure intended traffic control throughout the network.

This serviceis developed as a cloud native application, @OS Flow Manager, which is a Pythotbbased

tool that facilitates interaction with the ONOS SDN controller and allows for the dynamic deployment of
OpenFlow rules to Open vSwitch (OVS) devices. The script serves as the backbone for configuring traffic
forwarding policies, managing flows, and applying packet filters. It offers flexibility by enabling
administrators to define criteria such as source and destination IPs, MAC addresses, and output ports, ensuring
granular control over network behaviour.

The service receives as input a list of parameters, including the ONOS controller access details, and a set of
parameters which describe matching criteria, actions, and priority levels. Once validated, these specifications
are translated into OpenFlesompatible commands and sent to the ONOS controller using its REST API and
support:

1 Multiple flow filters (e.g., source IP, source MAC, destination IP, destination MAC).

91 Action-based modifications (e.g., output port, destination IP, MAC).

1 LLDP packet redirection to the controller.
Additionally, it has been adapted for compatibility with EAT to enable its triggering based on events
recognized by analytics. The goal of integrating these advanced SDN capabilities, is to set the groundwork for
a flexible and programmable networking environment. This component represents an effort towards achieving
a continuumaware network fabric, where external network services and infrastructure can be seamlessly
integrated to support dynamic and scalable 0T deployments.
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3.1.2. Updated Structure diagram
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Figure 15. aerOS crosglomain network overlay provision during service orchestration

Table1l. Network mesh for real time crossomain service communication

Component

HLO Deployment
Engine (Cross domain
Allocator)

Description

Located in aerOS domain whig
received the deployment reque
Retrieve from OriolD, and
generate data needed to bu
overlay configuration objects fq
server and client peers (servi
components). Reach domains
all selected IEs and ser
descriptors including networkin
data.

Interactions

Proceeds to NGSLD queries to therion-
LD broker and to API calls tooverlay
management component and HLO
deployment engines (local domair
allocation part). All of these areREST
based interactions, the access to the first
are in local domain and the third one could
in local or any other domain, which hosts {
selected IE, across the continuum.

Overlay management

Service within aerOS doma
which undertakes the managem
of networks available, an
networks allocated within th
domain. The range is configural
and can be set at service initiatig
e.g, 10.13.0.0/16 means that
wi || provide
10.13.1.0/24 or 10.13.2.0/24 f
each service which overld
hosting is provided by thi
domain.

Exposes API which is consumed BLO
Deployment Engine (Cross domain
Allocator) to provide an available subnet.

HLO Deployment
Engine (Local domain
Allocator)

In each aerOS domain selected
host a service component. Bas
on descriptors received from tk
step above, creates the nee(
configuration  objects,  whic
include networking information
and reaches the suitable LLO f

Exposes, REST based, API which

consumed by thélLO Deployment Engine
(Cross domain Allocator) of the domain
which received the service deployme
request by the user (10T developer).

It calls, REST based,LO API to provide
any CR needed for the deployment of
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aerOS

the IEs that will host each servi
component. It submits to the LL
the final descriptive resourd
needed by LLO to enforce servi
component instantiation includin
connectivity to the overlay.

service including connection to th

networking overlay.

Orion-LD

Keeps part of the informatio
needed for the networkin
configuration objects (public ke
and public IP port of the doma
which will provide networking
overlay). Keeps also informatig
needed to track the domain th
provides server for networ
overlay for each service. This i
updated once the service
deployed.

Exposes NGSLD, a REST based API, t
provide information regarding data needeg
build the overlay connectivity.

LLO

Guides and enforces servi
components deployment in th
selected IEs, includin
deployment of WireGuard clier
that connects to server and th
registers service component to {
overlay.

Exposes, REST API which is accessed
HLO Deployment Engine (Local domain
Allocator) to submit the deploymer
descriptor (CR) for the selected IE.

Proceeds to deploy component to selecte
(API based interaction).

WireGuard Server

Provides secure overlayVIPN)
and name resolution needed

service components to reach ofr
another.

Receives  configuration  from HLO
Deployment Engine (Cross domain
Allocator). Thisis done in twosteps. Kst is
the update of the configuration objects ¢
the second is access to an internal (to H
API which abstracts operations to WireGug
server and thus updates configuration and
initiates the vireguardservice.

Receives handshake requests frommeguard
clients which accompany each servi
component. This interaction is based
WireGuard protocol.

WireGuard client

Runs as a complimentary servi
(side car) to each servig
component, proceeds to handsh
to register to the network overla
and takes over all the netwo
connectivity.

Deployed by LLO as part of the allocation
the service component on the selected IE
reaches to WireGuard server on the dom
which hosts the serviceingguard server to
perform handshake and then route traf
This interaction is based on ireguard
protocol.
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\ a
[ OpenCAPIF Third Party
4 e
e Authentication/Validation
Exposing all aerOS Apis
[ e aerOS to OpenCAPIF
aerOS standardized e Third Party
APls authenticate/validate
o Discovering
and consuming
aerOS APls
Figure 16. aerOS integration wittOpenCAPIF.
Table2. Open Network Exposure for Standardized API Access

Component Description Interactions

aerOS APIs All APIs exposed by ever] OpenCAPIF registers these APIs and evg
aerOS domain, including API third -party application which discoverg
for orchestration services, fq aerOS APIs might access them. All interactig
federation across trmntinuum. | are REST based.

OpenCAPIF Implementation of  CAPIH Interacts with aerOS API to register ang
specification, which provide| expose it (REST)Interacts withthird -party
APls discoverability ang applications to expose aerOS APIs and pro
exposure, and thus access|the means for a subsequent direct se
underlying offered services. connectivity.

Third -Party An external application whicl Interacts with openCAPIF to query APIs
would like to consume aerQ| offered and get security keys for subsequ
domain services as exposed | access. REST based interactidiocessaerOS
the APIs. APIs, which again is a REST based interacti

___Hosting premises

aerOS domain

Trigger

gy ONOS Flow

ONOS SDN

Manager
REST

C-L-[-1-}
. .

Controller

Switch

/

Figure 17. aerOS aux service for SDN.
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Component
ONOS Flow Manager

Description

aerOS service capable

transforming, user ocomponent
provided, guidelines into ONO
commands, including networ
setup instructions, and sendi
them to an ORS SDN controller.

Interactions

Exposes REST API to actors who want
access it.

Interacts withONOS SDNusing its expose(
REST APIs

ONOS SDNController

SDN controller managing netwol
operations. Processing hidgvel
instructions, and translates the
into flow rules, for a dynami
configuration of the network.

Receives network application requests fr
ONOS FlowManager(REST API).

OpenFlow protocotbased interaction with
managedetwork switches

Network Switch

Enforce decisions received |
ONOS flow rules enabling flexibl
and programmable netwo
behaviour.

Interaction with ONOS SDN controller ovg
OpenFlow protocol.

3.1.3. Technologies and standards deployed in MVP

Technology/Standard  Description Justification

Wireguard Lightweight,  highperformance Addresses the requirement to build a sec
VPN protocol that usesnodern| isolated subnet overlay which provid
cryptography to provide secur| networking to all service components of
fast, and simple poiftb-point | service.
encrypted network connections.

dnsmasq Lightweight DNS forwarder| Addresses the requirement of seryv
DHCP server, and TFTP serv| components to be able to resolve and rg
designed for small network{ one another based on a defined name w
providing caching, nam| corresponds to routable IP (within the seryv
resolution, and IP  addre§ isolated overlay).
management with minima
resource usage.

Curve2551 High-performance elliptic curv¢ Instrumented, with the support of wg tg

used for secure key exchang
offering strong cryptographi
security, efficiency, and resistan
to common attacks while enablir

(genkey option), to provide secure keys to
used for service components to handsh
and register in network overlay.

ETSI OpenCAPIF

fast and secure encryptid
protocols like WireGuard an
TLS 1.3.

An opensource implementatio
of 3GPP CAPIF, develope
within ETSI. It provides ¢
reference  implementation {
facilitate CAPIF adoption

allowing developers and teleco
operators to integrate CAPRIf

Provide the means to demonstrate for ae
possibilities to integrate within telg
operatorsé environm
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compliant API exposure an
management into their networks

3GPP CAPIF A standardized APl framewor
defined by 3GPP (TS 23.222)
provide a unified, secure, ar
controlled way for network
functions and thirgparty
applications to expose a
consume APIs within 5G an
telecom networks. It includes AR
exposure, authenticatio
authorization, and monitoring.

3.2. Communication services and APIs

In the dynamic and interconnected world of cldagdge computing, the role of communication services and

APIs has become increasingly pivotal. These services and APIs are the cornerstones in the aerOS ecosystem
enabling standardized, secure, and efficient interactions among various software entities. At their core, APls
act as facilitators, exchanging information and commands while adhering to predefined protocols and data
contracts. The next stdhapter summarizes the API concepts, guidelines and best practices adopted in aerOS,
which were thoroughly reported in D3.2. The following ®liapters delve deeply into the provisioned APIs

from the different core aerOS services (covering OpenAPI and AsyncAPI) and intmttmatools such as
NodeRED and Behaviour trees and generation of skills from AsyncAPI focchme tools.

3.2.1. API concepts, guidelines and best practices proposed in D3.2

In deliverable D3.2 it was reported the API concepts, guidelines, and best practices, particularly in the context
of REST APIs. The main insights provided on that report are the following:

1 The absence of standardized procedures for creating endpoints, encoding body payloads, or defining
return codes for both successful and erroneous invocations was highlighted, emphasizing the need for
usecase/domakspecific guidelines. The report referenced efforts by organizations like ETSI to
establish principles for mobile edge services APIs and discussed how existing guidelines can be found
across cloud providers and technical articles, although they often pivoted around common ideas but
differed slightly in recommendations.

1 Best practices for URI design, including the use of valid URIs following the IETF RFC 3986 standard
was also outlined. These URIs should be combined with verbs representing HTTP methods and nouns
for collections of objects, with plural names preferred in URIs. It also introduced pagination
techniques to optimize resource access, suggested versioning methods to support multiple API
versions, and detailed the use of HTTP status codes to indicate the outcome of client requests. Further,
it advised including error details in APl responses, modelled as JSON objects with properties like
"error" and "description" to aid clierside error handling. Asynchronous operations were addressed,
recommending the use of a "202 Accepted" status code for operations requiring longer processing
time, alongside a status endpoint for clients to check operation $igpermedia As The Engine Of
Application Statea technique using hypermedia links in response contents, fostering API evolution
without client logic breaking, was also mentioned.

1 The maturity in API design was discussed by making use of the Richardson Maturity Model, which
evaluates the maturity of web services based on their adherence to REST principles. It comprises four
levels:

o Level 0, which involved basic serviagiented applications without using URIs or HTTP
verbs

0 Level 1, introducing URI usage for resource access but not fully utilizing HTTP verbs
0 Level 2, achieving significant maturity by employing HTTP verbs and URIs
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o Level 3, the highest level, incorporatitdATEOAS to enhance discoverability and self
descriptiveness.

3.2.2. aerOS OpenAPI

aerOS commitment to foster a standardized approach in CEl continuum led project partners to embrace
OpenAPI Specifications (OAS)a specification for HTTP APlIs that defines the structure and syntax in a
technology agnostic way. These specifications are typically formalized using YAML or JSON, allowing for
their easy sharing and consumption. There are two OpenAPI design methodologies: API First (first creating
the OAS, and then create the code), or Code First (first writing code and annotating it to automatically
generate the OAS). The aerOS OpenAPI lifecycle was structured in phases, beginniregwigments
elicitation, where the desired functionalities of the API for its consumers are defined. This moves into the
design phase, where an initial OAS document is outlined, incorporating indststnglard schemas and
allowing for rigorous source control as a preparatory step for development. Barifiguration, the focus

shifts to adapting the IT infrastructure to accommodate the API's needs, such as gateways or security
requirements. Theublishing phase then follows, which involves generating APl documentation using tools
like Swagger Ul to be hosted on a basic HTML server for easy a@mssopmenttranslates the OAS into a
functional API, with tools available across programming languages to construct essential API structures. The
testing phase leverages the OAS to verify the consistency and security of the API implementation, ensuring
alignment with the initial design contracts. Finalleployment integrates output from the publishing and
development processes to roll out the fully tested API tcuseds, marking its readiness for readrld
application. In D3.2 it was informed about two methodologies for OpenAPI code generation, and the openapi
generator run locally was chosen for its broader applicability.

Task T3.2 has focused on the development and preparation of OpenAPI specifications for both the aerOS
domain and the Infrastructure Elements (IEs), as can be seen in the next figure.

aerOS Domain é
OpenAPI L
P:ife
HLO APTs

Web-based tool (5
LLO APIs
for OpenAPI

Data Fabric APIs

DPMAPIs (ex. SwaggerUL/Redoc)

Exposed APIs
—
CI/CD

. - visualize and document
aerOS Domain XX APIs User

aerOS IE
OpenAPI - Generate code for

Exposed APTs 7 YML .
File clients and servers
aerO8 IE XX \ Self-APIs

In that sense, core/basic aerOS services have exposed their APIs via OpenAPI specifications. Task 3.2 has
collected and consolidated all individual specs to provide a unified interface with all declared methods. The
following sections briefly introduce them.

1 https://www.openapis.org
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3.2.2.1. Context Broker API

This aerOS contextual information is managed by the Context Brokers, which store the most recent value of
the attributes of NGSILD entities of the continuum, i.e., IE, services, etc. The NI&®IContext Broker

choice for aerOS has been the FIWARE O1lidd¥. It contains an official repository of ORIGDND API that

provides comprehensive documentation of the*ARégarding aerOS approach, there are 4 main sections or
paths to be considered: Context Information Provision, Context Information Consumption, Context
Information Subscription, and Context Source Registration Subscription.

Context Information Provision v

|m Jentities Entity creation |
lm Jfentities/{entityId} Entity deletion byid l

fentities/{entityId} Entity merge byid

fentities/{entityId} Entity replacementbyid

|m Jfentities/{entityId}/attrs Append Attributes to Entity

Jentities/{entityId}/attrs Update Auributes of an Entity

/fentities/{entityId}/attrs/{attrId} Partial Attribute Update

lm Jfentities/{entityId}/attrs/{attrId} Atribute delete l

Jfentities/{entityId}/attrs/{attrId} Attribute replace

|m /entityOperations/create Batch Entity Creation

|m /entityOperations/upsert Batch Entity Creation or Update (Upsert)

|m /entityOperations/update Batch Entity Update |

|m /entityOperations/delete Batch Entity Delete
|m /entityOperations/merge Batch Entity Merge

Context Information Consumption
‘“ fentities Queryentities
‘ﬂ Jentities/{entityId} Entity retrieval by id

‘m JentityOperations/query Query entities based on POST

‘ ﬂ /types Retrieve available entity types |

‘“ /types/{type} Demmils about available entity type
‘“ Jattributes Available amributes
‘ﬂ Jfattributes/{attrId} Detailsabout available attribute

Figure 19. ContextBroker API inside aerOS OpenAPI

2 https://github.com/FIWARE/context.OrielnD
3 https://forge.etsi.org/swagger/ui/?url=https://forge.etsi.org/rep/cimidempenapi/raw/v1.7.1/openagB.0.3/ngsild-
api.yam|
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Context Information Subscription N

|m /subscriptions Create Subscription ‘
|“ /subscriptions Retrieve list of Subscriptions ‘

|ﬂ /subscriptions/{subscriptionId} Subscription retrieval by id ‘

/subscriptions/{subscriptionId} Subscription update byid

lm /subscriptions/{subscriptionId} Subscription deletion by id ]

Context Source Registration Subscription 4

|m /csourceSubscriptions Create subscription to Csource registration |

|ﬂ /csourceSubscriptions Retrieval of list of subscriptions to Csource registrations |

|ﬂ /csourceSubscriptions/{subscriptionId} Csource registration subscription update by id |

ATCH /csourceSubscriptions/{subscriptionId} Csource registration subscription update by id

lm /csourceSubscriptions/{subscriptionId} Csource registration subscription deletion by id l

Figure 20. ContextBroker API inside aerOS OpenAPI (2)

3.2.2.2. Federator API

The Federator facilitates the bidirectional exchange of information with atberains of the aerOS
continuum. To do so, a central registry located in the entrypoint domain keeps an inventory of all integrated
domains and promote new domains registration and connection with those that are already part of the
continuum, by means of the Federator API.

Federator APl REST API to manage aerOS Domain Federation ”~
| GET /v1l/domains Retrieves all the federated domains of the continuum v ‘
|m /v1l/domains Handles the notification of a new domain 92 ‘
| GET /v1l/domains/local Retrieves the local domain v ‘
lm /v1/domains/local Handles the nofification of a domain removal v ]
[ /v1/domains/{domainName} Handles the notification of a domain removal 4 ]
[m /v1/domains/{domainName}/spread (Onlyenabled in the Entrypoint Domain) Starts the spreading process of a domain removal v ]

Figure 21. Federator API inside aerOS OpenAPI

3.2.2.3. HLO API

The HLO APIs are designed to facilitate complex orchestration tasks at a high level of abstraction, allowing
for robust interaction and management across various aerOS services. It can be accessed from two different
components, FrontEnd (HL-BE), and Deployment engine (HLAL).

hlo-fe-engine ~
‘ m /hlo_fe/services/{service_id} GetService Status v ‘
‘. /hlo_fe/services/{service_id} Allocate Service ~ ‘
PUT /hlo_fe/services/{service_id} Change Semice Allocation Paramters v
[m /hle_fe/services/{service_id} Deallocate Service N ]

Figure 22. HLO API inside aerOS OpenAPI
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hlo-deplyment-engine ~
| /hlo_al/services/{service_id} Allocate Service Component N ‘
| GET /hlo_al/services/{service_id}/service_. ts/{service_comp it_id} GetScomponent Parameters ~ ‘
PUT /hlo_al/services/{service_id}/service_ ts/{service_comp t_id} Update Scomponent Parameters v
I /hlo_al/services/{service_id}/service_ ts/{service_comp t_id} Deallocat its HV ]
I /hlo_al/services/{service_id}/overlay Destroy Service Overlay N ]

Figure 23. HLO API inside aerOS OpenAPI

3.2.2.4.LLO API

LLO provides granular control over specific functionalities, enabling precise manipulation of the underlying
systems through the LLO API:

LLO APl REST API to list, update, delete and create K8s Custom Resources managed by aerOS LLO Operators. AN
‘ /vl/service-components Retrieves all the deployed Service Components v |
‘ m /vl/service-components Deploys a Service Component v |
PUT /vl/service-components Replace a Service Component v
‘ GET /vl/service-components/{scName} Retrieves a deployed Service Component v |
/vl/service-components/{scName} Updates a Service Component v
[ /vl/service-components/{scName} Deletes a deployed Service Component v l

Figure 24. LLO API inside aerOS OpenAPI

3.2.2.5. Data Fabric API

The Data Fabrigparadigm introduces a metadaliden architecture that automates the integration of data

from heterogenous sources and enables uniform access to the data through a standard interface. Hence, it i
integral to the efficient handling and integration of data across the aerOS platform, ensuring seamless data
flow and accessibility. Two main OpenAPI paths are available: Data Catalog Service and Data Security
Service.

Data Catalog Service - REST AP| €2 &

default ~

SR /4ataproducts Regster Data Product v

Data Security Service - REST AP| €9 &

Read ~
PSRN /eoticies cetpoices -
/policies/{policy_id} GelPolicy Conleni v
Create ~
SR rotictes moosiocpocy >
Update ~
/policies/{policy_id} Update Policy W
Delete ~

|@ /policies/{policy_id} Delete Poiicy ~ |

Figure 25. Data Fabric API inside aerOS OpenAPI
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3.2.2.6. Data Product ManagerAPI

The aerOS Data Fabric, by means of the Data Product Manager, exposes an interface towards data owners t
onboard new data products and orchestrate the pipeline that turns raw datasets into data products. Thus, it is
an essential part of the data fabric for managing the lifecycle of data products, underpinning the platform's
data governance and utilization strategies.

Data Product Manager - REST AP| €2

Read ~
GET /dataProducts GetData Products v
GET /dataProducts/{data_product_id} Get Data Product N

Create ~
POST /dataProducts Post Data Product v

Delete ~

[ 22848 /dataProducts Delete Data Products v ]
[ (0583158 /dataProducts/{data_product_id} Delete Data Product N }

3.2.2.7. Selt-Capabilities API

They are crucial for theself-reporting and autonomous operation of the infrastructure components. As
explained in previous WPR/P3 deliverables, there are multiple operations, which are accessible through the
SeltAPI component. It includes Satfrchestrator, Selecurity, SeHOptimization, Selscaling, Sekhealing,

and SeliConfigurator. At the time of writing this deliverable, the latest version of the first four already
included their swagger OpenAPI in their artifacts. The remaining two will be integrated before the project
ends.

Orchestrator rules ~
GET /rules Getall rules v
POST /rules Create anew rule v
[@ /rules Delete all rules -
GET /rule Get a specific rule by name v
/rule Update a specific rule v
[ /rule Delete a specific rule by name v

Security Events A

GET /security/events Get security events v
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Optimization rules ~
‘ m /anomaly/parameters/{type} Getanomaly parameters v ‘
PUT /anomaly/parameters/{type} Update anomaly parameters A\
‘ m /anomaly/models Getanomaly models ~ ‘
‘ m /sampling/parameters/{type} Getsampling parameters v ‘
PUT /sampling/parameters/{type} Update sampling parameters v

‘m /sampling/models Getsampling models g ‘
‘ /Joptimize Optimize resources 2 ‘

‘ /optimize/powerConsumption Optimize power consumption v ‘
Scaling Enablers management ~

‘ m /scaling/enablers Update managed enablers and components v ‘

‘ GET /scaling/enablers Return managed enablers and components I N ‘
Scaling Training ~

‘m /scaling/train-values Update train values %4 ‘
‘ /scaling/train-values Return frain values N ‘

‘ GET /scaling/train Execute training v ‘
Scaling ~
‘ /scaling/inference Execute inference v ‘
‘ GET /version Getversion v ‘
‘ /scaling/health Get health status v ‘
‘ GET /scaling/api-export Get OpenAPIdocumentation v ‘

Figure 28. SelfCapabilities API inside aerOS OpenAPI (2)

3.2.2.8.1dM

A key component of the aerOS cyber security system is the dde@fty Management (IdM), whose ability

is to register and evaluate policies for resource and data access. It utilizes Keycléakwhé¥ provides
comprehensive functions to strengthen cybersecurity, by managing the authentication and authorization of
aerOS clients with a neofficial but thoroughly documented Open API specificattod$ie most relevant

paths used in aerOS are presented below:

4 https://www.keycloak.org/
5 https://github.com/ccouzens/keycleagenapi
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Clients ~
‘m /{realm}/clients sV ‘
‘m /{realm}/clients i v ‘
‘m /{realm}/clients/{id} "V ‘

PUT /{realm}/clients/{id} N
[ /{realm}/clients/{id} &~ ]
‘m /{realm}/clients/{id}/client-secret ﬁ v ‘
‘m /{realm}/clients/{id}/client-secret ﬁ v ‘

Client Initial Access ~
‘ GET /{realm}/clients-initial-access a v ‘
‘m /{realm}/clients-initial-access 2 ‘
[ /{realm}/clients-initial-access/{id} oV ]

Figure 29. IdM API inside aerOS OpenAPI

aerOS IdM has been integrated with OpenLDA® order to enhance the adoption of aerOS IAM by
stakeholders, facilitating the automatic federation of user information from the LDAP directory. This
eliminates the need for manual transfer of user data to aerOS IdM, streamlining user management and group
associations.

Identity Providers ~
‘ /{realm}/identity-provider/import-config & v ‘
‘m /{realm}/identity-provider/instances 8V ‘
‘ /{realm}/identity-provider/instances 8V ‘

Figure 30. IdM API inside aerOS OpenAPI (2)

aerOS implements a system of precise control and management over resources, which is seen in the
establishment of different roles. Each role is associated with specific access rights within the aerOS services
environment and linked to a corresponding group in OpenLDAP.

Roles ~
‘m /{realm}/clients/{id}/roles &~ ‘
‘m /{realm}/clients/{id}/roles i g ‘
‘m /{realm}/clients/{id}/roles/{role-name} i v ‘

PUT /{realm}/clients/{id}/roles/{role-name} & v
[ /{realm}/clients/{id}/roles/{role-name} @ v }

Figure 31. IdM API inside aerOS OpenAPI (3)

6 https://www.openldap.org/doc/admin26/OpenL BABmin-Guide.pdf
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Groups ~
‘m /{realm}/groups ﬂ N |
‘m /{realm}/groups -V |
‘m /{realm}/groups/count & v |
‘m /{realm}/groups/{id} & v |

/{realm}/groups/{id} 5 v
[ /{realm}/groups/{id} B l

Figure 32. IDMAPI inside aerOS OpenAPI (4)

In turn, users group provide methods required to handle the lifecycle of user profiles via IdM.

Users ~
‘ /{realm}/users &V ‘
‘m /{realm}/users & v ‘
‘ /{realm}/users/count & v ‘
‘ /{realm}/users/profile ﬂ h ‘

/{realm}/users/profile ﬂ v
‘ /{realm}/users/profile/metadata i 7 ‘
‘ GET /{realm}/users/{id} 8V ‘

/{realm}/users/{id} @ v
[ /{realm}/users/{id} & v ]

Figure 33. IdM API inside aerOS OpenAPI (5)

3.2.2.9.10TA
One of the ways leveraged in aerOS to achieve trust is by taking advantagaeburce edge technologies
such as | OTAG6s di st r i b’uThe @langleédsdagdata strdcture geplieated acrassia w o
net work of nodes (I E®&6s in the aerOS continuum) th

and ensure traceability of the payloads distributed across the network. A brief extract of the official IOTA
Open API documentatidris listed below:

7 https://wiki.iota.org/gestarted/introduction/iota/introduction/
8 https://editor.swagger.io/?url=https://raw.qgithubusercontent.com/iotaledger/tips/main/tipsiA3Rorerestapi.yaml
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node Everything about the node itself. VS
/health Returns the health of the node. N
/api/routes Returns the available API route groups of the node v
/api/core/v2/info Retums general information about the node v

tangle Everything about the tangle itself. VA
/api/core/v2/tips Retums tips that are ideal for attaching a block v

blocks Everything about blocks. A~

/api/core/v2/blocks Submita block v
/api/core/v2/blocks/{blockId} Returnsblock dataas JSON by its identifier. v

/api/core/v2/blocks/{blockId}/metadata Find the metadata of a given block v

3.2.3. aerOS AsyncAPI

OpenAPI is a widelyadopted industry standard in software engineering, playing a pivotal role in defining
standardized specifications for RE®#&sed interfaces. However, as technology evolves, there is a growing
need for standardized specifications of asynchronous interfaces, a capability OpenAPI does not inherently
provide. The rise of asynchronous interfaces and protocols is driven by the desire to move away from
monolithic systems towards more distributed architectures, often termed-teiwemt' or "reactive." This

shift aims to enhance system efficiency, scalability, and fault tolerance.

To address the limitations of OpenAPl in the asynchronous realm, the AsyncAPI initiative has emerged,
seeking to establish an industrial standard for specifying asynchronous interfaces. Unlike OpenAPI,
AsyncAPI goes beyond by offering comprehensive support for various communication protocols such as
MQTT and Kafka. This flexibility allows it to accommodate the diverse requirements of distributed systems.

The following figure illustrates the followed approach in aerOS to embrace the benefits that AsyncAPI can
provide in the project needs. The following subsections detailed the AsyncAPI services implemented in the
context of this task.

v

AsyncAPI |_D
|
¥MT

DDS ]
> File
IoTs OPCUA

hJ

3.2.3.1. Advancing AsyncAPI with Industry -standard Protocols

AsyncAPI currently serves as a crucial tool for specifying asynchronous interfaces. However, there is
significant potential for enhancement by integratemditional industrystandard protocols such as Data
Distribution Service (DDS) ROS2° OPC UAY, and the publish/subscribe protocol Zettolncorporating

9 https://www.ddsfoundation.org/whais-dds 3/
10 https://www.ros.org/
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these protocols into the AsyncAPI framework would expand its applicability, promoting adoption across
embedded systems and edge computing environments. This exparmiented talrive the development of
solutions specifically tailored to industrial contexts, particularly in terms of automated interface integration.
Such advancements would streamline application development within industrial automation systems, fostering
innovation and efficiency in this vital sector.

Integrating any protocol or standard into the AsyncAPIl framework requires addressing two primary
challenges. Firstly, there is the need to map the primitives of the protocol specificaticim as DDS's topics,

data readers, data writers, subscribers, and publ&sherasyncAPI concepts like channels, operations, and
messages. Secondly, features unique to the protocol that do not directly correspond to an AsyncAPI concept
necessitate the definition of a binding. Thisding provides protocespecific information pertaining to
servers messagexhannelsandoperations

We briefly recap the core concepts of AsyncAPI v3.0.0:

1 Message:A message is the unit of data exchanged between senders and receivers through a server.
Messages follow a wetlefined schema and fall in one of three classes: an event, a query, or a
command.

9 Server: A server represents a message broker or a messaging system that facilitates the exchange of
messages between senders and receivers via channels. It's the infrastructure that handles the routing
and delivery of messages.

1 Channel: A channel is a named communication pathway within an AsyncAPI server that acts as the
destination and source of messages or events.

9 Operation: An operation specifies how messages between components are communicated. AsyncAPI
differentiates between send and receive operations of messages on a channel. Additionally, operations
support a reply semantic.

3.2.3.2. AsyncAPI for DDS

DDS is an open standard for re@mhe, scalable, and interoperable data distribution middleware. Developed by
the Object Management Group (OMG), DDS is designed to facilitate seamless communication and data
exchange in distributed systems that demandtimal capabilities. There are several implementations of
DDS, such as OpenDDS or Cyclone DDS. DDS is a publish/subscribe data distribution middleware
comparable to MQTT. However, DDS operates decentralized and offers more capabilities fimcadge
applications and loT environments.

When considering the AsyncAPIl and DDS specifications side by side, it becomes apparent that many core
concepts of AsyncAPI map directly to primitives in the DDS specification, i.e., AsyncAPI write operations
map to data writers in DDS, AsyncAPI read operations map to data readers in DDS, and AsyncAPI channels
map to DDS topics. However, there are core concepts in DDS especially concerning the specification of
guality-of-service requirements that have no direct counterpart in AsyncAPI and demand a DDS AsyncAPI
binding.

3.2.3.2.1. An Experimental AsyncAPI Binding for DDS

In this section, it is described an experimental DDS binding for messages, server, channels, and operations
that enables specifying DDS evatriven applications in AsyncAPI.

An AsyncAPI Messageis the only concept that directly maps to DDS without the need for a binding. The
supported data types available in AsyncAPI specification and the DDS IDL map directly so that each
key/value pair in the payload of a message directly map to a key/value pair of a data class in DDS.

In contrast, the concept ofServer present within the AsyncAPI specification has no direct application in a
decentralized data distribution middleware such as DDS. However, in the AsyncAPI specificatimstthe
field is mandatory so that we can use it to specify a DDS peer discovery host that discovery packets are sent to

11 https://opcfoundation.org/about/cpechnologies/optia/
12 https://zenoh.io/
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in addition to the default multicast address. In DDS every communication betvekda ariterand adata
readerrequires the specification ofdomain A domain represents a subsection of the DDS network that is
uniquely identified by a 3Bit unsigned integer. We introduce a domain object in the AsyncAPI DDS server
binding that allows configuring various aspects of the DDS domain specification as summarized in Table 1.
The DDS domain object in turn supports the specification afisaoveryobject containing options to
configure the detection of domain participants. The discovery object and netatedndinterfacesobjects

are summarized in Tables 2, 3, and 4. Lastly, the DDS server binding allows to speaifijtya of service

(QoS) providethat allows specifying a path from where the DDS application described by the specification at
hand loads available QoS policies.

Field Name

Type DDS Versions Description

id integer 1.4 The identifier of the DDS domain, a -B un-
signed integer.

discovery object 14 Discovery options for the domain.

allowMulticast string 14 Whether multicast discovery is allowed. Co
maseparated list of: false, spdp, asm, ssm, t
default.

dontRoute boolean 1.4 Allows setting the SO_DONTROUTE sock
option.

enableMulticas- boolean 14 Must be true for intranode multicast commun

tLoopback cation.

entityAutoNaming string 1.4 Specifies the entity auto naming mode. Eit
empty(default) orfancy.

externalNetwork- string 1.4 Explicitly overrule the network address DL

Address advertises in the discovery protocol which

faults to the address of the preferred netw
interface. It can be used to allow DDS to co
municate across network address transla

devices.

externalNetwork- string 14 Specify the network mask of the external n

Mask work address. The default valuedi®.0.0

fragmentSize integer 14 The size of a DDSI fragment. The default
1334 B

interfaces object 14 The network interfaces used for discovery g
user traffic.

maxMessageSize integer 1.4 The maximum size of UDP payload.

maxRexmitMes- integer 14 The maximum size of eetransmitted message,

sageSize

multicastRecvNet- string 14 A commaseparated list of network interfa

work addresses to receive unicast traffic on. Alter

InterfaceAddresses tively, one of the following:all (listen on all
multicastcapable interfaces)any (listen for
multicast on the operating system default in
face), preferred(listen on interface with highes
priority), ornone(listen on no interfaces).

multicastTimeToLive integer 14 The timeto-live value for multicast packets. TF
default is32.

redundantNetwork- boolean 14 Whether to enable redundant networking
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ing selected network interfaces.

transport string 14 The transport to use for DDSI traffictefault
udp, udp§ tcp, tcp6, raweth

uselPv6 boolean 14 Whether to use IPv6 for DDS traffic.

Field Name
DSGracePeriod

Type
string

DDS Versions

1.4

Description

Controls how long discovered endpoints Vi

survive after the discovery service disappe
This allows reconnection without loss of daté
the discovery service restarts. The defauldls
S. Recognized units arday, hr (hours), min
(minutes), s (seconds),ms (milliseconds), us
(microseconds), anas (nanoseconds).

defaultMulti-
castAddress

string

14

The multicast address used for all traffic exc
for participant discovery. Defaults to the Simj
Participant Discovery Protocol (SPDP) addr
239.255.0.1

enableTopicDiscover-
yEndpoints

boolean

14

Whether to enable the use of topic discov
endpoints. The default is false.

externalDomainld

string

1.4

An override for the domain id is used to disc
ery and determine the port number mapp
The valuedefaultdisables the override.

leaseDuration

string

1.4

The duration of the lease for the domain part
pant. The default i40 s Recognized units ar
day, hr (hours),min (minutes),s (seconds)ms
(milliseconds),us (microseconds), anas (nano-
seconds).

maxAutoParticipant-
Index

integer

14

This element specifies the maximum DDSI p
ticipant index i f th
The default i9.

participantindex

string

1.4

The participant index used for discovery. T
value auto selects the index automatically. T
default isdefaultusingnoneif multicast discov-
ery is used or elsauta

ports

object

14

The port numbers used for discovery and (
traffic.

SPDPInterval

string

1.4

The interval at which SPDP messages are
The default corresponds to about 80% of
participant lease duration with a maximum36f
S. Recognized units arday, hr (hours), min
(minutes), s (seconds),ms (milliseconds), us
(microseconds), anas (nanoseconds).

SPDPMulti-
castAddress

string

14

The multicast address used for participant
covery. Defaults to the SPDP addrg
239.255.0.1

tag

string

14

A tag that domain participants to be discove
must match in addition to the domain ID.
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Field Name Type DDS Versions Description

base integer 1.4 The base port number. The defaulf40Q

domainGain integer 1.4 The gain applied to the domain id to determ
the port number. The default280.

multicastDataOffset integer 1.4 The offset applied to the base port numbe
determine the multicast data port number. ]
default isl.

multicastMetaOffset integer 1.4 The offset applied to the base port numbe
determine the multicast meta port number. ]
default isO.

participantGain integer 1.4 The gain applied to the participant index to
termine the port number. The defaulRis

unicastDataOffset integer 1.4 The offset applied to the base port numbe
determine the unicast data port number.
default is11.

unicastMetaOffset integer 1.4 The offset applied to the base port numbe
determine the unicast meta port number.
default is10.

Field Name Type \ DDS Versions  Description

autodetermine boolean 14 Whether to let DDS determine the network
terfaces automatically. The defaultise.

address string 1.4 The address of the interface to use.

name string 14 The name of the interface to use. If battdress

and nameare provided the address must ma
the interface name.

allow_multicast string 1.4 A commaseparated list controlling of some
the following keywor
or either of Af al sec(
control if DDS uses multicast on the interface

multicast string 14 If set todefaultit will use the value as returne
by the operating system. If set taue it will
enable multicast on the interface regardles
the operating system state.

preferMulticast boolean 14 Whether to prefer multicast over unicast wk
unicast would suffice.

presenceRequired boolean 14 Whether the interface must peesent.

priority integer 14 The priority of the interface. The defaultls

In summary, the DDS binding in the AsyncAPI server specificatias been use configure all aspects of
the DDS domain the evedtiven applicatiorparticipates in.

A communication between participants is described by an AsynCA&hnelthat maps to DDS topic(s). The

DDS channel binding extends the channel specification®g policieobject. A full list of applicable QoS
policies can be found in the DDS specification v1.4 and each QoS policy should be provided as part of the
DDS binding to enable their proper configuration. Furthermore, each AsyncAPI channel is associated with a
set of messages that correspond to DDS data types. In contrast to an AsyncAPI ehBxtel{opic only
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supports a single data type thus if an AsyncAPI specification describes an application with several messages
per channel, we must ensure that the DDS binding and supporting tools (e.g. the code generator) map each
valid combination of AsyncAPI channel and message to a distinct DDS topic.

Table9. DDS Operation Binding Object

Field Name Type DDS Versions ‘ Description

gosPolicies list 14 Defines QoS policies for the operation. Find a lisapli-
cable QoS policies below. If the DataReader or DataW|
inherits the QoS settings from their Publisher or Subs
er, respectively, the QoS policies are not required.

publishers list 1.4 The publisher objects the DataWriter belonging to a s
operation is associated with.
subscribers list 1.4 The subscriber objects the DataReader belonging to

ceive operation is associated with.

Table10. DDS Publisher Object

Field Name Type DDS Versions ‘ Description

name string 1.4 The name of the publisher object the DataWriter is ass
ated with.

gosPolicies list 1.4 QoS policies applied to the Publisher.

Table11. DDS Subscriber Object

Field Name Type DDS Versions ‘ Description

name string 14 The name of the subscriber object the DataReader is
ciated with.

gosPolicies list 14 QoS policies applied to the Subscriber.

Table12 Subset of DDS QoS Policy Objects

QoS Policy Field Name DDS Versions  Description

kind string 14 One of best_effort or reliable.

The maximum blocking time. The default
Reliabilit : 100 ms. Recognized units are day,
Y max_tti)rlr?gkmg string 14 (hours), min (minutes), s (seconds),

- (milliseconds), us (microseconds), and
(nanoseconds).

The period of the deadline. The default
INFINITE. Recognized units are day,

Deadline period string 14 (hours), min (minutes), s (seconds),

(milliseconds), us (microseconds), and
(nanoseconds).

One of volatile, transient_local, transient,

Durability kind string 1.4 persistent,
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Participants of a DDS domain communicate using read/write operations bedatenvriters and data

readers AsyncAPloperations and theirsendandreceiveactions map directly to DDS data writers and data
readers. In addition, DDS data writers and data readers may be associated with a DDS Publisher or DDS
Subscriber, respectively, and may inherit the QoS settings of their Publisher and Subscriber or set their own
QoS policies. As a result, the DDS operations binding (c.f. Table 5) allows us to define Ix$ pblicies

per operation or specify a DD@ublisherobject (c.f. Table 6) for write operations and a DEbscriber

object (c.f. Table 7) for read operations. Table 8 highlights the specification of a subset of available QoS
policies available to DDS publishers and subscribers.

Figure 1 provides an example of using the experimental DDS binding (indicatet) by gpecify a reliable
service that receives sensor readings and actuator status variables of a robot and publishes its predictec
trajectory every 20ms.

An AsyncAPI specification using the described DDS bindings can be processed by existing tooling, e.g. by
AsyncAPI Studio to generate documentation, by using the extension mechanism. We further validate the
correctness antunctionality of resulting DDS applications by providing a rudimentary code generator for
CycloneDDS and python.
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3.2.3.2.2.CycloneDDS code generator for AsyncAPI
Note This development is not endorsed in the software attachment due to privacy concerns.

The AsyncAPI React template rendering engine has been leveraged to implement a code generation solution
capable of producing Python code utilizing the CycloneDDS framework. This code generator is built upon the
experimental DDS binding of the AsyncAPI specification, validating the soundness of the mapping between
DDS concepts and AsyncAPI primitives by yielding functional CycloneDDS applications from an interface
specification. The organization's efforts have focused on implementing and validating the representation of
fundamental DDS concepts, including topics, data writers/readers, publishers, subscribers, and a subset of
guality-of-service objects within the AsyncAPI binding. The AsyncAPI React generator SDK facilitates the
implementation of code generators by parsing a specification and providing a straightforwdtd Akldract

with the parsed AsyncAPI objects, such as messages, channels, operations, and bindings.

cycl ompead®dusb | i sher cycl omaddd scri ber
participant: cyclonedds.domain.DomainParticipant participant: cyclonedds.domain.DomainParticipant
gos: cyclonedds.core.Qos gos: cyclonedds.core.Qos
JaN N
Robot Gyr|o RobotlLocht Robot Mot|or X
Robot TrajectloryPr e
publ i sh publ i sh publ i sh
1.n 1.n| 1.n
1.n] 1.n 1.n| 1.n 1.n| 1.n
. instantiate
instantiate
instantiate
instantiate
1 1 1
cycl omeadddast a Wil i t er cycl oredglosp i [c cycl omadhas aRe
1

Robot TrajectoryPred|cto

robotTrajectoryPredictor: RobotTrajectoryPredictor

ondatavail abl e

)

cycl omerdidisst enfer

The CycloneDDS generator creates a python data class per AsyncAPI message and associates each DDS topi
with a unique tuple of AsyncAPI channel and message. For each AsyncAPI send/receive operation, the
generator instantiates a data writer/reader and associates each data writer/reader with a publisher/subscribe
using the operations DDS binding. In addition, for each data reader of a subscriber, the generator sets up a
DDS listener. The DDS listener implements a callback that triggers when new data is available on the topic of
the corresponding data reader. Optionally, the C
objects with a data writer that enables data readers to send a response on a defined topic.

A functional python CycloneDDS application from the robot trajectory example has been generated. The

resulting application publishes a robots position, orientation, and speed on corresponding topics and a
trajectory predictor component subscribes to the topics to use the received messages to calculate and publisk
the predicted trajectory of the robot. All send and receive operations are specified to be reliable, messages

13 https://github.com/asyncapi/parsapi/blob/master/docs/api.md
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being volatile, and occurring periodically with a deadline. The corresponding QoS policies are automatically
added to the publisher and subscriber and applied to the data writers and datafeadars. showcases a

UML class diagram of the resulting DDS publishers and the RobotTrajectoryPredictor DDS subscriber and its
DDS Listener that is activated when a data reader has messages ready.

When the CycloneDDS application executes it creates a thread per publisher and subscriber and reads/writes
data as specified in the QoS policies. The resulting output can be seemndrss,

Note how the RobotTrajectoryPredictor receives twice as many RobotStateSpeed and RobotStatePosition
messages than RobotStateOrientation message since their periods in the Deadline QoS policy as shown in the
specificationdiffer by a factor of two.

3.2.3.3. AsyncAPI for ROS 2

Robot Operating System 2 (ROS 2) is an epeurce middleware framework designed for Hteéak, scalable
communication in robotic systems. It builds on standards like DDS and Zenoh to facilitate effective data
exchange crucial for complex robotic architectures. Supported by a vibrant community, ROS2 provides access
to thousands of readgp-use, communitdriven libraries, making it an indispensable tool for rapid
prototyping and deployment across various seétérem industrial automation to autonomous vehicles. Its
robust features enable efficient mulbbot interactions and seamless crpksgform operations, contributing
significantly to its widespread adoption.
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Integrating ROS2 with AsyncAPI presents an exciting opportunity to standardize interface specifications in
robotic applications. Wi th ROS206s topics aligning
subscribers corresponding to AsyncAPl 6s send and
synergy. However, integration must address R@Sific Quality of Service (QoS) settings, which lack

direct AsyncAPI equivalents. Developing an AsyncARDS2 binding would effectively encapsulate these

QoS parameters, facilitating precise and reliable system configurations. This integration not only promises to
streamline the specification process but also enhances interoperability and innovation within the robotics
community.

3.2.3.3.1. An Experimental AsyncAPI Binding for ROS 2

We describe an experimental binding for messages, servers, channels, and operations that enables specifyin
eventdriven applications in AsyncAPI. This binding is particularly relevant for ROS 2, which can use either
DDS or Zenoh as its middleware.

Server Binding Object

In ROS 2, the server binding object contains information about the server representation. Since ROS 2 can use
decentralized middleware with no central server, the host field can be set to localhost. When using Zenoh, the
host field specifies the Zenoh Router IP address.

ROS 2
Field Name Type Versions Description

rmwimplemen- string all Specifies the ROS 2 middleware implementation to be used.
tation values includemw_fastrtps_cpjiFast
DDS),rmw_cyclonedds_cpfCyclone
DDS),rmw_connext_cpgRTI Connext),
andrmw_zenoh_cpgZenoh). This determines the underlying m
dleware implementation that handles communication.

domainid inte- all All ROS 2 nodes use domain ID 0 by default. grevent interfer-
ger ence between different groups of computers running ROS 2 0
same network, a group can be set with a uniqgue domain ID.
be a nomegative integer less than 232.

SErvers:
ros2:
host: localhos

protocol: 52
protocolVersion:

bindings:
ros2:
rmwImplementation: rmw_
domainId: 8

Operation and Channels Binding Object

AsyncAPI operations, with their send and receive actions, map directly to ROS 2 subscribers, publishers,
actions, or services:

9 send-> publisher, action_client, service_client
1 receive-> subscriber, action_server, service_server
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Unlike DDS, which only maps send/receive operations to publishers and subscribers, ROS 2 also includes
request and response operations, encompassing services and actions. Each operation binding maps to
channel object with a ROS 2 role, node, and QoS policy object:

Table14. ROS 2 Operation Binding Object

ROS 2

Field Name Type Versions  Description

role string all Specifies the ROS 2 type of the node for this operation. \
values are: publisher, subscriber, service client s
vice_server, action_client, action_server. This defines hoy
node will interact with the associated topic or action.

node string all The name of the ROS 2 node that implements this operati

gosPolicies object all Quality of Service (QoS) for the topic.

Table15. ROS 2 Quality of Service Object

ROS 2

Field Name Type Versions  Description

reliability string all One of best_effortor reliable. More information her&OS 2
QoS

history string all One ofkeep_lastkeep_allor unknown. More informatior
here:ROS 2 QoS

durability string all One oftransient_locabr volatile. More information herd&20S
2 QoS

lifespan integer all The maximum amount of time between the publishing ang

reception of a message without the message being cons
stale or expired:1 means infinite.

deadline integer all The expected maximum amount of time between subse(
messages being published to a togianeans infinite.

liveliness string all One ofautomaticomanual. Moreinformation hereROS 2
QoS

leaseDuration integer all The maximum period of time a publisher has to indicate tH

is alive before the system considers it to have lost liveling
1 means infinite.
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receiveCmdvel:
action: re
channel :
$ref:
bindings:
ros2:
role: subscriber
node: /turtl
qosPolicies:
history: unk
reliability: r

liveliness: au
leaseDuration:

Message Binding Object

ROS 2 message types, defined in .msg, .srv, or .action files, are mapped to AsyncAPIl message payloads. The

durability: volatile
lifespan: -1

deadline: -1

MatT1c

-1

following table describes how to map ROS 2 type to AsyncAPI types and format:

ROS 2 Type AsyncAPI Type AsyncAP| Format
bool boolean boolean
byte string octet
char integer uint8
float32 number float
float64 number double
int8 integer int8
uint8 integer uint8
intl6 integer int16
uintl6 integer uintl6
int32 integer int32
uint32 integer uint32
int64 integer int64
uinté4 integer uinté4
string string string
array array --

3.2.3.3.2.ROS 2 code generator for AsyncAPI

Note The software associated to this development is not included in the compressed file since it is undergoing

its own opersourcing process (SIEMENS). It will be available in due time for the community.
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The primary objective of our code generator is to utilize AsyncAPI tools equipped with ROS2 bindings to
systematically transform the specified information into ROS2 interface definition files, including .msg, .srv,
and .action files, as illustrated i

These generated ROS2 files, supplemented adtitional details from AsyncAPI, serve as the foundation for
deploying a comprehensive ROS2 application. The code generator is specifically optimized for integration
with low-code tools, as discussed in Chapter 4.2.1.3. It extracts key elements such as topic names, interface
descriptions, and Quality of Service (QoS) settings from the AsyncAPI specifications. Utilizing this
information, the tool generates C++ code for ROS2 components, including subscribers, publishers, action
clients, and service clients.

The application of this generated code for low code tools facilitates efficient development workflows,
enabling rapid prototyping and deployment of ROS2 applications. Detailed usage and benefits of this
approach are further elaborated in the subsequertrmagier.

3.2.4. Low-code tools

The integration of lowcode tools into the aerOS project represents a significant step towards democratizing
the development process and enhancing the system's flexibility. At the heart of this integration lies the
implementation of behaviour trees, a graphical-tmele application that do not directly orchestrate services
within the aerOS domains, but instead function as a graphicatdoe interface that triggers functionalities
within already running applications with different parameters.The behaviour trees enable users to define
triggers that activate specific services' functionalities, without initiating or terminating the services
themselves. This approach ensures a-fisardly method for modifying the operational logic, where users

can interactively change the services to be triggered and adjust their parameters with ease.

aerOS Domain 1

Behavior Trees
e}

= aerOS

Service ]l [ Service 2 Domain 2

‘

In this illustrative example of the application of behavior trees within the aerOS framework, showcasing their
role in triggering functionalities across different aerOS domains. The behavior tree was strategically
configured to initiate specific functionalities of service 1 within aerOS domain 1, as well as trigger
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functionalities in service 2, which could be executed in an external aerOS domain 2. Thidoonass
interaction demonstrated the interoperable design of the aerOS system and the flexible nature of the behaviour
trees.

In addition to the integration of behavior trees, N&ED flows hae been employed as another loade

tool within the aerOS project. NodRED is a graphical programming tool that allows users to create and
deploy applications through a browdssed interface. The integration of NGRED flows into the aerOS

system further enhances the system's flexibility and ease of use, complementing the capabilities provided by
the behavior trees.

Users will be able to leverage the intuitive, deagtdrop interface of Nod&®ED to define custom workflows
and integrate various functionalities within the aerOS ecosystem.

This lowcode approach will empower system administrators and users to rapidly configure and adapt the
system's behavior without the need for extensive programming knowledge.

aerOS Domain 1

nodeRED
- Service 1

] aerOS
,‘ st 8 Domain 2

As in the behavior tr &«kEDisto wigger fupctioaalitiest abress differeneaer®$ N
domains. This tool has been used within the MVP, as discussed in Chaper

The incorporation of behaviour trees and N&IeD thus represents a nuanced enhancement of the aerOS
system's responsiveness and adaptability, providing users with powerful tooiuemce the system
behaviour dynamically while leaving the core orchestration responsibilities to the HLO and LLO.

3.2.4.1. Generate skills from AsyncAPI for Low Code tools

Within a e r Gc®jie, two lowcode tools were employed: Ne&ED and Behavior Trees. Both platforms

offer intuitive GUIs that facilitate the integration of interfaces and the management of data transmission using
protocols such as ROS2, REST, MQTT, and other industrial standards. Code generators can be utilized to
create specific blocks within these tools, significantly enhancing usability and streamlining development

processes.
\ Eap——
s
ROS2 AsyncAPI

DDS i
specification

OPC-UA Node-RED

As can be seen iRigure44, an AsyncAPI specification for the machine acts as the blueprint for generating
these skills or blocks. This specification is transformed into C++ code for Behavior Trees or JavaScript code
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for NodeRED. The generated blocks in the loade tools represent specific robotic skills. Users can connect
these skills or blocks via the GUI, efficiently deploying robust applications.

To further streamline the process, AsyncAPI specifications for machines can be auto generated, offering
significant benefits, particularly in brownfield environments where manually documenting existing interfaces
in an AsyncAPl YAML file is both timeconsuming and labotintensive. For instance, in machines utilizing
ROS2, the AsyncAPI specification can be automatically created using ROS2 interface files (.msg, .srv,
.action), as detailed in the previous subchapter. Alternatively, information can be extracted from live
monitoring tools, although this approach necessitates an operational machine to accurately cafitoee real
interface dynamics.

3.2.5. Technologies and standards deployed in MVP

Technology/Standard  Description Justification
OpenAPI A specification for building anq¢ Enables clear, standabdsed documentatior
documenting RESTful APIs. simplifies APl development, and increases

interoperability.

Web-based tool for| Tools that provide visualizatio| Facilitates easy access to APl documenta

OpenAPI (e.g.,| and interaction with OpenAR for developers, promoting easy testing 4

SwaggerUI/Redoc) documents. reducing onboarding time for ne
developers.

Code Generator (e.g., Automated code generation tool{ Speeds up the development process

Swagger Codegen) that produce client and server | generating boilerplate code for the MV,

code from arDpenAPI specifica-| allowing  developers to  focus G

tion. implementing unique business logic a

speeding up timéo-market.

NodeRED Graphical programming tool that| It provides a Ul to send commands to
allows users to create and deplo| service and automatically publish t
applications through a browser | outcome of those commands into an 10
based, lowcode interface. block.

3.3. aerOS service and resource orchestration

3.3.1. Main functionalities

3.3.1.1. aerOS continuum ontology entities as a single source of truth

The aerOS continuum ontology described in section 3.1.3.1 of D4.2 has been designed having into
consideration two essentials pillars in the aerOS architecture: (i) Domain federation and continuum
management; and (ii) Decentralized orchestration. When it comes to aerOS orchestration, this ontology tries
to facilitate the complex orchestration process in a distributed and decentralized environment such as the loT
EdgeCloud computing continuum, so the initial Intention Blueprint (in TOSCA format), which includes
information of the service orchestration requested by a user through the Management Portal, is translated into
several NGSLD entities so as to avoid the requirement of deploying additional databases for storing these
TOSCA files in each domain, leveraging the stablished aerOS Federation and Data Fabric to store and share
these entities in a decentralized way. This conceptual data model will be enhanced to describe more important
data that is being identified as the project moves further, such as advanced network or communication links
among services, or storage requirements needed by services components.

In the first iteration of the continuum conceptual data mdaistyiceentities (e.g. an IoT service) are linked to
a set ofServiceComponente.g. the IoT Edge and Central Cloud service components), which indeed are the
core entities of the orchestration as the whole orchestration process is performed independently for each
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ServiceComponent. In addition, these entities contain specific attributes that will be later used by the
orchestrator components: location requirements, Service Level Agreements, execution information, etc.

Moving to the specific interaction of aerOS orchestrator components (see section 4.3.2) with the ontology,
HLO Data Aggregator uses thErequirementattribute value to perform a preliminary filtering to select the
candidate IEs that are able to run the component of a service in terms of computing resources, location, real
time capabilities, é Further mor e, the monitoring
the HLO Allocation Engine, along with additional ServiceComponent running requirements (e.g. custom
SLAs), to feed the Allocation Al Algorithm. After the allocation decision of this algorithm, the
Implementation Blueprint (as a K8s Custom Resource) is sent to the selected LLO, which retrieves the
execution information (container 1| mage, cl i argum
the ServiceComponentArtifactsntity of the ServiceComponent to deploy the requested workload in the
selected IE. Finally, the ServiceComponent entity is updated with the result of the orchestration process
(deployed I E, status, ¢é) to allow its further mon

3.3.1.2. High-level Orchestration components decomposition

As described indeliverable D3.1, the HigHevel Orchestration part in the mulével orchestration
architecture is responsible for the smart placement of the services inside the federated domains taking into
account the services requirements and the infrastructure constraints. It interacts with thevelow
Orchestration to communicate the final decision.

Considering its complexity and the engagements of many partners in its development, thevehigh
orchestration has been decomposed into different components illustrated in Figure 9. Each component is
responsible for specific duties of this orchestration level.

The HLO Storage Engineis responsible for converting the user service definition in TOSCA format and
transforms it into a set of data entities to be stored using B %Indpoint.

The HLO Data Aggregation and Alert systemis responsible for aggregating all the required data for the
smart allocation. It also triggers the remaining stages in the placement process.

The HLO Allocation Engine is responsible for the Al part in the HLO. It receives the services requirements
and infrastructure elements constraints to provide the allocation decision.

The HLO Deployment Engineis the component interacting with LLO and transforms the allocation decision
from theHLO Allocation Engine and converts into a deployment request to the LLO.

3.3.1.3. Multi -Low Level Orchestrators support for multiple resource
orchestrators

In the aerOS architecture, different types of infrastructure elements are considered to support rich types of
compute resources such as Kubernetes clusters, limited compdtdes such as Raspberry PlIs etc. From the
D3.1 deliverable, Operators watching an aegp&cific custom resource in the Low Level Orchestrator
handle the actual deployments ofcaled Service Components in these compute resources.

The support of such resources requires flexibility and decoupling in the development of these operators.
Depending on the containerization runtime deployed in the infrastructure element defining its type, a
corresponding operator manages the deployment of service components.

The components constituting two types of {awvel orchestrators (dockerd and K8&ve been described in
previous deliverabledt is important to note that each operator watches a different set of Service Components
Custom Resources. To allow such separation, different kinds of Custom Resources Definitions are provided
for each lowlevel orchestrator type but are consistent in their schemas.
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3.3.1.4. Connectivity and energy support orchestration in aerOS continuum
ontology

The aerOS continuum ontology has provided the modelling tools for the internal functioning of the aerOS
orchestration system. Nevertheless, certain models were missing but are important for the optimization of the
allocations of Service Componeritgo the IEs. In this regard, two modelling aspects were added. The first
one being the connectivitiJetwork LinkandNetwork Porthave been added to the continuum ontology. They
allow to model how Service Components in the current topology are connected, creating a netwayrk overl
that is automatically orchestrated as part of aerOS. These added concepts can also be augmented with
optimization constraints such as latency and bandwidth. These allows further adaptation to the application
nature of the usefThe second onerelatedto energyontologies have been added to accommodate two
modelling needs. Energy efficienbpsbeen integrated as part of terequirements andefines the required
compromise between computation and energy of the runginghe Energy Sourcentology independently
defines the percentage of green energy supplied to the infrastruidtereser can provide a minimugneen
energyrequirement irthe applicationblueprint

3.3.1.5. High-level Orchestration Allocator Al algorithm

As part of the architecture of th¢LO, the Al algorithms constitute the core of the smart mechanisms in the
allocation of the services resources and deployed in the HLO Allocator. Any proposed Al algorithmic
approach passes through different steps before final integration.

1- Design of an Al algorithm for the continuum.

2- Test and validation with simulation data.

3- Input and Output adaptation for the HLO Allocator data formats.
4- Final deployments and tests.

In the context of aerOS, different algorithms have been designed, then tested and valmaeer, due to
thecurrent stage of the project, only some of them have been able to be deployed over real data (those used in
the MVPv2). Others have been developed and tested over simulated data (compliant with aerOS data models
and structure).

In the next pages, a summary of #igorithnic approachedeveloped can be found.

- A Deep Reinforcement Learning (DRL) Allocator

This has been the algorithm used in the MVPv2 validation of aerOS. Therefore, it has been the only one
applied over a real, functional aerOS continu(@omposed of three domains: CloudFerro (entrypoint),
NCSRD and mobile domain).

In this casethe development of HLO Allocator Al Algorithmutilizing aDeep Reinforcement Learning
(DRL) approach based on tretablebaseline8 framework wasperformed The work encompasses the
creation of a synthetic dataset for training the DRL model, the integration of the allocator into the HLO, and a
performance comparison with Mixed Integer Linear Programming (MILRpproach, which has been
identified as significantly slower. The development adheres strictilathine Learning Operations
(MLOps) best practices to ensure scalability, reproducibility, and maintainability.

The decision to employ a DRL algorithm stems from the need for an efficient and scalable solution to the
allocation problem within the HLO. DRL offers the ability to learn complex policies that can generalize over a
wide range of scenarios, making it suitable for dynamic and diverse environments. Unlike traditional
approaches such &&ixed Integer Linear Programming (MILP), which-calculate the optimal allocation for
every request, DRL shifts the computational overhead from online calculation to offline training through
backpropagation. During inference, the allocation action is computed using a neural network, resulting in
significantly reduced computational effort for each allocation request.

In the context of thaerOS federation, which supports large networks and distributed systems across multiple
domains, scalability is a crucial requirement. DRL enables higher scalability orregpest basis, allowing

for a larger number of devices within the same domain. For example, while a MILP approach with similar
objectives requires approximately one minute to compute allocations for a network with 60 devices, our DRL
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approach requires less than one second. This translates to a saving of approximately 59 seconds per allocatior
request compared to MILP.

TheHLO Allocation Enginereceives as input the service component to be placed andfétepesl list

of IE candidates from the HLO Data Aggregation and Alert System, as defined in the protobuf message
format. The DRL approach utilizes the service component definition, including its constraints, and the
resources of an IE, such as memory usage, to minimize the expected latency between service components an
the overall power consumption. The output of the HLO Allocation Engine is an allocation mapping between
the service component and an IE, and optionally, the previous IE if the service was deployed previously.
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As illustrated inFigure45, the HLO Allocation Engine based on Blih.Ops pipelinestructure to ensure future
scalability and maintainability has be@anplemented. The approach is divided into three main parts, each
subcategorized into specific functions:

- ML Foundation:

o0 Redpanda Data Aggregator Endpoint: Collects data from the HLO Data Aggregation and
Alert System.

o Data Modeller: Structures and models the incoming data.

o Data Schemer: Defines and manages the schema of the data for consistency.

- ML Core:

o Anomaly Handler: Detects and handles anomalies in the data.

0 Feature Engineer: Processes and transforms raw data into meaningful features for the model
inference.

o Data Validator: Ensures data quality and validity.

0 Model Inferencer: Performs inference using the trained DRL model.

o Output Post Processor: Refines and formats the model output for downstream applications.

- ML Auxiliaries:

(0]

Output API / Redpanda Broker: Manages communication and data exchange between HLO
Allocator Engine and HLO Deployment Engine.
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In DRL, an agent learns to make decisions in a complex environment by interacting with it and receiving
rewards or penalties for its actions, as showRigure46. The goal is to learn a policy that maximizes the
cumulative reward over time. TiMaskablePPQ@ilgorithm is employed, a variant Bfoximal Policy
Optimization (PPO), which is a popular modiede, onpolicy DRL algorithm.

Concrete Example of DRL in HLO Allocation

In the aerOS DRL approach, the action during inference is the selection of an IE for a given service
component. For instance, the agent might select "IE 2" for the service component "Server". To prevent the
selection of unsuitable IEs, such as those exceeding certain resource thresholds (e.g., IEs larger than "5"),
action masking to exclude these possibilities is employedreward function is defined as:

YQU OI Yhéi o

Thecostincludes factors such as:

1 Latencybetween service components.
9 Estimated power consumptiof theservice component on the IE.
1 Penalty for CPU overloaifithe allocation would exceed the IE's CPU capacity.

Since DRL algorithms aim tmaximizethe reward, multiplying the cost by effectively turns the problem

into a cost minimization task. The state and reward are used by the critic to train the actor neural network,
which then selects the actions. By continuously interacting with the environment and receiving feedback
through rewards, the agent improves its policy over time.

Synthetic Dataset Generation for Training

Although the environment is fixed and could, in theory, generate random states, training can be improved both
in efficiency and time by using a pdefined dataset that resembles #walld scenarios. To achieve this, a
synthetic dataset with differestzed networks in a hierarchical form and services with one or more
interdependent service components was generated. This dataset contains:

- One hundred samplésr each network size between 1 and 100.
- Zero to 200 samples for services with 1 to 30 interdependent service components.

By matching services with networks in the dataset, we can train the DRL model effectively. -Tizenga
network can then be used for inference on actual allocation requests.
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Multi -Tenancy Gaming approachfrom Slice Resource Provisioning perspectivéheoretical)

aerOS consortiurauggestdthe investigation ofhe maximization of total profit for all users through a Profit
aware Slicing Resource Provisioning approach with Midthancy Gaming (RBITG) algorithm towards
the orchestration of microservices across aerOS domains. In this context, the microaesvicesidered as
Slicing Resource Provisioning due to its direct connection with mobile communications domain.

The results of this work have been published in the artitiofit-Aware Proactive Slicing Resource
Provisioning with Traffic Uncertainty

A summary of this work is as follows:

The proposed approach consists of two main steps. First, a Slicing Requ@bePkeAlgorithm is developed

to verify whether the slicing satisfies predefined conditions related to anticipated bandwidth requirements,
slots, and wavelengths. After the jeeck, the set of slice requests that can be served by the tenant is
determined. Next, the Sli€eenant Matching for Credible Prediction Algorithm begins, involving a loop that
matches tenants with users. Each user selects the most profitable tenant. If network congestion occurs after
serving a user, the algorithm updates resource information and costs for all tenants before finalizing the match
and updating the related costs, profits, and paths.

The proposed profiaware resource provisioning algorithm using anbde networkwas elevatedFor this
evaluation, 200 services are generated by intercepting and scalivgorighbata, with the sliced data traffic
constrained to a range ofl® Gbps. The delay for each slice is randomly selected within the range of 40 ms
to 100 ms, with 10 ms intervals. Ahsed (GRtbased) prediction, as discussed(1), is used to make
predictions and assess the credibility of the results. The experiment spans 24 consecutive tiffeedRPs.
MTG algorithmachievedan overall accuracy of 7.26%, slightly trailing behind the FIX algorithm at 7.95%.
However, PSMTG offers a marginal advantage in terms of overall user benefit accuracy. Additionally, the
refusal rate of sliced services across the different schewassassessedlo highlight the algorithm's
effectiveness, the servicegere intentionally overloadedvhichresultedin a higher rejection ratio. Notably,

the PSMTG algorithm demonstrates the lowest service rejection rate, while the FULL algorithm consistently
shows a high rejection ratio. In contrast, the FIX algorithm exhibits a fluctuating rejection rate, peaking at
23%.

- Adaptable Computing and Network Convergencelgorithmic approach (theoretical)

aerOS consortiunproposed a fundamental framework called Adaptable Compbiiggork Convergence
(ACNC), designed to address the challenges of autonowrahestration of cloud and network resources.
ACNC is an Ml-aided framework that integrates computing and networking resources to efficiently manage
dynamic and voluminous user requests with stringent QoS requirements. Even though this algorithm has not
been able to be deployed over aerOS infrastructure (due to several reasons), it is being further explored and
has been tested over certain 6G infrastructure conditions.

The results of this work have been publisteeda preprint in arXiv. iTowards a Dynamic Future with
Adaptable Computing and Network Convergence (A©NC)

A summary of this work is as follows:
ACNC comprises several key components:

A State Recognition and Context Detection: ACNC employs dimension reduction techniques to
generate live, holistic, and abstract system states in a hierarchical structure. Continual Learning
(CL) is used to classify these system states into contexts, each managed by dedicated ML agents.

A Resource Orchestration: The framework includes art@etid orchestrator that collaborates with
domain orchestrators (network and computing) to allocate resources efficiently. The orchestration
process isclosed loop ensuring that resources are dynamically adjusted to meet changing
demands.

As the system size increases, ACN& demonstrated over a simulated environraptimal performance in
terms of energy consumption and total profit. The DB&WN approach in ACNC, which uses Graph Neural
Networks (GNNs), outperforms the standdddubleDeep QLearning DDQL) approach, indicating the
effectiveness of incorporating graghaped system states in decisiaking..
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Predicting Network Metrics for Managing Mobility and Reallocation (theoretical)

aerOS consortium proposegeedictionrbased intelligent network analytics framewaik that the allocation

of microservices can be done based on the forecasted behaviour of the néhtioixating user demand and
network conditions, would enable proactive adjustments by HLO in aerOS whenever deploying services.
Since this approach has not been validated over real aerOS continuums, the demonstration is supported ovel
6G theoretical infrastructure, includimgstorical data.

The results of this work have been publishheda scientific artictefiNetwork Slice Mobility for 6G Networks
by Exploiting User and Network Predictidon

A summary of this work is as follows:

The work exposedoperaté within a distributedCloud-edgeloT ervironment, where resource predictions

guide decisions on scaling, migrating, or reallocatiegvises. By prioritizing highvalue services and
leveraging complementary load profiles across servers, the approach ensures that resources are utilized
efficiently while reducing the costs associated with molditigllocation It assumes a timslotted system and

uses traffic prediction methods to obtain accurate prediction information. The scheme prioritizes based on
their importance and uses the prediction information to decide on scaling up/down or migrating slices to
different servers.

Anomaly Prediction and Resource Allocationtheoretical)

aerOS consortium proposedramework to locate the potential microservices/slices anomalies and decide the
resource allocation strategies simultaneously by
a sliceonly perspective, thalignment with aerOS was permeated across this effort, so that the inner dynamic
adjustment (e.qg., slice splitting, merging, and scaling) can be applied.

Also, building on top of the work n T3.5 of aerOS (salfareness), this approach, by monitoring the running
status of physical/virtual nodes, the connectivity of physical/virtual links, and the latencies of different service
function chainsinthesub | i ces | evel and slice | evel, sl ice an
of servicelexperience (QoS/ QokE) by ensuring user
computing capacities, and content availabilities.

The results of this work have been published s&entific article iuser Request Provisioning Oriented Slice
Anomaly Prediction and Resource Allocation in 6G Netwrks

Markov -Decision Processs the based fofjoint Service Migration and Resource Allocation in
Edge loT System(theoretical)

aerOSteam alsgoroposed aomprehensivapproach to address the joint optimization of service migration
and resource allocation in CloittigeloT computing continuumgere, the approach had as main target to is

to minimize access delay while maintaining service continuity for loT users in a dynamic environment
characterized by user mobility and constrained edge server resources.

The results of this work have been published asientific article iJoint Service Migration and Resource
Allocation in Edge 10T System Based on Deep Reinforcement Learning

. The proposed methodology relies on a deep reinforcement learning-faBR&g algorithm to dynamically

adapt to changes in system conditions and user requirements. The poblaBotationis formulated as a
Markov Decision Process (MDP) with defined states, actions, and a reward function. The state includes
information about predicted user locations, edge server resource availability, asdruseassociations. The
actions consist of binary migration decisions and continuous resource allocation parameters. The reward is
designed to incentivize minimizing total task processing delays. The algorithm offers a scalable and intelligent
solution for optimizing service migration and resource allocatioraénOS computing continuumsts
integration of mobility prediction, hybrid action space handling, and D&ied optimization ensures
enhanced service continuity, reduced delays, and improved resource utilization.

A Priority -Aware Energy-Efficient Approach for Latency-Sensitive Applications(theoretical)
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aerOS consortium proposega#aority-aware solution for the autonomous orchestration of cloud and network
resourceshat had as basis the configuration of 6G networks. Applicability to aerOS would be demonstrated in
a futureinitiative.

The results of this work have been published as gipne in arXiv: AORIENT: A PriorityAware Energy
Efficient Approach for Latene@ensitive Applications in 65

A summary of this work is as follows:

The approachs designed to address the joint problem of service instance placement and assignment, path
selection, and request prioritization, collectively referred to as PIRA (Placement, Instance Assignment,
Request Prioritization, and Allocation). The primary objective is to maximize the system's overall profit,
defined as a function of the number of concurrently supported requests, while minimizing energy consumption
over time. This is achieved while considering ¢o@nd latency requirements and resource capacity
constraints.The proposed approadéverages a combination of Double Dueling Deepdarning (D3QL)

and GNNs to encode the state of the system and make optimal resource allocation decisions. The solution is
particularly suited for latenegensitive applications in 6G, where stringent QoS requirements must be met
efficiently, however, as mentioned, it would be for interest in the regular aerOS implementation cases.

Customizable Hybrid Isolation for Vertical Slicing approach (theoretical)

aerOS consortium proposedhavel flexible hybrid isolation model and addresses challenges in slice resource
provisioning with uncertain traffic in transport networkdter this scientific work under task T3.3 of aerOS,
that targets resource (mobile network slices) allocata dynamic programming algorithm efficiently handles
grouping, and an iterative adjustment algorithm-funees resource allocation based on probabilistic analysis.

The results of this work have been publishedaascientific article AiProbabilisticAssured Resource
Provisioning With Customizable Hybrid Isolation for Vertical Industrial Sliding

Multi -Agent Actor-Critic (MAAC) algorithm for Heterogeneous Edge Caching Learning with
Attention Mechanism Aiding approach (theoretical)

aerOS consortium proposeadnovel multiagent, neighbodaware actocritic (NAC) framework, inspired by

the Multi-Agent ActorCritic (MAAC) algorithm was developed in order to optimize edge caching strategies.

The work uses an attentidrased multagent caching replacement strategy. Agents can learn from
neighbouring Base Stations (BSs), improving caching decisions through shared knowledge. Consequently,
caching states can be exchanged between BSs, facilitating better information sharing, such as content size anc
type. In this approach, both time and space factors were incorporated as observations to analyse the influence
between BSs through the critic network, using an attention mechanism. Each BS, acting as an agent, has its
own critic network and can observe the historical caching states of neighbouring BSs. This process combines
distributed local training with centralized global learning.

The results of this work have been published asientific article fiHeterogeneous Edge Caching Based on
Actor-Critic Learning With Attention Mechanism Aiding

Joint Network Slicing, Routing, and In-Network Computing approach (theoretical)

aerOS consortium proposed slicing-based solution for the autonomous orchestration of computing
continuum network resources, particularised in +gereration mobile networks.. The solution involves
formulating a Mixedinteger Linear Programming (MILP) problem that considersterghd capacity and

QoS constraints. Given the Nfard nature of the problem, a heuristic algorithm is proposed,JSWN

(Water Fillingbased Joint Slicing, Routing, and-MNetwork Computing), which provides negptimal
solutions with significantly reduced execution times compared to optimal approaches. This makes it highly
suitable for practical reatorld applications, particularly in the context of autonomous resource orchestration.
The goal was to align with aerOS principles and to maximize the number of accepted users while minimizing
energy consumption, thereby ensuring sustainable and efficient network operations

The results of this work have been publislasda scientific artictefiJoint Network Slicing, Routing, and-In
Network Computing for Enereffficient 6@
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3.3.2. Structure diagram
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Figure 47. aerOSHigh-Level Orchestration Components

Table18. aerOS HighL e v e | Orchestration Components6 des
Component Description Interactions
HLO Storage Engine | Component of the Highevel Management portal,located in entrypoint

Orchestrator (HLO) exposing a | domain. Receives TOSCA descriptor throu
REST endpoint responsible for | REST endpoints.

receiving loT service LCM
(deployment, update, delete)
requests. These requests origina

Orion CB, to which it pushes (using nglsl
API) service requirements
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from the aerOS entrypoint domai
in TOSCA format and are
translated into the internal aerOS
data model, represented in NGS
LD format.

Internal breakdown includes,
HLO FE EP (HLO Front end
endpoint) is exposing REST API
andHLO FE Handler
implements the business logic of
this component, including data
validation, translation, storage.

Data Aggregatoris triggered to proceed
with the orchestration pipeline, utilizing the
Redpandamessage broker wigbrotobuf
formatted data.

HLO Data
Aggregation and Alert
System

Component of the Highevel
Orchestrator (HLO) responsible t
receive service deployment or
migration requests and
subsequently filter and retrieve,
from data fabric, all computing
resources (aerOS IEs) capable t
support service requirements.

Internal breakdown includd3ata
Aggregator, which is responsible
to receive service requirements,
filter and retrieve capable IE
information and forwards all this
information to HLO Allocation
engine.

IE resource alert end point,
responsible to receive alerts fron
IEs selforchestration component
regarding service component
migration.

IE resource alerts handler,
responsible to forward service
component, that needs to be
migrated, id to Data aggregator
(again using Redpanda and
protobuf format).

HLO Storage Engine,from whichit
receives service deployment request, wher
event is triggered through Redpanda mess|
broker (with protobuf formatted payload).

Self-orchestration component which trigger
event, also through Redpanda message b
with protobuf formatted payload, with
information of service component that neeq
to be migrated to other aerOS computing
resource (IE).

Local Orion-CB (part of aerOS data
federation) is queried using filtered request
based on service component requirements
retrieve |IEs, across all aerOS continuum,
capable to host newly deployed (or migrate
service component.

HLO Allocation Engine to which it
forwards service components requirements
and list of IE capable to host each

component. This information is conveyed
using Redpanda message broker in a protg
formatted message.

HLO Allocation
Engine

Component of the Highevel
Orchestrator (HLO) implementing
smart algorithm whiclenables the
most efficient allocation of each
service component to the most
suitable aerOS IE and forwarding
decision to next orchestration
level.

Since all input and output is goin
through Redpanda message bro
and is modeled using protobuf

formatted messages, a variety of
implementations may exist, and

HLO Data Aggregation and Alert System
(specifically Data Aggregator sub
component) is contacting, asynchronously,
HLO Allocation Engine using Redpanda ar
submitting protobuf formatted messages
including information about service
components and candidate IEs for each of
them.

HLO Deployment engineis contacted, from
HLO Allocation Engine, using Redpanda a
submitting protobuf formatted messages

which include selected IE id, LLO id, servig
component id.
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internal components (e.g. data
engineering, feature cleaning,

specific Al algorithm, etc.) are

specific to each of them.

HLO Deployment
Engine

Component of the Highevel
Orchestrator (HLO) receiving (ele
)allocation decision, and which
can identify and addressing LLO
which is responsible to access
selected IE.

If a link between referenced |IE
and service component exists, it
identified as a delete request
otherwise it is a deploy request.

If LLO, responsible for selected
IE, is located internally, to curren
aerOS domain, request is
forwarded to local domain
allocator otherwise it is sent to th
aerOS domain to which LLO,
responsible for the selected IE, is
located. So LCM requests arrive
through Redpanda (message
broker) and then allocation reque
is submitted in REST API, also
exposed by this component. Thig
API can be accessed either
internally for local deployments,
or from other domains for
deployments (or migrations)
decided in othedomains of the
continuum.

All updates regarding IEs and
service components decisions
(de)allocations are sent to local
CB to keep aerOS continuum stg
updated.

Based on the above functional
description, the components
internal to HLO Deployment
Engine are:

Inter -domain
Allocation/Migration Manager,
which is the sultomponent
receiving decision from HLO
Allocation Engine, accessing
Deployment API (either locally of
to external domain) and updates
state of local domain by
submitting OriorCB ngstld API.

HLO Allocation EP, which

HLO Allocation Engine, is sending selecteq
IE for specific service component and relat
LLO information, elaborating Redpanda
message broker and protobuf formatted
messages.

Exposed HLO Deployment Engine API
(HLO Allocation EP) is accesseftom
Inter -domain Allocation/Migration
Manager (either form local or a remote one
receiving IE and LLO id and service
component data.

LLO, is receiving, from HLO Deployment
Engine, service definition template (CRD).

Orion-CB Rest APJ is accessed from HLO
Deployment Engine, for updating domain
status based on decisions and LCM
performed.
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exposes Rest API for LCM actior|
on indicated service component
and connected IE.

Local Allocation Manager,
responsible to transform service
requests to CR and forward this 1
the proper LLO which is
connected with the selected IE.

IE LLO (Low Level
Operators)

This component acts as a thin
layer abstracting all heterogeneo
computing resources (aerOS IE)
access.

Low level orchestrators have the
knowledge of accessing specific
selected computing resources (I
within each aerOS domain. Upor
receiving service definition
templates, they access actual
computing resources for
workloads LCM activities (create
destroy, update).

Receive Service Definition Templates
(CRDs) fromHLO Deployment Engine.

Receives Implementation Blueprints
custom K8s resources from HLO
Deployment Engine. Depending on the
information included in these blueprints
and on the LLO type
will deploy the requested workloads in the
selected IEs,

Access computing resourcdgg) for
workloads (service component deployment

Local Allocation
Manager

Submitting Service Component Custom Resources
to orchestrators with different infrastracture elements types

Custom Custom
Resource Resource

Service Service
ComponentDockerd 1 ComponentDockerd 2

dockerd
Operator

Custom Custom

Resource Resource

Service Service
ComponentkK8s 1 ComponentK8s 2

K8s
Operator

dockerd Low-Level
QOrchestrator

Deploy Service Component to an
infrastructure element

k8s Low-Level
Orchestrator

Deploy Service Component to a
85 infrastructure element

IE dockerdl IE_dockerd2

IE_K851 IE_K852

dockerd infrastructure
elements

k8s infrastructure
elements
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Component Description Interactions
ThelLocal Allocation Manager The Local Allocation Manager interacts
L , sits behind the HLO Allocation | with the Operator inside the Low Level
ocal Allocation . . o
Manager Endpoints and receive requests Orchestrator _ by submlttlng Custom
from thelnter -domain Resourcesof different types to it, dependin
Allocation/Migration Manager. on the target infrastructure element for
Its role is to manage the allocatia deployment.
of the service components in a
specific infrastructure element of
the domain.
Low Level At the Low Level Orchestrator, TheOperator inside theLow Level
Orchestrator different deployments requests f¢ Orchestrator watches th&ervice
the targetnfrastructure element | ComponentsCustom Resource®f the
type are received from thecal corresponding type.
éti??&ogxiﬂfggltjr;)rr?#sgs?on The Operaf[or th_enmanages the deploymen
" | by submitting different types of requests to
Depending orCustom Resources| the corresponding infrastructure element.
data, deployment requests to tar
infrastructure element type are
generated.
Infrastructure Depending on the type of N/A
Element infrastructure element (e.g.

dockerd or K8s), it receives
compatible service components
deployments requests from the
corresponding operator.

3.3.3. Technologies and standards deployed in MVP

Technology/Standard
Protobuf

Description

A languageagnostic data
serialization format developed K
Google. It's a binary serializatig
format used to efficiently serializ
and deserialize structured data &
it is commonly used fo
communication between differe
services or systems.

Justification

It has been chosen for the communicatior
HLO components as it provides:

Efficiency and performance benefits, as g
binary format is more compact than JSC
XML and other human readable commoi
used formats making it less demanding
transfer and faster in processing.

It is language agnostic;message structurg
are defined using a neutral interfg
description language.

Code generationis automated with the us
of available tools for every programmir
language.

It is easily extensiblealso without breaking
existing implementations if fields are add
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providing thus compatibility.

The main benefit, based on all the above
that it provides independence in compone
development, so all partners working on
HLO/LLO different components can wo
without waiting one another or having to ¢
informed about APIs.

Redpanda event
streaming platform.

Platform which provides high
performance distributed eve
streaming capabilities, enablir
messaging and data stream
based on a defined API.

Offers the capability to trigger events a
stream data that should be processed W
these events rise.

It provides a wetknown and defined API fo
clients to stream or receive events and d
Development language neutral as
programming  languages  offer  thg
implementing librariesLight implementatiorn
as compared to Kafka.

Decouples components and provides

capability to later expand the list

components that might need to subscribg
events and act accordinglythe choice of
Redpanda provides to the developm
teams, working on different HLOJ/LL(
components, to proceed independently
bind components dynamically.

Python Fastapi

A web framework for building
APIs with Python based o
standard Python type hints. It
designed to be easy to ug
efficient, and to provide automat
validation and documentation

API endpoints.

It is used for the implementatic
of HLO REST APIs as needed

HLO FE EP and HLO

Allocation EP components.

Provides support fofast REST endpoints
implementation.

Natively providesasynchronoussupport.

Enablesstrong typing and validation for
input and output data.

Produces automati8Pl documentation, by
generating interactive OpenAPIl and JS(
Schema documentation based on the Pyl
type hints used within code, enabling th
testing and understanding.

confluent-kafka-
python

confluentkafkapython provides &
high-level Producer, Consumg
and AdminClient compatible wit
all Apache Kafka brokers >= v0.

ConfluentKaftka python is backed b
counfluent which is the leading compa
regarding Kafka, also it is good for redpar
cause itods 100% Kaé
another important aspect is the commur
and documentation, because it is the n
used library in python regarding interacti
with Kafka/redpanda.

Operator SDK

Go is a simple and efficiern
programming language develop
by Google, which is used in mo
of the cloudnative development
(e.g. Kubernetes is written in Gg
The Operator SDK is an ope
source toolkit for Go to manag
(build, test and package

Low level orchestrators are based
Kubernetes operators, so the most used
mature framework for developing the
should be tested and used, among o
alternatives. Furthermore, it uses Go, wh
is the most common language for buildi
K8s native applications.
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Kubernetes Operators.

Orion-LD Opensource implementation ¢ Federated instances of Oria will be in
an NGSILD Context Broker.,| charge of retrieving all the needed data in
This component is responsible f| orchestration process from the continuum.
managing and providing retime
contextual information  abol
various entites and the
environments. In aerOS, th
continuum will be represented a
monitored through this contextu
information.

3.4. Cybersecurity components

The definition of aerOS AAA, namely Authentication, Authorisation, and Accountability, shows the
importance of creating a comprehensive security framework that ensures secure access, trust and transparenc
in the project's resources. The embodiment of these concepts and their integration into the project was realized
through the technical implementations carried out in Task 3.4. More specifically, the terms Authentication and
Authorisation were covered by the aerOS IDMhile Accountability by the aerOS Secure APl gateway. The
combination of these three concepts through the technical implementation enhance data security and ensures
operational integrity from insider threats or external attacks.

The following subsections describe the final result developed in task 3.4 sincenBf@ly during the
months M19-M30. More specifically there is a thorough description of the components, an architectural
diagram of aerOS AAA infrastructure which illustrates the relationships between the components, and a final
subsection which describes the technologiespratbcolsdeployed in MVP v2.

3.4.1. Main functionalities

As aforementioned, the aerOS Identity Management (IdM) and aerOS API Gateway components are essential
for ensuring secure and efficient operation within the aerOS ecosystem, each serving a different purpose. The
main objective of the aerOS IdM is to provide secure and dependable authentication and authorization for
aerOS clients. Also, it prevents unauthorized access, by implementing advanced security mechanisms, such as
tokenbased authentication and Single S@n (SSO) through the usage of OpenlD Connect (OIDC).
Additionally, it enforces RokBased Access Control (RBAC), assigning users specific roles that determine
their access to resources and data, thereby aligning access privileges with organizational policies.

The API Gateway is designed to provide a centralized entry point for all interactions with aerOS components.
Its purpose is to streamline communication, eliminate redundancy from multiple access points, and enforce
security policies. It applies access controls defined by the 1dM system based on user roles and groups.
Additionally, the API Gateway plays a critical role in safeguarding the aerOS Data Fabric by managing API
level security and preventing unauthorized interactions, ensuring the integrity and confidentiality of the
systembs dat a.

The progress of aerOS IdM and aerOS API Gateway is described in the followisgcians.

3.4.1.1. aerOS Identity and Access Management

The Identity and Access Management (IAM) of aerOS, as discussed inHa8een based on Keycloak
while the authentication and authorizatioas beerperformed using the OpenID Connect (OIDC) protocol
and acceshas beemranted to aerOS users based on their roles (i.e.;lRsked Access Control). Keycloak,

14 https://www.keycloak.org/
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OIDC, and RBAC thoroughly presented in D3.1; hence, in B#8 is no further elaboratiam these tools
and protocols.

In this deliverable, the advances in IAlte discussed presenting the intermediate implementation of
Keycloak, OIDC, and RBAC. Furthermore, enhancing the IAM of aerOS the consortium decided to
implement Keycloak with OpenLDAPIn order to enhance the adoption of aerOS IAM by stakeholders since
with this approach all the user information of an organization can be federated automatically from the LDAP
directory without needing to pass the user information to the aerOS IAM (e.g., Keycloak) manually, as it can
be seen in

by
"L”n'fp - = @IKEYCLC
~admin §
Homa | Purae achea
8 openidap.default O
Y R Y LDAP @ coovies
=php o
b yne ol users
: [: L DAP_ General options R ios
+admin
C di Yy T
) Vend: e (

In the following it is described the setting up of Keycloak as well as the main functionalities of IAM such as
the authentication and authorization using OIDC protocol, the RBAC, and the federation with OpenLDAP.

The aerOS user roles that have been deployed so far to support the RBAC activities are the listed below (after
analysing the needs of the project, the users have been updated):

1 Continuum administratocan access all the aerOS services, generate new deployments, access all the
data (read only) and is able to generate new users.

91 Data product owneran create new data sources that will be integrated in the domain.

9 Vertical deployercan deploy new services in his domain.

1 aerOS usercan consume the data of his domain, but it has not any permissions to create new data or
change the configuration of the domain.

In order to facilitate the installation of the aerOS IdM, a new version of OpenLDAP has been packaged in a
Helm chart where the default users defined in the project have been created. Once the first Keycloak
connection to the OpenLDAP has been set up, the new users/groupareoteanaged directly from the
Management Portal: shows the groups that have been generated in OpenLDAP and that can be
visualised in Keycloak by means of the federation that has been programmed. As theagegeperated

using the Management Portal, it has been decided to only generate a Default group in the first OpenLDAP
installation.

15 https://www.openldap.org/
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[ O 8 10281506
“2Foap
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Home | Purge caches
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B & e ¥ B @ a
et export logout

=@ cu-groups (1)
& cn-Default

Create naw entry here
cu=roles (4]

& cnmaer0s user
& on~Continuum administrator
& cn=Data product ownar
& enevertical deployer
Craate naw entry herg
=8 cumusers (4)
R cr=aer0S user 1
R cn~Continuum administrator 1
R en=Data product owner 1
‘ on=Vertical deployer 1
Create new entry here
Create naw entry here

O Keycleak Adeistration Co: =

+

D & 10281916

Authenticate to server
Successhully logged into server.

=ph
ElbaP

Agroup is a set of attributes and role mappings that can be applied to a user. You can create, edit, and delete groups and manage their
child-parent arganization,

m more 2

» (@]

Create group

Action =

satdmin

Use the menu to the left to navigate

[ Group name

Credits | Documentation | Donate

shows the roles generated by default in the OpenLDAP image and the federation of the OpenLDAP
image in the Keycloak. In Figure 14 the same can be seen with the default generated users.

€ c 0 8 1028156

phe
L Sdin

Home | Purge caches.

M openldap.default ©
B = ®» 0 &

Legeed in agi en
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H e 4a

=admi o
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X1
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=ph
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(o]
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Realm roles

Realm roles are the roles that you define for use in the current realm.  Leam more

=

Q Search role

10281916

[

& cn=Data product owner
B cn=vartical deployer
Create new entry here

Du=users (4)
R cr-aerts user 1
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R cn=Data product owner 1
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Create new entry here
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Usi the menu to the kIt to navigats
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False

False
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g a

php
LleP
~admin
Homa | Purge caches
" () Authenticate to server
M openldap.default C Successfully logged into server Users
ers ar

B @ &« 0® 3§ & 4 Users are the users in the current realm. Lea e

IE php User list
=LDAP - >
=admin - —

3.4.1.2. Secure API Gateway

aerOS is comprised by multiple APIs that form the innovative 1@&ahat is designed amveloped in the

project. However, these APIs do not incorporate security mechanism to tackle security threats, such as
unauthorized access. Thus, one of the most essential elements of the aerOS architecture is the Secure AP
Gateway. The Secure APl Gateway simplifies the process of exposing the various aerOS APIs by providing a
unified exposing interface and offering advanced features for secure APl management and performance, such
as omitting unauthorized users from accessing the aerOS APIs. Based on these observations the KrakenD API
Gateway is employed in aerOS to both enhance the aerOS cybersecurity capabilities by ensuring the security
of all aerOS APIs. The rest of the section elaborates on the implementation of KrakenD in aerOS ecosystem
and provides insights about its integration with the other aerOS components.

KrakenD is a stateless, distributed, hijggrformance effective OpeBource APl Gateway written iBO that

is used to fill the architecture gap about the gatewag.uts ed i n aer OS to provide
may be exposed to the Internet as well as control
in said API bGisdetermifed accomliogntd the doles and groups established in the Identity
Management component. Another objective of the gateway in the project is to homogenise the entry point to
access all the resources, so the different compon
was also chosen for its capability to modify the incoming and outgoing traffic to suit specific needs, as well as
making additional internal petitions and verifications with added scripting support. The following figure from

the KrakenD Community Edition Documentation web8ishowcases these features:

16 https://www.krakend.io/docs/overview/

Versionl.0 i 17-MAR-2025 - aerOS - Page74 of 97


https://www.krakend.io/docs/overview/

D3.31 Final distributed compute infrastructure specification and implementation S aer0s

Monitoring Security Throttling Proxy QoS

- Logging - SSL - Rate limiting - OAuth - Concurrent calls

- Stats - Security policies - User quota - Protocol Translation - Circuit Breaker
- Load Balancing - Grained timeout

vz & @ @ e =

D /checkout

E 3 4+

| = Lo Y <f>
Cache Aggregation  Manipulation Filtering Decoding

- Caching headers - Merge sources - Transform = From JSON, XML...

Backend services

/stock

forders

KrakenD has been successfully deployed in ¢émérypoint domain of the MVPy2alongside with the
Keycloak IAM. The integration between Keycloak and KrakenD has been performed, as well as integration
between KrakenD and the backend elements (i.e., aerOS APIs). Furthermore, a federated OpenLDAP
database was agreed upon to act as the database for the IAM (see Section 4.4.1.1) and was subsequent|
integrated into the Kubernetes cluster. KrakenD was expanded so only certain allowed testing roles are
allowed to access the backend, Ingress compatibility has also been installed in the cluster and KrakenD is
ready and could be exposed for testing. Additional functionalities were added as time went on and the
different components required extra endpoints such as the implementation with the federator, the aerOS Portal
and IOTA. A simplified installation process via helm charts has been integrated alongside the new installation
instructions. Connection to the Keycloak to retrieve user tokens is still necessary although token caching has
been implemented to reduce latency.

3.4.2. Structure diagram

Figure 16 illustrates the aerOS authentication, authorization, and access control procedure along with the
relevant components that are implemented. In the presented scenatiernh@.g., a user) is authenticated

in the management portathat redirects the authentication requesKwycloak IAM,which retrieves user
information fromOpenLDAP Afterwards,Keycloakresponds with théD token which is deployed by the
clientto request access to arrOS API The request pass throufflnakenDthat validates the ID token with
Keycloakand grants access to the API. In case that the ID token is invalid, namely the role of the client does
not allow access to the requested API, the access is blocked.

1. Pedirecting Authh
quest + Credenti

T € 5.
Access granted

4. Fezponzs + ID Token
Management - "
Client ID Token e & «evcLoak ?penLDAP
—_—
4. Flaquest to access an APT + 2 Validata ID Token
ID Tokan

7. Forwarding requast to
access an APT +
ID Token -
.

& KrakenD
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Component Description Interactions

Client Any deployed element within th The client obtains an ID token fro
aerOS continuum that wants | Keycloak and then makes the petition to
access a protected endpoint. API using the ID token.

Keycloak (IAM) Responsible for implementing th KrakenD GW API to validate the ID toke

authentication and authorization
aerOS users.

OpenLDAP to retrieve user information a
support user federation.

OpenLDAP (user
federation)

Registry that contains  ust

information.

Keycloak to send
information.

user/group/rg

KrakenD (API GW)

Access control and management
aerOS APIs.

Receives petitions from the client, verifi
the ID token with Keycloak and if it is valig
allows access to aerOS APIs.

API

An aerOS APIsuch as OrionLD
HLO, etc.

KrakenD that manages the access to
aerOS APIs.

3.4.3. Technologies and standards deployed in MVP

The aerOS AAAcomponentdhave beerdeployed in the MV#2 in orderto demonstrate the cybersecurity

capabilities and protection mechanisms for a user that wants to access the OrionLbtiiB&et up, H the

aerOS APIs are protected by the KrakenD API Gateway that validates the access requests and allows or

blocks the access based on the aerOS RBACSs. In order to accomplish this, as presentec-in KrakenD

retrieves the access tokeorfr the IAM, using its public IP, as well as the special APl endpoint created to get

the tokens.

Get Keycloak Token for CF federated user

http://64.225.138.36/keycloak/getToken

none form-data

grant_type
client_id
usemname

Body

Pretty

Afterwards, as depicted fRigure 56, the access token could be used to access an aerOS API, such as Orion

LD endpoint.

® x-www-form-urlencoded raw binary

Body

GraphQL

password
aeros-test

verticaluser

Versionl1l.0 i

17-MAR-2025 - aerOS - Pager6 of 97



D3.31 Final distributed compute infrastructure specification and implementation S aer0s

Entities Federated User

hittp://64.225138.36/entities?typesIE

Authorization

eyJhbGciOlJSUzINIIsinR5cClgOiAISIdUliwk

Body

Pratty

1 [

Technology/Standard = Description Justification

Keycloak Detailed in D3.1. Detailed in D3.1.

OpenID Connect Detailed in D3.1. Detailed in D3.1.

OpenLDAP An opensource implementatiol Free and opensource tool that can b
of the LDAP protocol. integrated with Keycloak provide us

federation capabilities.

KrakenD Detailed in D3.1. Detailed in D3.1.

RBAC Assigning permissions to aer( It is a wellknown access control mechanig
entities based on the roles | that can be easily applied is aerOS due tq
aerOS users. distinct user roles.

3.5. No d e 06-% and mohitoring tools

One of the main features of aerOS is the wide variety of IEs that exist across the computing continuum. This
variety depends on its physical components, its operating system, its capabilities and even its location on the
continuum. One of the objectives of aerOS is to achieve all these nodes autdppthauss, they can func-

tion without human interaction. This particularity allows the IEs that exist in the continuum to execute actions
and decisions autonomously, in addition to being able to monitor their health statudimeeal

This section of the document describes the characteristics that the aerOShatides/e to be able to exe-

cute certain operations. These IEs are described by a set of attributes and are considered independent entitie
in the continuum that can execute workloads and perform internal functionality to report or modify their state
towards the continuum. Making the IEs of the continuum more autonomous allows it to be more reliable in the
event of outages in part of the network or services.
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The following subsections describe the updated functionalities that have been designed for aerOS IEs, the
architectural diagram of a node's sedipabilities and relationships between components, and the technologies
and standards deployed in the MVP. This section corresponds to the evolution and developments carried out
in the aerOS task T3.5.

3.5.1. Main functionalities

To allow nodes thatonnect to the aerOSmpute continuum to be autonomous, they need to have certain
capabilities. These features are offered through the ase®Scapabilities suite to all IEs that connect to the
continuum, which are:

9 Selfawareness:considered one of the main sé&l€apabilities of an autonomous system, this compo-
nent analyseand obtains information from the node, continuously monitoring its health status and
workload. Due to the need to offer ré@he information on the status of the IE, this module is subdi-
vided into two components, which are executed continuously. @veef_consumptigris in charge
of obtaining the energy consumption of the node, which requires more computing time. The other
(hardware_infd is responsible for obtaining threst of the parameters. The component that obtains
the power consumption needs an average €2326econds per execution to obtain new valid values
and the other only needs abott3 seconds to update its information, depending on the amount of in-
formation to be collected by the sufodule. This amount is specified by environment variables in the
submodule deployment files. The purpose is to provide updated information to the rest of-the self
capabilities as fast as possible to modify the operation of the IE, if neceSsargntly, this sel
capability is able to obtain the following information from each node: hostname, addresses (internal
IP and MAC), CPU (architecture, number of cores, max frequency and current usage), RAM (total
capacity, available capacity and current usage), disk (type, total capacity, available capacity and cur-
rent usage), network (speed up, speed down, traffic up, traffic down and lost packages), power con-
sumption (current and average), capability to execute workloads itimeaand operating system. To
obtain all these parameters, both-sobdules use external packages and libraries suBlowsrTOR
iproute2 psutil, getmacor speedtestli, as detailed below. On the other hand, eachnsotbule has a
REST API that allows the sampling frequency of the information in each node to be set independent-
ly. This makes it possible to optimise the operation of the node within the domain to which it belongs
and reduce the consumption of resour@=ow are screenshots of the two subdules running on
the continuous development and integration cloud infrastructure of the project (provided by partner
CF).

Name : self-awareness-hardwareinfo-9bfnp
Namespace: default

Lo}
Service Account: default
Node: aeros-2-jms6qnflylil-node-1/10.0.0.238
Start Time: Thu, 13 Feb 2025 11:20:53 +0100
Labels: app.k e nt=hardwareinfo
app. 2 s e=self-awareness
app.kube E by=Helm
app . kube Lf-awareness
app.k
controller-r
helm.sh/cha

Annotations: kubernetes.io/psp: magnum.privileged
Status: Running
IP: 10.0.0.238
IPs:

IP: 10.0.0.2
Controlled By: DaemonSet/self-awareness-hardwareinfo
Containers:

roject.eu/a ublic/common-deployments/self-awareness/hardware_info:1.4.0
istry.gitlab. s-project.eu/aeros-public/common-deployments/self-awareness/ha
9768eaddofs8bs 2ab6399%ed
8002/TCP
8002/TCP
Running
Thu, 13 Feb 2025 11:20:56 +0100
True
Restart Count: ©
Environment:
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: self-awareness-powerconsumptionand64-mnmh9
Namespace: default

Priority:

Service Account:

eneration=1
Annotations: @ >sp: magnum.privileged

10.0.0.186
IPs:
IP: 10.0.0.186
Conllollcd Bv DaemonSet/self-awareness-powerconsumptionamd64

519c3905633eec3f02df3fafc8acs?2
lic/c de are s/power_cons Unplxon amd64:1.3.0
r pull]bl egis s-project.eu/aeros-public/common-de plovrnnt s/self-awareness/power_consu
0e0c2 dbDnﬂbb?/Oélb)bdhd30076clo?Bb77!0(1f?eeS?11aub1
TCP
8003/TCP
Running
Thu, 13 Feb 2025 11:20:55 +0100
True
)

Re
Environment:

1 Selforchestrator: considered one of the main s&l€apabilities of an autonomous system, this com-
ponent iscomposed by &ules Enginga Facts Generatgra Trigger and wrapped by REST API It
is capable of managing facts, rules and alerts, obtaining information from thevse#iness, self
realtimeness, seliealing and selbptimisation and adaptation modules to send warnings about prob-
lems in the IE to the aerOS EAT (Embedded Analytics Tool) of the domain, with the goal to improve
the management and coordination of their own workloads. This improves the scalability of tasks and
reduces the number of errors that occur during task execution. This cagdhbility uses libraries
such agsonrulesengineor jsonschemgaas detailed below.

In order to be able to manage the rules for detecting faults, malfunctions or anomalous situations
within a node, the module exposeRBST APthat allows CRUD (Create, Read, Update and Delete)
operations to be performed on these rules. Moreover, by means of persistent storage in the node, this
module maintains an updated backup copy of the rules to restore them to their last state in case of
failure in the IE.

On the other hand, thREST APlalso allows to receive alerts in a predefined format coming from
other self* modules in order to carry out the necessary corrective measures through the aerOS EAT.
In addition, when a rule is triggered or an alert is received at the corresp&REBIGAPENdpoint, a
message is sent to the domain's IOTA hornet node to register the event.

Below is a screenshot of the module running on the continuous development and integration cloud
infrastructure of the project (provided by partner CF).
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Name: self-orchestrator-orchestrator-bédcv

Namespace: default

Priority: (¢}

Service Account: default

Node: aeros-2-jmséqnflylil-node-0/10.0.0.186

Start Time: Thu, 06 Feb 2025 10:51:54 +0100

Labels: app.kubernetes.io/component=orchestrator
app.kubernetes.io/instance=self-orchestrator
app.kubernetes.io/managed-by=Helm
app.kubernetes.io/name=self-orchestrator
app.kubernetes.io/version=1.2.0
controller-revision-hash=657c67c45c
helm.sh/chart=self-orchestrator-1.2.0
isMainInterface=yes
pod-template-generation=4
tier=self

Annotations: kubernetes.io/psp: magnum.privileged
Running
10.0.0.186

IP: 10.0.0.186
Controlled By: DaemonSet/self-orchestrator-orchestrator
Containers:
orchestrator:
Container ID: docker://27010fc4d52d8fd479f753a4bc79a9¢c05437a%9e153c46a1a869fbd8906bd0767
Image: registry.gitlab.aeros-project.eu/aeros-public/common-deployments/self-orchestrator:1.2.0
Image ID: docker-pullable://registry.gitlab.aeros-project.eu/aeros-public/common-deployments/self-d
a9be96591684151ebdde18e40ef720a6a662181259c4d0b2a2788496
Port: 8001/TCP
Host Port: 8001/TCP
State: Running
Started: Thu, 06 Feb 2025 10:51:55 +0100
Ready: True
Restart Count: ©
Environment:

1 Selfsecurity: developed usin@uricata(openrsource network analysis and threat detection software),
it monitors traffic logs in realime from the network card to detect threats and abnormal behaviours
through Log Monitoring module. The ETL (Extraction, Transformation, Load) processing module
then collects the security logs, converts them into structured JSON format and sends alerts to an end-
point (Trust Manager). These alerts allow to discover different types of network attacks to detect vul-
nerabilities and threats at the IE level. An API has also been created so that the Trust Manager can
make requests each week, with the intention of collecting the alerts for the whole week and saving
them in the history. The alerts generated by-setfurity are deleted once a week by a new service
with the intention of minimising the space that this component occupies on disk.

Below is an example of the alerts generated by thesselirity running on the continuous
development and integration cloud infrastructure of the project (provided by partner CF).

@aeros-2ms6qn! g/suricata ubuntu@ubuntu-VirtualBox: ~/aer0s/self-security/k8s-infra/helm

©.75:36714 -> 10.0.6.238:30383

1 SelfAPI: this selfcapability consists of a global API deployed in each IE of the aerOS continuum
that exposes the functions that can be executed on the rest of theaadibilities installed on the
node, controlling the input and output data flows.

Below is a screenshot of the sAlPl module running on the project's continuous development and
integration cloud infrastructure (provided by partner CF):
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self-api-api-6ncos
default

Start Time:
Labels:

ation=1
Annotations: /psp: magnum.privileged
Runnin
1e.8.0

18.8.6.
DaemonSet;

:46:19 +B8100

Count:
nment :
PORT:
URL:
SELF_ORCHESTRATOR_IP:

SELF_ S
SELF_SECURI

_ N_IP:
SELF_OPTIMIZATION_PORT:
SELF_HEALING IP:
SELF_HEALING_PORT:

1 Selthealing: capability of autonomously recovering affected parts of the system both at the hardware
and software level caused by failures or abnormal states. It also can restart the system to pre
established routines scheduling, if necessary. This module detects and remedies abnormal states of the
network, outliervaluesad ensors connected to the I E, and is
selthealing module detects abnormal states or outlier values, it generates a JSON alert message and
sends this message to the Trust Manager component for the health score calculation algorithm. The
following is an example of a POST JSON message:

"message" r rement d as an outlier. Exclude the sensor from the set of those that provide input to the system",
"mac_address

]

Furthermore, the module collects these alert messages generated from scenarios and exposes a GET
API endpoint, which is consumed by salPl component. An example of these JSON alerts is shown
below:
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"alerts": [

"timestamp": '"2025-02-04T11:00:00",
"scenario": "sensor_failure",
"message'": "Sensor failure detected",
"mac_address'": "fa:16:3e:5e:25:ef"

"timestamp'": '"2025-02-04T11:00:00",
"scenario": "network_violation",
"message'": "Network duty cycle exceeded",
"mac_address'": "fa:16:3e:5e:25:ef"

1 Selfscaling: possibility of horizontally increasing or decreasing the hardware resources dedicated to
workloads of a node runningubernetesThese changes depend on the needs of each workload, are

executed in redime, and are based on tirseries inference and custom logic.

1 Selfconfiguration: ability to maintain the desired state of the system with the help of an abstract and
reactive management of its configuration. Both the configuration itself and its possible evolution can
be defined/represented based on
Development has focused emolving an existing open source tool (originated in H2020 project AS-
SIST-10T), by integrating the innovative needs of aerOS and incorporating automated configuration.

t h e cticnbeadtianp t s

1 Selfoptimisation and adaptation: ability to optimise the dissemination of the data and control the

performance of IE. On the one hand side, by using dynamic sampling techniques and the current
(i . e. t he |-&8vMareness)ptbercantpdonenh saudggests a t

metric

streams

optimal sampling periods, allowing control over the frequency of data monitoring kselfhe
awarenessomponent. On the other hand, it incorporates an estimation model monitoring the shifts in
the metric streams to detect data points with significant differences that may indicate potential
anomalies, aiming to prevent the overutilization and underutilization of IE resources.

1 Selfrealtimeness:an experimental capability that continuously monitors the performance ef real

time services using their time utility (TU) that degrades with the tardiness of deadline misses. The

component automatically adjust the CPU time (quota) granted to-timeaservice every period to

tradeoff CPU utilisation and TU achieved on an IE. If afedl me

serviceos

figurable threshold selfealtimeness issues aoechestration request as illustrated in the following

figure:
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