This project has received fund
Europe research and innovation programme under grant agreemen

101069732

= EUROPEAN IOT-EDGE-CLOUD

D5.51T Technical evaluation, validation
and assessment report (1)

Deliverable No. D5.5 Due Date 31-AUG-2024
Type Report Dissemination Level Public (PU)
Version 1.0 WP WP5

Description Document summarising the approach and methodology that the aerOS con
has adopted for the software integration of the different components
ecosystem, as well as the different KPIs that will be evaluated at the end
project.

GGy UNIVERSITAT

W ot igovalia TIControl siemens @ HUARE

DEMOKRITOS

.5. Telefonica o %i

InQbit ZFOGUS ? @»

Innovations S i*erAies s stavices
ERICSSON

COSMOTE

INFO & ocars _ Ciﬁ’i:’fg o 321
LYS'S d prodevelop NP Soatspr Torminal gechnou:zy :
4 LD @mave T & naserti

INNOVA
JOHN DEERE  cloudFerro MILANO 1863

uu-ou:




D5.51 Technical evaluation, validation and assessment report (1)

aerOS

Copyright
Copyright © 2022 the aerOS Consortium. All rights reserved.

The aerOS consortium consists of the followingparitners:

UNIVERSITAT POLITECNICA DE VALENCIA

NATIONAL CENTERFORSCIENTIFIC RESEARCH "DEMOKRITOS"
ASOCIACION DE EMPRESAS ECNOLOGICAS INNOVALIA
TTCONTROLGMBH

TTTECH COMPUTERTECHNIKAG (third linked party
SIEMENSAKTIENGESELLSCHAFT

FIWARE FOUNDATION EV

TELEFONICAINVESTIGACION Y DESARROLLO SA

ORGANISMOS TILEPIKOINONION TIS ELLADOS OTE AE HELLENIC TELECOMMUNICATIONS
ORGANIZATION SA

EIGHT BELLSLTD

INQBIT INNOVATIONS SRL

FOGUSINNOVATIONS & SERVICESP.C.

L.M. ERICSSON LIMITED
SYSTEMSRESEARCHINSTITUTE OF THE POLISH ACADEMY OF SCIENCES IBS PAN
ICTFICIAL OY

INFOLYSISP.C.

PRODEVELOPSL

EUROGATECONTAINER TERMINAL LIMASSOL LIMITED
TECHNOLOGIKOPANEPISTIMIOKYPROU

DSTECHSRL

GRUPOS 21SECGESTIONSA

JOHNDEEREGMBH & CO.KG*JD

CLOUDFERROS .A.

ELECTRUMSPZOO

POLITECNICODI MILANO

MADE SCARL

NAVARRA DE SERVICIOSY TECNOLOGIASSA
SWITZERLAND INNOVATION PARK BIEL/BIENNE AG

Disclaimer

This document contains material, which is the copyright of certain aerOS consortium parties, and may not be
reproduced or copied without permission. This deliverable contains original unpublished work except where
clearly indicated otherwise. Acknowledgem@f previously published material and of the work of others has

been made through appropriate citation, quotation or both.

The information contained in this document is the proprietary confidential information of the aerOS Consortium
(including the Commission Services) and may not be disclosed except in accordance with the Consortium
Agreement. The commercial use of any information contained in this document may require a license from the

proprietor of that information.

Neither the Project Consortium as a whole nor a certain party of the Consortium warrant that the information
contained in this document is capable of use, nor that use of the information is free from risk and accepts no

liability for loss or damage suffeddoy any person using this information.

The information in this document is subject to change without ndtloe.content of this report reflects only
t he aut hor so6 v-Ganeval forConmenuriications NetworksaQorngamd Technology, Resources
and Support, Administration and Finance {@@NNECT) is not responsible for any use that may be made of

the information it contains.



D5.57 Technical evaluation, validation and assessment report (1)

—aer0S

Authors

Name Partner e-mail

Ignacio Lacalle P01 UPV iglaub@upv.es

Rafael Varfio P01 UPV ravagar2@upv.es

Raul San Julian PO1 UPV rausanga@upv.es

Salvador Cufiat PO1 UPV salcuane@upv.es

RaulReinosa PO1 UPV rreisim@upv.es

Harilaos Koumaras P02 NCSRD koumaras@iit.demokritos.gr

Vasilis Pitsilis P02 NCSRD vpitsilis@iit.demokritos.gr

Andreas Sakellaropoulos P02 NCSRD asakellaropoulos@iit.demokritos.gr
Roger Briz P03 INNO rbriz@innovalia.org

Andreas Locatelli P04 TTC andreas.locatelli@ttcontrol.com
Francesca Flamigni P04.1 TCAG francesca.flamigni@tttech.com
Amparo Sanch@rellano P05 SIEMENS | amparo.sancharellano@siemens.com
Philippe Buschmann P05 SIEMENS | philippe.buschmann@siemens.com
Renzo Bazan P05 SIEMENS | renzo.bazan.ext@siemens.com
loannis Makropodis P10 1QB giannis.makropodis@ingbit.io
loannis Chouchoulis P10 1QB giannis.chouchoulis@ingbit.io
Vasiliki Sampazioti P10 1QB vasiliki.maria.sampazioti@ingbit.io
Katarzyna Wasielewskislichniewska | P13 SRIPAS Katarzyna.Wasielewska@ibspan.waw.pl
Przemysgaw Hogda |P13SRIPAS Przemyslaw.Holda@ibspan.waw.pl
Wi esgaw Pawgows ki| P13 SRIPAS Wieslaw.Pawlowski@ibspan.waw.pl
Tarik Taleb P14 ICTFI tarik.taleb@ictficial.com

Tarik Zakaria Benmerar P14 ICTFI tarik.benmerar@ictficial.com

Amine Taleb P14 ICTFI amine.taleb@ictficial.com

Vaios Koumaras P15 INF vkoumaras@infolysis.gr

Nikolaos Gkatzios P15 INF ngkatzios@infolysis.gr

Vasileios Mavrikakis P15 INF vmavrikakis@infolysis.gr

Eduardo Garro P16 PRO egarro@prodevelop.es

Alvaro Martinez Romero P16 PRO amromero@prodevelop.es
Kyriacos Orphanides P17 ECTL ﬁmgzggﬁgrahanides@euroqate
Alessandro Cassera P17 ECTL Alessandro.Cassera@euroghteassol.com
Jon Egafia P20 S21Sec jon.egana@thalesgroup.com

Oscar Lopez P20 S21Sec oscar.lopegperez@thalesgroup.com
Francesco Dellino P25 MADE francesco.dellino@maeier.eu



mailto:iglaub@upv.es
mailto:ravagar2@upv.es
mailto:rausanga@upv.es
mailto:salcuane@upv.es
mailto:rreisim@upv.es
mailto:koumaras@iit.demokritos.gr
mailto:vpitsilis@iit.demokritos.gr
mailto:asakellaropoulos@iit.demokritos.gr
mailto:rbriz@innovalia.org
mailto:andreas.locatelli@ttcontrol.com
mailto:francesca.flamigni@tttech.com
mailto:giannis.makropodis@inqbit.io
mailto:giannis.chouchoulis@inqbit.io
mailto:vasiliki.maria.sampazioti@inqbit.io
mailto:Katarzyna.Wasielewska@ibspan.waw.pl
mailto:Przemyslaw.Holda@ibspan.waw.pl
mailto:Wieslaw.Pawlowski@ibspan.waw.pl
mailto:tarik.taleb@ictficial.com
mailto:tarik.benmerar@ictficial.com
mailto:amine.taleb@ictficial.com
mailto:vkoumaras@infolysis.gr
mailto:ngkatzios@infolysis.gr
mailto:vmavrikakis@infolysis.gr
mailto:egarro@prodevelop.es
mailto:amromero@prodevelop.es
mailto:Kyriacos.orphanides@eurogate-limassol.com
mailto:Kyriacos.orphanides@eurogate-limassol.com
mailto:Alessandro.Cassera@eurogate-limassol.com
mailto:jon.egana@thalesgroup.com
mailto:oscar.lopez-perez@thalesgroup.com
mailto:francesco.dellino@made-cc.eu

D5.51 Technical evaluation, validation and assessment report (1) =aerO0S

Giulio Centi P25 MADE giulio.centi@madesc.eu
Lucie Stutz P27 SIPBB Lucie.stutz@sipbb.ch

History

26-APR-2024 0.1 ToC created and announced in plenary telco

31-MAY -2024 | 0.2 First content sent by partners and included in the document
28-JUN-2024 0.5 Second content sent by partners

19-JUL-2024 0.61 Merged content by editors and version submitted for Internal Review
31-JUL-2024 1.0 Final versiorsubmitted considering IR comments

Key Data

Keywords KPI, evaluation
Lead Editor P167 PRO
Internal Reviewer(s) ‘ UPV, TID



mailto:giulio.centi@made-cc.eu
mailto:Lucie.stutz@sipbb.ch

D5.571 Technical evaluation, validation and assessment report (1) =aer0s

Table of contents

I 101 (=3 ] T 1= ORI PRPPRN 5
I A 0T = o] =T PP PPPPR PRSP 6
LIST OF FIQUIES. ...ttt eeer e e et e e e e e e s e e e enmms s et e et e e e e e e e nnn b b s e e s ememnse e e e e e e e e e naned 8
1. ADOUL thiS HOCUMEIIL . ....ciiiiiiiiiitiite ettt s eree et e e e e e e s s st e et e s snmt et e e e e e e e e bbb ba e e e e e e e emns 9
1.1. DeliVerable CONIEXL.........ouuiiiiiiieeieieieees ettt e e ettt b bbb rnneeeeeaeeeaeeaaaeeaeaeeees 9
1.2. The rationale behind the StIUCIULE............cuiiiiiiiiier e e reeraes 9
1.3. Deviation and COIMECHIVE ACHIONS. .........uuuiiieiiiiiiiirreee e e e e e e e e e e e e e e e e e e e e e e e raeeere e mmneeeees 9
2. KPI evaluation MethOOOIOQY ... ..uuuueeuriiiiiiiiiiiimiee e e e e ee e e e e e e e e e e e e e e e e eeeeee e mmmr e e e e eeeeeeeeeees 10
2.1. KPI definition, dimensions, and fIElAS.........o.oueiie i e 10
2.2.  KVI evaluation MethodOlOgy.........c.eeeiiiiiiiiiiiiieeeie e rrre e eeeeas 11
3. Technical KPIS fOr @8IOS........ccoi i rnee e e e e e e e e e e e aaaeaaeeeaeesaaansnnssnnnnnnnnnnnnnns 13
3.1. aerOS network and cOMpPULE fabIIC.......ccoooi oot e e e e e e e e e e e 13
T - =T (@ IS B T = W = o oSSR 24
3.3, @EIOS SEIVICE TADIIC ... uuieiiiiiiie e eee e e e e e e e e e e s s bbb anens e e e eeeeeeeeeeannes 37
3.4. aerOS cybersecurity and trust COMPONENtS..........cccovvvviiiieeeiiiiiiiieee e sseeeeveeneneeneenn 44
3.5.  2erOS sel and MONITOMNG......ccoiiiiiiiiiiiiii e s s e e e e e e s rmmne e e neee 63
3.6, @erOS deCentraliSEA Al...........uuiiiiiiiiei it e e e e e e e n e e e 80
3.7, @erOS COMMON AR ... e erre e e e et ettt e e e e e e e ttneneeeee bbb reeeaaaeees 86
3.8. aerOS management framMEWOIK...........uuuiiiiiiiiii e e 93
3.9. 2erOS embedded ANAIYTICS.........iiiiiiiiiie e eemr e e e e s e e 105
3.10. Stakeholder user SatiSTACHQN...........oiiiiiiiieee e e e e anenaees 107
- 1< (@ I3 o] ][] B S o £ PP PP P PPPPPPPPPUPPI 112
4.1. Pilot 1 Datadriven cognitive production lINES........ccooeeiiiiiiiii i rree e 112
4.2. Pilot 2 Containerised edge computing near renewable energy SOUICES..........ccovvvivenninnnee 121
4.3. Pilot 3 High performance computing platform for connected and cooperative mobile machR&ry
4.4. Pilot 4 Smart edge services for the port CONtINUUIML.............uuviiiiiieeeeie e 130
4.5. Pilot 5 Energy efficient, health safe and sustainable smart buildings..........c.cccooevveeeeeneeen. 142
4.6. Overall PilotS ENGAGEMENT........uuiiiiiiiieee e rmeee s e e e e e e e s mnee e eaneees 150
5. AEIOS IMPACT KPIS....ciiiiiiiiiiie ettt e e e e e e et e et e e emmmr et e e e e e e s bbb e e e e e eeeenn 154
6. INitial KEVI @NAIYSIS......coiiiiiiiiieeeeeeee e 156
6.1. Pilot 1 Data driven cognitive production lINES.............cooiiiiiiimmniiiiiiie e 156
6.2. Pilot 2 Containerised edge computing near renewable energy SOUICES........cccceeeriacceeeennn. 157
6.3. Pilot 3 High performance computing platform for connected and cooperative mobile machb&ry
6.4. Pilot 4 Smart edge services for the port CONtINUUIML. ...........uuuiiuiiiireee e 160
6.5. Pilot 5 Energy Efficient, health safe and sustainable smart buildings..................cceeeennnnn. 161
S @ o 113 o o = 164



D5.571 Technical evaluation, validation and assessment report (1) =aer0s

List of tables

Table 1 Deliverable CONTEXL......... e rrr e e e e e e e e e e e e e e e e e e e eeeeaeeennennnennnnsnnnnnnnnnans 9

Table 2aerOS Dimensions, Fields and achieving tasks. ... 11

Table 3 KPI 1.1.1 Response time for the orchestration of 10T applicationd.(QV.........cccccvvvvvvviiivinenn.. 13

Table 4 KPI 1.1.2 Opesource components for aerOS to deploy and manage applications spanning the
CONTINUUIM (KVEL.2)...c oottt e e ettt e e e e e e s ammee e e et e e e e e e e e e e e e mnneaanns 14

Table 5 KPI 1.1.3 Usage of 5G native APIs (3GPP NEF and SEAL)-MK3Jl......ccoveeeeiiiiiiiiiiiiieeerieeeeeen 16

Table 6 KPI 1.1.4 Usage Of TSN (KMLA)........covoiiiiiiiiieiieieeees et eeeeaaaae e enne s 18

Table 7 KPI 1.1.5 Number of old equipment units turned on actionable aerOS.nodes...................... 19

Table 8 KPI 1.1.6 Consistency of deployment compared to app blueprints............cevvvieeeeeeeeennnnnes 21

Table 9 KPI 1.2.1 Full support for data pipelines in all use cases (incl. open calls), identified through
requirements elicitation (KWB. 1) ..o e e e e e e e e e e e e 24

Table 10 KPI 1.2.2 Semantic and syntactic interoperability between all data producers and consumers in all use
(o7 LYol (VA LS T2 PP 25

Table 11 KPI 1.2.3 Reference implementation for a data infrastructure supporting futionget in the
definition of data sources, consumers and flows EBN)).............oeuiieiiiiiiiiimmmri e 26

Table 12 KPI 1.2.4 # of data sovereignty iNItIatiVES .........coooiiiiiiiiereiiii e resi e 27

Table 13KPI 1.2.5 aerOS data models in 0pen MArKeLS........cccooviei i rerrr e 28

Table 14 KPI 1.2.6 Semantic annotation support for commonly used data.format................cccceeenee 30

Table 15 KPI 1.2.7 % data sources from aerOS scenarios to be semantically annotated and exposed via Date
= o] TP PPPRRPTR P 32

Table 16 KPI1 1.2.8 Support for multiple types of data SOULCES...........cooeei i it e 33

Table 17 KPI 1.2.9 Data pipeline latency for data integration.............ccuvvvrieeeiririeeee e 35

Table 18KPI 1.2.10 Simultaneous data pipeline eXECULIQN.............cuvviiiiiiie it ee e eeeeineenns 36

Table 19 KPI 1.3.1 Number of VNF/NetApps to improve performance andi setfvork reconfiguration (K\A

22 ) PP 37

Table 20 KPI 1.3.2 Total services delivered Dy aerOS ... 39

Table 21 KPI 1.3.3 # of successful CI/CD pipelines implemented in the project..........ccoovvvieeeneeen... 41

Table 22 KPI 1.3.4 Number of different service components running in different domains that form functional
services thanks to aerOS NEetWOrk COMPONENLS. .........c.uuiiiiiii e eeer e e eeeen 42

Table 23 KPI 1.3.5 Different types of networks managed by aerOS in pilot deplayment................... 43

Table 24 KPI 1.4.1 Delivery of dedicated aerOS components as-8mane SW for cybersecurity, privacy

AN TTUST (KVE3.L) ittt et e e ettt ettt e e e e s smmme e e e e e bbbt et e e e e e e e e s ammne e e e e 44

Table 25 KPI 1.4.2 # scenarios with security, privacy and trust by design deploye8.@Vil.................. 45

Table 26 KPI 1.4.3 Delivery of a DevPrivSecOps cookbook and good practices manudl.8KVL.........47

Table 27 KPI 1.4.4 % of users/device/services properly authenticated.............ccccooeeceeiiiiiiiiiiiinnnnn. 48

Table 28KPI 1.4.5 # of parallel successfully authenticated user/devices/Services..............coovveeevnnnnns 49

Table 29 KPI 1.4.6 % of users/device/services properly authorized............cccvvveeeiieiii 50

Table 30 KPI 1.4.7 # of petitions handled by the APl Gateway per second................ccoeeevvvvvvvninnnnnns 52

Table 31 KPI 1.4.8 % trusted scenarios that make use of IOTA'S.DLT..........ccooiiiiiiccciiiieiieenes 54

Table 32 KPI 1.4.9 Network overload limit due to the usage of IOTA and Tangle...........ccccccvveeee.. 57

Table 33 KPI1 1.4.10 Trust Score Recalculation and Resource Balance.................ccccoviiiiiiiiiiinnnnnnnes 60

Table 34 KPI 1.5.1 Average overload time OF IES.........oiiiiiiiiiiimeeniiiieeeee e 63

Table 35 KPI 1.5.2 Number of different topologies and hardware/software combinations of IEs supférted
Table 36 KPI 1.5.3 Number of metrics monitored from.IES.............oooi i 68

Table 37 KPI 1.5.4 Number of avoided service downgrade eXperienCe.Cases........uuuuueveeemeeeeeesinnnns 70

Table 38 KPI 1.5.5 % of reorchestration requests issued by decentralized.lE.............cccceeeeeiinnnnnns 73

Table 39 KPI 1.5.6 # of 10T healing scenarios COVELad.............ooo i iieriiiiiiiemme e 75

Table 40 KPI 1.5.7 % of intrusion detected by the-SeHUIItY..............ccooiriiiiiimmmieeee e 79

Table 41 KPI 1.6.1 Realising decentralized AlI/ML with scalability comparable to centralized approaeh (KVI
I PSSRSO 80

Table 42 KPI 1.6.2 Energy consumption reduction due to moving Al from cloud to the edgd.@giVL1...81



D5.571 Technical evaluation, validation and assessment report (1) =aer0s

Table 43KPI 1.6.3 Validation of comprehensive support, by aerOS, for distributed frugal Al components with

EXPIAINADIIEY (KVI-4.3)... oottt errr et e e e e e e e e et e e s emmmr et e e e e e e e nnn e e e e e e e e e 82
Table 44 KPI 1.6.4 Delivery of cookbook/good practices manual for explainable frugal Al near the edge (KVI
PP PPPPPP PRI 83
Table 45 KPI 1.6.5 Decentralized frugal Al techniques availahle.............ccccocvvieeeiii, 84
Table 46 KPI 1.6.6 Al explainability techniques available.................ccoo e 85
Table 47 KPI1 1.7.1 % of aerOS core services exposed through OpenAPlL...............cc e, 86
Table 48 KPI1 1.7.2 OpenAPI Uls for documenting APIs and generating.Code...........ccccvvvimeeeeeeeeennnn. 38

Table 49 KPI 1.7.3 Create Protocol Buffers definition for marehestration module communication......89
Table 50 KPI 1.7.4 Reduce time to deploy service functions bytewdmical team members using low code

10010 ] T ] (=10 =1 (o] 1= PP 91
Table 51 KPI1 1.8.1 # of federated domains in all aerOS CONtiNUUMS..........cooeeeeiiieeceieeeiieeiieeiieeieeeeees a3
Table 52 KPI 1.8.2 # of continuum functionalities available and operational through the Managemedw Portal
Table 53KPI 1.8.3 Performance of aerOS Federation Context Braker..............coccvieeeniviiiieieeneeeninns 97
Table 54 KPI 1.8.4 Federation asymptote with minimum latency (domains)..........c.cccccvveeeeeeeeeeeennn. 99
Table 55 KPI 1.8.5 Average offloading ratio of entrypoint balancing in aerOS scenatrios................ 101
Table 56 KPI 1.8.6 QoE of Management Portal deployed on pilots.............c.cvvviieeeiieiiieeee e 103
Table 57 KPI1 1.9.1 # prpackaged functions supported by Embedded Analytics Tool (EAT)............ 105
Table 58KPI 1.9.2 # northbound wrappers designed for common operations with. EAT.................. 106
Table 59 KPI 1.10.1 Successful conduction of Open CallS{KW)........cccooiiiiiiiiiiiiiiieeeeeeeeeee e 107
Table 60 KPI1 1.10.2 # of stakeholders deploying aerQS...........cccciiiiimmmeee e 108
Table 61 KPI1 1.10.3 # Energy consumption-&vaste reduction in aerOS adopters............ccoeeeeeereee. 110
Table 62 KPI 2.1.1 Production PrOCESS GCCUIACY...........siuurrrereiaaesereeeeeeessaaasnnnsssesasamseeeeeeeesssannnsnnnes 112
Table 63KPI 2.1.2 Digital service programming tiME............uuurviiiiiiiimire e eeeeeeeeeeeeee e e e e e eeeseeeneea—.. 113
Table 64 KPI 2.1.3 Dimensional quality control productiVity...............oooiiiiiieeeiiiiiiiiccccceee e 113
Table 65 KPI 2.1.4 Accuracy of the C@aotprint prediCtion (%0)............uuveeiieeeiiiiiieer e 114
Table 66 KPI 2.1.5 CObotprint measurement (% ProdUCES)..........cccuvvriririeeemeeeee e e e e 115
Table 67 KP1 2.1.6 CO2 emissions reducCtion (KG)..........uuuuuririiiiiireeeeeeeeeeeeeeeeeeeeee s ceeeeneennen s 116
TabIE 68 KPI 2.1.7 AGV USAUE ... .uuueeiiieeeiiiaiieeeaiiteee et e e e e e e s s s meesssabs e e et e e eeeasaannbbsannnssssereeeeeeeesans 117
Table 69 KPI 2.1.8 AGV availability............ccooiiiiiiieei e e 118
Table 70 KPI 2.1.9 AGV travel SAVEA/VAIVE............ueviiiiii et e e e 119
Table 71 KPI 2.1.10 Definition of the calculation Madel..............ouvieiiiieeeiiii e 119
Table 72 KPI 2.1.11 Transparency of CO2/PCF data (MINULES) ..........couviuuiimmmriniiiiieeeee e e s eeiiieieens 120
Table 73 KPI1 2.2.1 Consumed renewable energy based on decision making process.of.aerQsS.....121
Table 74 KPI 2.2.2 Effectiveness of task distribution through aerOS to nodes..........ccccvvvveeeeeeeennn. 122
Table 75 KPI 2.2.3 Scalability of task distribution and management through .aerOS....................... 122
Table 76 KPI 2.2.4 4 CPU utilization effiCIENCY........uuuiiiiiiiiii e 123
Table 77 KP1 2.2.5 Carbon awareness share of green ENergy.......coocvuuuiiicreeeeeeeeeieeeieeeeeeeeeeseeeeanns 124
Table 78KPI 2.2.6 Number of edge nodes connected in the aerOS continuum................ceeeeeennnnnnn 124
Table 79 KPI1 2.2.7 Number of batch processing jobs successfully distributed and executed by thel 8stem
Table 80 KPI 2.2.8 Precision of the Future Price prediction algorithm....................cceeiiiiiiiiiiiiicinn, 126
Table 81 KPI 2.3.1 Performance and connectivity capabilities improvement (single vehiclge).......... 126
Table 82 KPI 2.3.2 Swarm of vehicle performance improvement...............c.uvvieemivieeeeeeeee e 128
Table 83 KPI 2.3.3 CO2 emissions reduction thanks to platooning............cccooevveereiiiiiiieieeeeeeennene 129
Table 84 KPI1 2.4.1 Reduction of CHE idle time due to faillures............ooovioviiieeeeiciiii e 130

Table 85 KPI 2.4.2 Increase on detection of equipment malfunctions (from manual to autamatic).131
Table 86 KPI 2.4.3 Increase of number of actual damaged containers (manually reported by staff vs automatic

LSS (] =T 0L ) OSSP 133

Table 87 KPI1 2.4.4 Performance evaluation metrics of regression Al models.(R2)................ccccee.... 136

Table 88KPI 2.4.5 Performance evaluation metrics of regression Al models (MAE/RMSE) for predictive
MAINTENANCE Of CHES......oiiiiii i et e e e e e e eeenr e et e e e e e e e e e e e aennnes 137

Table 89KPI 2.4.6 Performance evaluation metrics of classification Al models (accuracy) for damaged
(o0 1 7= 11 =T £ 138

Table 90 KPI 2.4.7 Performance evaluation metrics of classification Al models (F1) for damaged.4€8ls
Table 91 KPI 2.4.8 Number of models executed on edge NOAES..........oovvvviiecrriviici e s 141



D5.571 Technical evaluation, validation and assessment report (1) =aer0s

Table 92 KP1 2.5.1 ENergy USE redUCHION.........uuuuuiiiiiiiiiemmeeeeeeeeeee e e e eee e eeee e e 142
Table 93 KPI 2.5.2 Edge processing performance QaiNS............ouueuuemrriirirreieeeeeessaasieesssnnneeeees 143
Table 94 KPI 2.5.3 5G capabilities to execute security and privacy functians...........cccccovveeceeeennnnnne 145
Table 95 KPI1 2.5.4 Service availability..............uuuiiiiiiiie e 146
Table 96 KPI1 2.5.5 Service creation / Scalalility................oooiiieeeiiimmmr e 147
Table 97 KPI 2.5.6 Services directly managed by the aerOS orchestrator................coceeiviveeieinnnne 148
Table 98 KPI1 2.5.7 Improvement of @ir QUALLY. .........uuuuuriiiiiiiimee e eee e 149
Table 99 KPI1 2.5.8 Number of Al models used/adapted for the piloL.................cc e, 150
Table 100 KPI 2.6.1 Validation of aerOS in different use cases-@KMl.........ccccccovviiiiiiiiimeniiiiiieeeeeenn 150

Table 101 KPI1 2.6.2 Enable fasack development of new use cases through external partners (e.g., open call
third parties) based on aer OS6 Open S6Ru.r.c.e..lSbft wa
Table 102 KPI 2.6.3 Identification of new application domains to deploy aerOS architectur6.@V.1.152

Table 103 List of 8erOS IMPACT KRIS......cooiiiiiieiiii e 154

List of figures

Figure 1 lllustration of the UN SDGs ordered in three areas according.tQ.[2]..........cevvvevvieeeeeeenennnnnnn. 12
Figure 2 The four steps of the adopted KVIS methodology. [1].........ccooiiiiiiimemiiiiiiieeiee e 12



D5.571 Technical evaluation, validation and assessment report (1) =aer0s

1. About this document

The aim of deliverable D5.5 is to provide an update of the evaluation processisti&i®ednd initially reported

in Section 3 0D5.2.Hence, lhe ultimate goal of B.5is to iterate over the basis for a quantitative assessment
of aerOSboth from the standpoint of its developemsough the technical KPls, as well as its users and
stakeholders, through the pilot KPIs and impact KPls

1.1. Deliverable context

ltem | Description
D5.5 contributes tall objectivesset for aerOS by defining quantitative KPIs evaluatas

well as qualitative evaluation by means of ik@V/Is envisionedn the action
D5.5 directly maps to 5.3 and 1.4 (mainly) asboth are in charge of carrying out t
evaluation results that are generatethi project ConsequentlyD5.5 depends also in th
Work plan | work done by the aerOS development team along WP3 and WP4tleskéot integratior
works performed under T5.Z2and the impact from communication, disseminati
standardisation, and exploitation team along WP6
There arenotany specifianilestonesassociated to the delivery Db.5. However, it
contributes to the achievement of

1 MS 2 Use cases amdquirements

1 MS 3 Components defined
The deliverables thatrerelated with D5.5re:
Deliverables 1 D5.2- Integration, evaluation plan and KPIs definition {2M18)

I D5.6- Technical evaluation, validation and assessment régor{M 36)
The risks thapartially represent a backgroumar D55 is:

I Outcome does not meet expectations set bgtdilaeholders.

Objectives

Milestones

Risks

1.2. The rationale behind the structure

This deliverable is divided intsevensections. In the Introduction, objectives of the deliverable are presented.
In the KPI EvaluationMethodologysection, the notion of KPds well as the evaluation methodology agreed,
including theportioned into dimensionss replicaed (with some additionsjrom D5.2. Next, the technical
evaluation ofaerOSitself, and its surrounding componerdse provided. Section 4 constitutéke initial
evaluation of the resulfsom the pilots andSection 5 recapthe impactevaluationconducted along WRP&
qualitative analysis from thi€eVIs perspective is provided in Section 6, while fihal section is reserved for
conclusions

1.3. Deviation and corrective actions

This deliverable, initially to be submitt&alM21, was moved to K4 in order to describe in detail the KPIs and
their measurement metricBhis decisiorwasbased on the positive feedback received bytbgctreviewers
during the midterm review in April 2024 (M20).
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2. KPI evaluation methodology

The evaluation methodology adopted has been inspired upon ideas derived fré@3iisa-10T H2020
Project.This decision was made since that project analysed-Glereration I0T platforms for different focus

areas and application domains. It is thus very similar to the structure of aerOS, where five large scale pilots exist
in addition to several Open Call feots, in various application domains of the CldtaheloT continuum.

In particular, the aerOS KPI evaluation methodology follows a hierarchical approach, in which KPIs (either
derived from projectds Grant Agr ee mdrantinsightseainedr e me |
among different pilot group partners) are grouped by the definition of dimensions and fields of measurement,
in accordance with project aspects. This hierarchical approach aims at providing a more tangible assessment of
t he pr odess dattdiss comparing the result with respect to thet Grgreement commitments.€.,
accomplished, not accomplished, partially accomplished), system gaps, as well as stakeholders feedback anc
satisfaction, as explained next.

2.1. KPI definition, dimensions, and fields

Technically, a KPI states for Key Performance Indicator. Thus, it is a type of performance measurement, which
is done against a predefined set of values, called indicators. In aerOS it has been agreed that only quantitative
indicators are used, meaningtteach KPIs value shall be a number (or a percentage over a baseline). In general,
data collection for KPI evaluation will beonductedthrough benchmark testing, desk research|iren
guestionnaires or through et@one interviews. The latter will be rducted with coordinators of all pilots, as

we |l | as task | eaders. In those cases, in which a
from 1 to 5, where 1 would represent complete dissatisfaction and 5 would represent compgetecsatisl|

be assumed.

In particular, the KPI will be measured directly (for example messages/second, throughput in Mbps, or user
satisfaction on the Likert scale) and it will be expressed as a fulfilment percentage of the prospected KPI target
as follows:

! KPlI value = nkPlssae=i0®%vement Y
M no achievement < 0% PKPIl scaael <u@%< t ar get Y

1 KPI val ue KPIscoteat10guet Y
This approach will allow to interpret the value of an indicator against the original target set by aerOS partners.

To assess an overall aerOS evaluation, the KPI scores are groupEatlith scores which are calculated as

the average of all KPI scores for that field (i.e., aerOS service fabric KPIS, dga@Fabric KPIs, Pilot 1

KPls, Pilot 2 KPIs, Communication KPIs, Dissemination KPIs, etc.), and, in turn combineddinteeasion

score which is defined as the average of Field scores for that dimension, as presented in the two equations
below.

000d QYHelig 1)
0°Qa Q¢ | Q¢ eyl g )

Therefore if all KPIs reach the target, which would manifest as all KPI scores being 100%, then Field score is
also going to be 100%. Similarly, if all Field scores within the same dimension reach a 100% target, then
Dimension score will also reach 100%. This ag@h would provide an indication of achievements for specific
indicators, as well as overall results obtainedn®aerOS project as a whole.

For aerOS, it has been decided to define three main dimensions (i) Technical aerOS platform KPIs; (ii) aerOS
Pilot KPls; and (iii) aerOS Impact KPIs. Several grobpge beemlefined per dimension. The following table
maps each dimension and group, with the different tasks of the project where actual assessment will take place.

10


https://assist-iot.eu/wp-content/uploads/2022/05/D8.1_Evaluation_Plan.pdf
https://assist-iot.eu/wp-content/uploads/2022/05/D8.1_Evaluation_Plan.pdf

D5.571 Technical evaluation, validation and assessment report (1) =aer0s

Dimension Filed of evaluation Achieving tasks
(B Eegllez1l 1.1 aerOS network and compute fabric T3.1/T3.3
bl 1 2 aer0S Data Fabric T4.1/T4.2
1.3 aerOS Service Fabric T3.3
1.4aerOS aerOS cyber security and Trust componer T3.4/T4.5
1.5 aerOS selif and monitoring T3.5
1.6 aerOS decentralised Al T4.3
1.7 aerOS common API T3.2
1.8 aerOS management framework T4.6
1.9 aerOS Embedded analytics T4.4
1.10Stakeholder/user satisfaction/OpencCall T1.1/T14
Zi ekt Sl 2.1 Pilot 1 Datadriven cognitive production lines T5.2/T5.4

KPIs

2.2 Pilot 2 Containerised edge computing near renew T5.2/T5.4
energy sources

2.3 Pilot 3 Highperformance computing platform fc T5.2 / T5.4
connected and cooperative mobile machinery

2.4 Pilot 4 Smart edge services for the port continuur T5.2/T5.4

2.5 Pilot 5 Energy Efficient, health safe and sustaini T5.2 / T5.4
smart buildings

2.6 Overall pilot®engagement T5.4
3. <1501 3.1 Communication T6.1
Impact KPls 3.2 Dissemination T6.2
3.3 Starardisation T6.3
3.3 Exploitation and business models T6.4

2.2. KVI evaluation methodology

To supplement the existing KiBhsed, quantitative strategy in aerOS, a qualitative evaluation for a societal
valuedriven approach to technology development will be used, built upon the idea of Key Value Indicators
(KVIs). KVIs are markers of a pertineniaal Key Value (KV) that is either affected or enabled by upcoming
technology, particularly the new services offered by future networks [1]. These networks are expected to enable
a wide range of innovative and advanced use cases and application devhaihyill address significant
societal demands and providddedvalue in several ways. Humans and machines will be able to connect in
new ways that should benefit individuals, communities, and businesses. In addition to monitoring and reducing
risks, these benefits must be maximizedthis deliverable, the methodology to be followed is describgd,

well astheinitial analysis and result&inal resultwill be included in deliverable D5.6.

The methodology starts with the United Nations (UN) Sustainable Development Goals (SDGs) [2]. As seen in
Figure 1, these goals offer a flexible framework for target priorities, as represented by the three related domains
of environmental, social, and econic sustainability. But because these are stpeific, they must be
interpreted for the ICT sector to assess their effects. Accordingly, the first step of the methodology is to define
a set of societal KVs that are important to people and society anblecdirectly or indirectly addressed by

11
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future networksSome &amples of such KV are: Economical Sustainability and innovation, Digithlsion,
PersonaFreedom, TrustHowever the list is not restricted asay depend on specific cases.
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Figure 1 lllustration of the UN SDGs ordered in three areas according to [2]

DEVELOPMENT

GOALS
The second step is to attach KVIs to each KV. KVIs are primarily concerned with determining the societal value
that results from technological advancements and the context in which they must be used. KVIs are based on a
"societal readiness" approach thehmines, rather than if society is ready for a new technology, if technologies
are ready to be incorporated into society. A technology is considered important under the societal preparedness
paradigm if it is useful, efficient, fosters practice innovatamd helps brinipg systemic change for the good
of society. Compared to KPIs, knowledge of humelated elements is enhanced by KVIs, which may
necessitate discussions and the emergence of creative Tthegsare comparable to quality RRDs (Quality
Requirement®ocuments) thasupport a "topdown" strategy, in which project goals must be defined before
measurements are appliddVis need to be a set of quantifiable amounts or prerequisites that offer an
approximation of an impacted KV in some way. A®suit, targets should be able to be set using KVIs, such
as the quantity of service users who satisfy a condition or the perceived satisfaction using a service.

1 E:V[NTF

L

DEGENT WORK AND
ECONOMIC GROWTH

The third step of the methodology involves the KV enablers for each KV. This step analyses the factors that
determine a use case's usage, i.e., availability and populritystepdefines the main elements that would

either prevent the further construction of a use case or spread it and scale up the enabled value. These variable
typically have to do with meeting the end user's expectations in terms of technical fulfilment, sererege,
ecosystem adaptation, and value proposition. While the preeiceange rate is not stated, better KV
enablement should eventually produce value.

The final forth step aims at determining the KPIs that affect the related KVIs. This might not always be feasible
or meaningful, depending on the KVI. When using KPIs, it should be evident how and to what degree a
particular KVI is enhanced, without mentiag the exchange rate. To enable KVs, future networks can use the
KPIs to set technical numerical targets. Ultimately, this stage ought to offer a foundation for a technological
design that is motivated by values. All four steps are illustrat€eyumre?2 [1].

Enabling effect = Positive impact — Adverse impact Scale of effect Technicalimpact
(]
4 N\ \ [ \
Positive impoct Step 1: o Step 2: Step 3:
Identify key value | & Identify KVI Enablers of usage
(o]
L
v
Applying Y Key value ol KVI N KV enablers
use case x
— g Step 4:
e Quantification
verse impac
& ;é Related KPIs
k Rebound effect, alternative value / \ ) \ )/

Figure 2 The four steps of the adopted KVIs methodology [1]

In the scope oherOSthe aforementioned methodoloigyappliedto study each of the identified use cases and
conclude to a specific set of KVs, KVIs, KV enablers and KPIs per use case. Thasaogednclude to a
complete qualitative analysis of the performance gains achieved against yserfraseance indicators.
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3. Technical KPIs for aerOS

The purpose of this dimension is to address the existence, functionality and availability of the technical
components and features defined and implementdgebaerOS platform. To analyse the technical parameters,
the assessment uilds uponthe results and outcomes from integration, and testing activities. The main
software moduleander developmerto be evaluated, are the following:

aerOS network and compute fabric

aerOS data fabric

aerOS service fabric

aerOS cybersecurity and trust components

aerOS self and monitoring

aerOS decentralised Al

aerOS common API

aerOS management framework

aerOS embedded analytics

Stakehol derds satisfaction

CLUONoOO~WNE

=

3.1. aerOS network and compute fabric

3.1.1. KPI 1.1.1 Response time for the orchestration of loT
applications (KVI-1.1)

KPI ID number . KPI1.1.1

KPI Name Response time for the orchestration of loTapplications

Description This KPI measures the time the orchestration system takes to achieve the tar¢
of the blueprint of the loT applications

Motivation Whether achieving the initial state or transitioning states due to extanditions
changes, the orchestration system should provide responsiveness for tl
applications. A less responsive system would hinder the usefulness of
autonomous service for the end user and makes it less reactive to changing col

Target value <15% baseline

Prerequisites aerOS installation ready in the concerned domains. aerOS installation implies he
at least, selthwareness and salfchestrator elements are functional in several IEs,
these (IEs) are organized in one (or more) domain(s) andhibii_ O is capable ©
receivingimplementation blueprints and allorag computing workloads.

aerOS HLO (T3.3), LLO (T3.3), seHlawareness (T3.5), saifchestrator (T3.5)
components (task)

SEITENLEnEEREY The evaluatiorprocess leverages the status of Data Fabric service compone
monitor the deployment time effectively. This monitoring is crucial for understar
the time taken for various components to become operational. Additionally
deployment time can be sessed more accurately from the Management P
providing a precise measure of response time from the user's perspective.

13
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At M24, given the current state of the demonstrator, the deployment time fro
Management Portal that excludes the latency introduced by the HLO-I(ig
Orchestration) Al service is being measured. This focused approach allows to
baseline dat on deployment efficiency without the additional complexity of
processing delays. For D5.6, a more comprehensive measurement mechanisn
implemented. This advanced system will encompass all aspects of the depl
process, including HLO Al latey and other potential delays, ensuring a thorougt
accurate evaluation of the deployment time across the entire service framewot
holistic approach will provide a detailed understanding of the deployment dyn:
enabling optimizations and emw@ements to improve overall efficiency and u
experience

Measurement

period Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value 5

(% achieved) 10¢ 5 s (333%) N/A

Outcome Performances based on the aerOS raudew demonstration have been measured f

ClEL U N(YPZIN the user perspectivatf{ps://youtu.be/UVAmnN4Crwi?si=gylmRBYiEqeamdNS

3.1.2. KPI 1.1.2 Opensource components for aerOS to deploy and
manage applications spanning the continuum (K\41.2)

KPI1'1.1.2

Opensource components for aerOS to deploy amtianage applications spanning
the continuum

KPI ID number .

KPI Name

The KPI determines the number of components that aerOS generates and ar¢
deploy and manage applications in the continuum that have been shared with ¢
communities through opesource contributions.

Description

This KPI is important to measure the impact aerOS has on the technological eco
allowing the support of new technological business models and-phitiks
exploitation resulting from the project innovative work.

Motivation

Target value 3

Prerequisites The components are aer@&ated, or aerG8nhanced, and aravailable for
inspection,download, reuse and replicatioby the community outside of the proje
A pre-requisite for final acceptation of this KPI is also the completion olCthers

SourceStrategy that has been defined during the latest period of the project, a
will be put in place from M24 to M36 of aerOS.

aerOS Any aerOS component subject of being ogenrce licensed (all WP8/P4, and T6.4
components (task)

1 The baseline is taken from the worst case in usual loT applications in the literature [3]..
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Evaluation means

Measurement
period

Measured value
(% achieved)

Outcome
elaboration (M24)

The number of public repositories related aerOS. With LICENSE and NOTICE
and with proper documentation for iisage.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

N/A 0 (0%) N/A

aerOS has already contributed to dive@genSourcerepositories More than 15
issues to public repos opersourcecomponents to enhance the products with ae
flavor.

9 Orion-LD via various issues, and request for contributions to ETSI CIM.
9 IOTA issues.

1 Issue to KubeEdge repository.

1 Contributions to Morp#kgc suite.

Therefore, although not aer@®eated components, the contribution from the prc
(that uses those technologies) is already evident.

About open source components of aerOS, the project has made huge effort:
documentatiorand in creating amstallation guide The OSS components that ¢
included in the Installation Guide, and that are custom provisions by aerOS are
public (therefore, not OSS yet), have been made available, notwithstanding, t
Call #1 projects via the usage of specifitLab tokens to access the public comn
deployments of aerQS

Regarding the global public, repositories (out of the global list in the private Gi
are being tagged as potential ofgeurce components albeit no formal agreement
been reached yet.

This is the global list of components of aerOS. It is expected that most of them
released as Open Source, with a permissive License for the Community. A formz
list of the OSS components of aerOS will be submitted in D5.6, altogether wi
proper Github and Zenodo links:

T3.1 Smart networking for infrastructure element connectivity T4.1 Data autonomy for homogenisation, semantic interoperability

T3.2 Communication services and APls

T4.3 Scalable, decentralised frugal Al exploiting data locality

T4.4 Real-time embedded multiplane analytics

T3.5 Node's self-* and monitoring tools
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3.1.3. KPI 1.1.3 Usage of 5G native APIs (3GPP NEF and CAPIF)
(KVI -1.3)

KPI'ID number . | KPI1.1.3

KPI Name Usage of 5G native APIs (3GPP NEF and CAPIF)

Description 5G Native APIs that have been specified by 3GPP allows the itigggration of
services and applications in order to improve their performance and features, !
by retrieving information of the QoS level of the network and the location of the

Motivation The use of 5G native APIs casignificantly enhance the performance of
service/application, providing additional context information and network aware
Therefore, assessing the use of native 5G APIs as a KPI is important because it
the disruptive innovation of the devekapservices and applications.

>50% aerOS scenarios using 5Gwak
Functional aerOS domain and aerOS APIs exposed

aerOS Ingress (T3.1), TLS (T3.1)OpenAPI (T3.2),HLO (T3.3), API Gateway (T3.4)
eollelelp i8] Context Broker (T4.2)

SEITEN =Y Out of all theaerOS scenariothe following twoare going to use cellular network:

9 Pilot 47 Predictive maintenance

9 Pilot 57 Smart buildings
As long as any one of those two scenarios show that the OpenCAPIF is integri
the KPI will be considered as fulfilled

To carry out the evaluation, there are three optionsefipnting tools of OpenCAPI|
will be used (ii) exported report on discovered (aerOS) AP&nd (iii) POSTMAN
endpoints witlOpenCAPIFacting asconsumergetting all aerOS registered APIs.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [RNV/ZA 1/2 scenarics deployed, bu N/A
(% achieved) not integrated(50%)

Outcome For M24, Pilot 5has successfully deployedh® OpenCAPIFinstance in theil
slEGl el N (Y208 development environmenThefirst two screenshots below (k9s services running
the domain, and capif service logs), as well as in the third fighosv howthe
performance of the CAPIF is monitored in a Grafana instance.
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ubuntu@opencapif: ~fopencapif/capiffservices Q

ubuntu@opencapif: ~/opencapif/capif/services vpitsilis@earth: fopt/kad

3 $ ./check _services_are_running.sh
All Vault services are running
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3.1.4. KPI 1.

1.4 Usage of TSN (KV41.4)

KPI'ID number . | KPI1.1.4

KPI Name Usage of TSN

Description

Motivation

Target value

Prerequisites

aerOS
components (task)

Evaluation means

Measurement
period

Measured value
(% achieved)

Outcome
elaboration (M24)

This KPI measures the adoption rate of Ti8ensitive Networking (TSN) in mor
than 50% of the applicable scenarios within the project. TSAN dst of standard
designed to improve the reliability, latency, and synchronization of standard Et
networks. The goal is to quantify the extent to which TSN is being utilized in sce
where reatime, deterministic communication is critical.

The integration of TSN is crucial for scenarios that demand high levels of ne
determinism and reliability, such as in industrial automationtheed control systems
and applications requiring precise synchronization. By targeting a greater tha
adoption rate in relevant scenarios, this KPIl encourages the advancement of 1
infrastructure towards more robust, latersgnsitive, and synchronize
communication capabilities. This, in turn, supports the overall efficiency, safety
performancef the systems relying on aerOS.

>50% scenarios

To effectively evaluate the usage of TSN, it is essential to have aem&bled
infrastructure in place. This includes ensuring that the netwdrlstructure is
equipped with TSANompatible switches, routers, or other network devi
Additionally, it is crucial to have TSldware applications that can fully utilize TSP
capabilities.

Ingress (T3.1), TLS (T3.1)

The evaluation of this KPdims to measure the number of scenarios where T¢
deployed. The process involves identifying and counting scenarios in which
capable networking hardware such as switches or routers is utilized. Addition
pivot scenario that highlights a sucsid TSN integration will be examined. Th
scenario will provide valuable insighisto challengedaced benefitsgained and
lessons learned.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

N/A 1 scenario %) N/A

In Pilot 1 scenario "AGV swarm zero bredkwn logistics & zero rampp safe PLC
reconfiguration for losize 1 production,” a TSlKapable switch wasuccessfully
integrated to address latency and jitter issues in the communication between co
devices.The goal was to optimize the performance of the scenario. ThecaSable
switch used, was the Multiport Time Sensitive Networking (MTSN) Kit from Sc
This switchoffers scheduled, besffort and reserved traffic, along with Time Awe
Shaper and Credit Based Shaper functionalities. The setup involved connec
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Industrial PC (SIMATIC Microbox PC) with an Intel Core®8842EQ processor ar
two Raspberry Pis 4 with a Quad corellARM-Cortex A72 processor to the MTS
Kit switch. The switch, in turn, was connected to a router that facilitated internal 1
routing within the scenaridl he figure belowllustrates the overall setup, showcas

the connection between the devices and router.

Additionally, a webaccessible administrator interface allowed for easy configuri
and adjustment of the traffic between devices, as depicted iiollowing figure

TIME AWARE SHAPER

TIME AWARE SHAPER TIME AWARE SHAPER

Q7 Q6 G5 4 Q3 Q2 Q1 @0 a7 @6 Q5 04 Q3 Q2 Q1 Q0

Guo@ee&ges Gatestates

uuuuuuu

Cycle ti

3.1.5. KPI 1.1.5 Number of old equipment units turned on
actionable aerOS nodes

Table7 KPI 1.1.5 Number of old equipment units turned on actionable aerOS nodes

KPI ID number . KPI1.1.5

KPI Name Number of old equipment units turned on actionable aerOS nodes
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Devices that are incorporated into the aerOS continuum enabled kieta©S
Motivation The operation of higiperformance algorithms and highly efficient data transac
mechanisms depends on edge, loT and chiemices to orchestrate effectively t
different services of the hyper distributed application workflows.

I -

Prerequisites aerOSselfcomponentsénstalled in an IE, and the IE integrated in a domain provis
information and being able to accept workloads.

aerOS The minimum aerOS core serviceamely LLO (T3.3), Self* (T3.5), Context Brokel
elnloJe i ERICH(ENY] (T4.2)

SEIEl RN KPI leader (INNO) will address the different aerOS pilots about the old equig
units that have become in new aerOS nodes. An internal description per pilot, in
technical specifications, will be included within this table. The evidence of thei
will be presented in D5.4.

g"eerﬁf(;”eme”t Baseline M24 (Deliverable D5.5)  M36 (Deliverable D5.6)

Measured value 46 identified. The 6 IEs
(% achieved) N/A from Pilot5 up-and- N/A
running (30%)

Outcome The number of devices varisgnificantly between pilots:
Ehlogrion {2 Pilot 1: 19 devices

I SIPBB (Scenariol) 6 devicesQuality control, Manual workstation, Smari
conveyor, AGV, PCB THISoldering, SMC AMS). This is the hardware
needed to integrate into aerOS and whose data must be collected.

T INNOVALIA (Scenario2)- 0 devices There is no old equipment expected
now to be turn on thanks to aerOS within the scope of the project

I SIEMENS (Scenario3)10devices 4 existing AGVs and 1 industrial PC w
be transformed into aerOS deviceRegardingthe testbed, 4 existin
Raspberry Pio6s and 1 TSN switch

1 MADE&POLIMI (Scenario4) 3 devices MADE relies on their pre
existing on premise server. POLIMI relies on an existing Industrial PC a
onboard PC of the AGV (the AGV was recently refurbishedldition of an
SSD, new batteries, and upgrade from ubuntu 18.04). Considering AGV
old equipnent there are 3.

Pilot 2: 21 devicesSince the Cloud is public and out of context, is not considere
Within the Edgedecommissionedervers from another project are used.

1 1x router node with following specification: 2 processors 12 core 2.3 G+
128 GB RAM, 2 x SSD Boot Disk 1TB

9 1x control plane node with following specification: 2 processors 12 core
GHz, 256 GB RAM, 2 x SSD Boot Disk 1TB

I 17x compute nodes with following specification: 2 processors 12 core 2
GHz, 256 GB RAM, 2 x SSD Boot Disk 120GB
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3.1.6. KPI 1.1.6 Consistency of deployment compared to app
blueprints

1 2x storage nodes with following specification: 2 processors 12 core 2.3
256 GB RAM, 2 x SSD Boot Disk 120GB

Pilot 3: Still to be determined

Pilot 4 - 0 devicesAll the hardware equipment for Pilot 4 has been procured as |
so there is no equipment turned on thanks to aerOS.

Pilot 51 6 devices3 Up-boards used as 10 GWs (7 years old based on the age
*processor*. 2 NUCs (4 years old) and 1-BR380 (5 years old)

KPIID number . | KPI1.1.6
KPI Name Consistency of deployment compared to app blueprints

Description This KPI measures how consistent the consecutive deployments of the app
compared its specified blueprint

Motivation The orchestration system is an autonomous system. It is important that this
keeps consistent its automatic depl
require manual oversight.

Target value >95%
aerOS installation ready in the concerned domains

aerOS HLO (T3.3), LLO (T3.3) ManagenentPortal (T4.6).
components (task)

SETEN e Manual test of the applications by pilots aploservability toolssuch as K9sfor
deploymentwerification For now, only manual test has been done on the applic
mid-review demonstration. With continuous integration of the pilots, more data v
collected, and more observability tools will be integrated as part of the test.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [RNVZA 100% (1®%) N/A
(% achieved)

Outcome With the limited tests conducted within the consorti
CIEo Nl aN(YPZAN (https://youtu.be/UVAmnN4CrwI?si=gylmRBYiEgeamdNBo consistency issue
were notedThe TOSCA examples used for the demonstration are shown below
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3.2. aerOSData Fabric

3.2.1. KPI 1.2.1 Full support for data pipelines in all use cases (incl.
open calls), identified through requirements elicitation (KVI5.1)

KPI ID number . | KPI 1.2.1

KPI Name Full support for data pipelines in all use cases (incl. operalls), identified through
requirements elicitation

Description aerOS Data Fabric exposes configurable tools that are used to build data tra
transformation workflows (data pipelines). This KPI will measure the coveray
pipelines, that are prepared within the project, and required by theasse

Motivation Verification of the Data Fabric tools, that support the creation of data pipelir
practice.
Target value >50% scenarios

Prerequisites Data Product Manager and Data ProdRipeline components have been implemer
and deployed.

aerOS Semantic Annotator, Semantic Translgfb4.1), Data Fabric (T4.2)
components (task)

SEIERLEnEEREE One of the aerOS basic goals is to provide the flexibility and adequacy in handli
data pipelines that may be encountered in its future applications. To verify that
achievable, data pipelines required by the-ceses (and opetallers) are heg

specified, configured and created using aerOS Data Fabric and associated tool

By taking advantage of its modular architecture and the flexibility of the data hai
mechanisms it offers, as well as th@mprehensive support already available for
most commonly used data formats, Data Fabric should meet these requiremel
evaluation process, while somewhat
of pilots (and open calls) developmertwill apply to all scenarios where there is
need to create and handle data pipelines.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

Measured value
(% achieved) M e N

Outcome Currently, aerOS Data Fabric related tools, developed within T4.1 and T4.2 alli
slELl e N (Y208 building semantic data pipelines by ingesting raw data in both batch and stre
fashion, annotating it (with MorpKGC or Semantic Annotator), homogenizi
semanticallywith Semantic Translator), and exposing the result via GrdContext
broker. It has been tested for the MVP during the-taith review. However, the us
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case scenarios are still in the integration phase, so no evidence of its use
provided yet.

3.2.2. KPI 1.2.2 Semantic and syntactic interoperability between all
data producers and consumers in all use cases (K\%.2)

KPI'ID number . | KPI1.2.2

KPI Name Semantic and syntactic interoperability between all data producers an{
consumers in all use cases

Description To achieve interoperability when exchanging datpaiticipants, data producers a
data consumers must understand the data. This KPI will ensure, that the data i
for producers and consumers, through either usage of a common syntax and se

from the getgo, or by applying data transformations.

Semantic and syntactic interoperability of data for aerOS Data Fabric.

Prerequisites Data Product Manager and Data Product Pipeline components have been imple
and deployed.

aerOS Semantic Annotator, Semantic Translator (T4.1), Data Fabric (T4.2)
components (task)

SEITENLEnEEREY As long as the Data Fabric and some of the sementtisare deployed and there is
data producer and data consumer connected, it will be considered thaeribeo/use
case applies for the semantic and/or syntactic interoperability.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

Measured value
(% achieved) N/A N/A N/A

Outcome In all use cases, whenever data interoperability is needed it is provided o
slEL el R PZE syntactic and semantic levels. The former is supported by the Semantic Ani
and/or MorphKGC, the lattefi thanks to the semantic homogenization mechan
provided by ®mantic Translator. All these solutions together ensure
interoperability in data production/consumption at the level of Data Fabric.
previous KPI, since the use case scenarios are still in the integration phase, no €
of semantic and syntic interoperability use can be provided yet.
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3.2.3. KPI 1.2.3 Reference implementation for a data infrastructure
supporting full user-control in the definition of data sources,
consumers and flows (KV#5.3)

Table11KPI 1.2.3 Reference implementation for a data infrastructure supporting full usentrol in the definition
of data sources, consumers and flows (K¥I3)

KPI ID number . | KPI 1.2.3

KPI Name Reference implementation for a data infrastructuresupporting full user-control
in the definition of data sources, consumers and flows of deployment compared
app blueprints

Description Number of aerOS use cases that have followed the stdrd&et! Open TermdQ©T)
methodology for ontology development.

Motivation Ontologies enable integrating data in the knowledge graph that implemeatth
Fabric (i.e., the data infrastructure).

Prerequisites Ontology has been developed following the guidelines defined by the
methodology.

aerOS Semantic Annotator (T4.1), Data Fabric (T4.2)
components (task)

SEITEWLEnEEREY The resulting ontology must be available in a GitLab repository, where the follc
ontology artifacts as recommended by the LOT methodology:

1 Ontology requirements (in CSV format)
I Ontology diagram (based on Chowlk notation, created using draw.io toc
1 Ontology code (OWL code programmed and validated with Protégé too

Measurement

period Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value 0

(% achieved) v 2 (58 N

Outcome Two use cases have been identified, namely, aerOS Continuum and aerOS B

slELl e N (Y208 The respective ontologies for these use case have been development according
methodology guidelines and recommended tools. The resulting ontologie
available on separate repositories in aerOS GitLab, including the ontology ai
mentioned above. The following snapshot depicts the structure of the GitLab rep
for the &rOS Building use case.
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¥ develop ~ pilot-5-building-ontology | | + ~ Compare History Find file Edit «

Add online documentation link to README

Ignacio Dominguez Martinez-Casanueva authored 5 days ago © | s2veee |

Name Last commit Last update
B2 data-catalog Update mappings and knowledge graph 1week ago
B2 diagrams Rename object property to ‘presentinBuilding' 1week ago
E2 mappings/mysgl/pipeline Update repository 1week ago
B3 ontology Rename data folder to examples 1week ago
B2 requirements Upload requirements in CSV format 1week ago
4 .gitignore Initialize Pilot 5 Building Ontology 2 months ago
& gitlab-ci.yml Fix GitLab Cl script 1week ago
s+ README.md Add online documentation link to README 5 days ago
[® README.md

Pilot 5 Building Ontology

Online documentation: https://w3id.org/aer0S/building

. Logand
adbuild: b iwaid crg/aerOSbulding de:tite: asrOS Piat S Smart Buding Onology X I 1
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daterms: hipaipurl orgdcierms, dosoreatar: Lucia Cabanitas Rodigus Clats o L o
foaf: fitpixmins. comiaati. 1 de:contributor: ignacic Dominguaz Martinez ——owlamO——= 1
hitg:pu. ergionlologyiolaicarad owlversionimio-1 1.0 Data Progerty: detatype T, Reused Class
org: hitp-ifwmve wd crgisiarg® b
: b oegloniclogyinecicered e ——
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The GitLab repositories containing the ontology artifacts are listed below:

1 Continuum Ontology: https://gitlab.aereproject.eu/wp4/t4.1/pileb-
building-ontology

9 Building Ontology: https://gitlab.aereproject.eu/wp4/t4.1/aeraontinuum

3.2.4. KPI 1.2.4 # of data sovereignty initiatives

Table12KPI 1.2.4 # of data sovereignty initiatives

KPI'ID number . | KPI1.2.4
KPI Name # of data sovereignty initiatives

Description Data sovegignty initiatives referto efforts, policiesand frameworksvith the main
goal ofensuring datas subject tathe lawsand governance structuocé whereit is
collectedor processedThis KPIquantifies the amber of datasovereignty initiatives
that influenceaerOScomponents.

Motivation Data sovereignty is crucial to facilitate data sharing and trusted data trans
ensuring effective data usage control in distributed environments. The number
sovereignty activities enhances the fidelity of Al models and effectivene:
autononous control loops.

27


https://gitlab.aeros-project.eu/wp4/t4.1/pilot-5-building-ontology
https://gitlab.aeros-project.eu/wp4/t4.1/pilot-5-building-ontology
https://gitlab.aeros-project.eu/wp4/t4.1/aeros-continuum

D5.571 Technical evaluation, validation and assessment report (1) =aer0s

I -
N/A

aerOS
components (task)

SETEN e By tracking and reporting evedata sovereigntin whichaerOSpartners havactively
contributed A valid initiative is considered each action that directly helps hanc
complies with regulations or legal issues, increasing control over the dat
protecting it from unauthorized access

gﬂeer?;éj EMENE Baseline M24 (Deliverable D5.5)  M36 (Deliverable D5.6)
Measured value o

(% achieved) 0 9 (180%) N/A

Outcome Software/components/applications that enable sovereignty

elaboration (M24) Blueprint: 1- DSSC v1.0

Data Sovereignty Policy Managemeni: ODLR
Data Space Communication Protocol:IDSCP 2.0
Data Space Connector Supported:2SC EDC
Data Catalogue: L DCAT-AP

ID Management system:i1DAPS

Certificate Authority: I X.509

Digital Twin & Data Models: I OPGUA

Work in progress

1 Data Space Interoperability: DSP (ISO/IEC JTC 1/SC 38)

7 Data Space Compatibility: 1 Eclipse TCK
Further information on the enablers (software/components/applications) of sov
data space related/due to aerOS can be found

=4 =4 48 -8 _-8_8_-9_-°

https://gaiax.eu/

https://bdva.eu/
https://www.fiware.org/

https://dssc.eu/
https://internationaldataspaces.org/

= = =] = =

3.2.5. KPI 1.2.5 aerOS data models in open markets

KPIID number . | KPI1.2.5

KPI Name aerOS data models in open markets

Description Number of data models used in aerOS publicly available to the-supene
community.
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Motivation Promotion of open data models targeting the -EalgeCloud continuum for
improving interoperability.

Target value 5

Prerequisites Ontology artifacts, namely, requirements list, diagram, code, and documen
available in theespective GitLab repository.

EIE(ON) Semantic Annotator (T4.1), Data Fabric (T4.2)
components (task)

SEENnEEN The ontology must be publicly available, exposing an online documentation ba
the WIDOCO tool. Additionally, following LOT methodology best practices, t
namespace URI of the ontology must be registered under the open w3id.orgd
and an entry of the ontology must be created in the Linked Open Vocabularies (
service for improved discoverability by the opswurce community.

'g";f(;”emem Baseline M24 (Deliverable D5.5)  M36 (Deliverable D5.6)
Measured value o

(% achieved) N/A 2 (40%) N/A

Outcome Currently, the aerOS Continuum Ontology and the aerOS Building Ontology hav

ClELeI e N2 published publicly online, using WIDOCO tool, and registered under the wa3i
domain, as shown in the following figure.

w3id.org faer0S | (@O Add file ~
&. idomingu Add aerOs project b69fice - 2 weeks ago  {O) History
Name Last commit message Last commit date
[ ] building Add aerOS project 2 weeks ago
0 continuum Add aer0s project 2 weeks ago
[ README.md Add aerOS project 2 weeks ago
README.md 2 =

aerOS Ontologies

aer0S is a European research project (Horizon Europe CL4-2021-DATA-01-05) running for 3 years which aims at transparently utilising the
resources on the edge-to-cloud computing continuum for enabling applications in an effective manner while incorporating multiple
services. The overarching goal of aerOS is to design and build a virtualized, platform-agnostic meta operating system for the loT edge-
cloud continuum.

This falder contains the following ontologies that have been developed in the aerOS project:

« Continuum Ontology: https:/fw3id.org/aerOS/continuum#
+ Building Ontology: https:/jw3id.org/aerOS/building#

Online documentation for each ontology can be found in the following links:

1 Continuum Ontology: https://w3id.org/aerOS/continuum#
9 Building Ontology: https://w3id.org/aerOS/building#

2 https://github.com/dgarijo/Widoco
3 https://w3id.org
4 https://lov.linkeddata.es/dataset/lov
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3.2.6. KPI 1.2.6 Semantic annotation support for commonly used
data format

Table14KPI 1.2.6 Semantic annotation support for commonly used data format

KPI'ID number . | KPI1.2.6

KPI Name Semantic annotation support for commonly used data formats

Description Semantic annotation componen-iD basea on
specific annotation rules. This KPI will measure the number of data formats that
cantransfom into NGSILD.

Motivation Datalevel semantic interoperability and support for the unified data handling v
aerOS Data Fabiric.

Prerequisites Data Product Manager and Data Product Pipeline components have been imple
and deployed.

aerOS Semantic Annotator (T4.1), Data Fabric (T4.2)
components (task)

SEIEUEpEERE The eval uation of the KPI will be b
by the Semantic Annotator.

Measurement

period Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value o

(% achieved) N/A 3 (100%) N/A

Outcome Current i mplementation of the Seman

CIELeI e N 2270 formats: XML, CSV, and JSON. The REST configuration interface of the Sen
Annotator, based on Swagger, is shown in the following figure.

channels channels management ~

BEEA /<hanners v|
|m channels v|
BEGN sehannets/{channelzd) v|
x /channels/{channelId} v
| Jchannels/{channelTd} v|
T schannels/{channelid} /restart v
annotations annotations storage management - WARNING: annctations storage is not available in standalene mode ~
BEEAR /annotations vl
| /annotations v|
PEE /annotations/ fannotation1d} v|
|m /annotations/{annotationid} V|
information formation about the server &
e v
oo =
BEER /sertings ~|
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The first example demonstrates annotation of JR3ClNs ed A per son
process, the Semantic Annotator utilizes annotation rules (depicted on the I

expressed in CARML format) telling
countepart.

In the second example, the tool is used to semantically annotate a series-c
encoded fAimeasurement datao coming f

The last example presents annotation of XbHsed data coming from the sai
temperature sensor.
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3.2.7. KPI 1.2.7 % data sources from aerOS scenarios to be
semantically annotated and exposed via Data Fabric

KPI 1.2.7

% data sources from aerOS scenarios to be semantically annotated and expoj
via Data Fabric

KPI ID number .

KPI Name

Description Data ingested/manipulated by aerOS and expressed in-NG8éeds to usérmal
semantic models. This will enable semantic harmonization for heterogeneot
sources.

Motivation To achieve data shareability in aerOS.

Target value >50%scenarios

Prerequisites Data Product Manager and Data Product Pipeline components have been depl

aerOS
components (task)

Semantic Annotator, Semantic Translator (T4.1), Data Fabric (T4.2)

SEIENNEEREN The evaluation takes into account the use cases which creatdaitieandrerifies if
the data is properly served as N&$I through aerOS Data Fabric.

IF\)/Ieeria(L)s(;Jrement Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
VEEEEERERELTS >20% scenarios >45% scenario$90%) N/A

(% achieved)
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Outcome Data shareability in aerOS is obtained via semantically annotated data pipelines
clELlo e N\ P28 through Data Fabric infrastructure. All the essential elements for defining
pipelines are now available and their usage is taken into account by the aerOS |
scenarios. As long as the initial deployment tests are carried out, the percen
aerOS scenarios will be quantified.

9 Pilot 1 will considerfour kinds of data sources: ROS2 (Robot Opera
System) DDS (Data Distribution Service), OPC UA (OPC Unit
Architecture), PROFINET and MQTT broker(s). Both ROS2 DDS and M(
will produce JSON to be semantically annotated.

I Pilot 2 will provide data based on Kepler metrics, describing p¢
consumption, resource utilization, and predicted availability of green el
(most, if not all will besemantically annotatgd

1 Pilot 3 will handle four kinds of data sources: monitoring camera im
(possibly semantically annotated through metadata), vehicle locatior
(including time stamp and geographic positioning; semantically annoti
field condition data (semanticallgnnotated), and vehicle operation d
(power level, engine status, vehicle configuration, etc.; semanti
annotated).

9 Pilot 4 will considerport operational TOS data (batekported, possibly
semantically annotated), information about the assets to be reg
maintained in the port (including equipment, materials, maintenance sct
and assigned employees; possibly semantically annotaedyell as live
video feed data (most probably i

9 Pilot 5 will involve two kinds of data sourcesith data that originates eitht
from MySQL database or MQTT broker. It will offer environmer
parameters taken from sensors located in a smart building (su
temperature, humidity, pressure, or air quality). Additionally, based on tht
coming fom sensors, various monitoring, forecasti
recommendation/optimization data will be made available. All the data sc
will be semantically annotated and exposed via Data Fabric.

3.2.8. KPI 1.2.8 Support for multiple types of data sources

KPI ID number . | KPI 1.2.8
KPI Name Support for multiple types of data sources

Description TheDataFabric can support the ingestion of data from datarces based on differe
protocols and data formats such Files, RDBMS, Kafka or MQTT

Motivation Demonstrates how tHeataFabric can cope with the heterogeneity of the continu
Target value >=3

Prerequisites The Data Product Manager and Data Product Pipeline components have
implemented and deployed in a scenario with multiple heterogenous data sourc

aerOS Semantic Annotator (T4.1), Data Fabric (T4.2)
components (task)
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SEEl e Data Fabrié support for a specific type of data source is validated when the
product owner can onboard a data product for such data source type athiabric
builds a pipeline that retrieves raw data and eventually stores it in the-INIG
Context Broker.

gﬂeif(;”emem Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [l 2 (66%) N/A

(% achieved)

Outcome Currently, there is a total of two types of data sources supported in the aerO

clEGl e g N (Y2208 Fabric: remote files and MySQL. The integration and extension of the MG
component has provided support for these two data sources. Additionally, th
Product Maager REST API has been extended to enable onboarding data pi
based on these types of data sources.

The following snapshot depicts the documentation of the REST API to onboar
products from MySQL data sources:

Onboard Data Product
A~ multipart/form-data

— data_source v
required

object (DataSource)

— details v

required

any (Details)

— freshness string (Freshness)
Only supported for data sources of batch type. Determines
how frequently the aerOS Data Fabric collects raw data from
the target data source

{ data_source_type any (Data Source Type)

required
= RELATIONAL_DATABASEV
Value: "RELATIONAL DATABASE"
i db_url string (Db Url)

URL of source relational databases

L rml_file

string <binary> (Rml File)
required

The following snapshot depicts the documentation of the REST API to onboar
products from remote file data sources:
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Onboard Data Product
REQUEST BODY SCHEMA:  multipart/form-data

i data source v

object (DataSource)
required

any (Details)

— freshness string (Freshness)
Only supported for data sources of batch type. Determines
how frequently the aer0S Data Fabric collects raw data from
the target data source

 data_source_type any (Data Source Type)

required
FILE ~

Value: "FILE"

~ file_path string (File Path)
Location of source file

string <binary= (Rml File)

3.2.9. KPI 1.2.9 Data pipeline latency for data integration

Table17 KPI 1.2.9 Data pipeline latency for data integration

KPIID number . | KPI1.2.9
KPI Name Data pipeline latency for data integration

Description The latency added by the Data Fabric when integrating from raw data in
knowledge graph

High latency would limit the adoption in near réiahe use cases
Target value <1ls

Prerequisites Data Product Pipeline components implemented and deployed in a scenario wit!
source like MySQL.

aerOS Semantic Annotator (T4.1), Data Fabric (T4.2)
components (task)

SEIERL g EEREE Using a custom developed tool, the d¢oend latency of a data product pipel
executed in théata Fabric is measured. The total latency comprises the late
introduced by the following steps:

1 Data mappingt()
I RDF to NGSILD translation {2)
Therefore, the latency formula looks as followwsg1+t2

The latencies present during the ingestion of raw data in the mapping engin
Morph-KGC) as well as the materialization of the resulting NGBl data in the
NGSHFLD Context Broker.
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Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [R\NV/ZA N/A N/A
(% achieved)

Outcome The tool responsible for measuring the 4a@nd latency is still under developme
slEGl e N (Y208 as of the writing of thisleliverable. It is expected that the latencies will be meas
by the next iteration of the document (D5.6).

3.2.10.KPI 1.2.10 Simultaneous data pipeline execution

KPIID number . | KPI 1.2.10
KPI Name Simultaneous data pipeline execution

Description Maximum number of concurrent data pipelines running in Dlag¢a Fabric with
guaranteed performance.

Motivation The DataFabric is expected to simultaneoubligndlemultiple data flows

Target value 5

Prerequisites Data Product Manager and Data Product Pipeline components implementt
deployed in a scenario with multiple batch data sources like MySQL or streamin
sources like Kafka.

aerOS Semantic Annotator (T4.1), Data Fabric (T4.2)
components (task)

SEIERLEnEEREE The Data Product Manager must handle the lifecycle of data product pipelir
ingest and integrate data from multiple data sources. To do so, the managemen
products by data owners is enabled via a REST API implemented in the Data F
Manage. A preliminary version of this REST API is documented in the official ae
documentation:

https://docs.aeres
project.eu/en/latest/data/fabric/data product manager.html#interadtimthe
dataproductmanager

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [B\V/ZA N/A N/A
(% achieved)

Outcome The data product lifecycle management feature in the Data Product Manager
slEGl e N (Y208 under development as of the writing of this deliverable.
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3.3. aerOS service fabric

3.3.1. KPI 1.3.1 Number of VNF/NetApps to improve performance
and self* network reconfiguration (KVI -2.3)

KPI'ID number . | KPI1.3.1

KPI Name Number of VNF/NetApps to improve performance and sel network
reconfiguration

The use of VNFs (or Network Apps as defined in 3GPP) aims at improvin
performance of the seffonfiguration of the network. This &chieved by interfacin
each Network App on the one hand with the native APIs of the 5G network, a
the other hand with application itself through business APIs, enhancing eith
performance of the service provision or the network configurats®if.itThis KPI
follows the paradigm of the 3GPP SA6 standstitbn activities, where specifi
Network Apps are realized as Vertical Application Enablers (VAES), improving
performance for supporting services of vertical industries, or the nel
configuration.

The higher the number that a specific application or service is interfacing
NetApps, the more innovative the specific application/service is becoming, bec
integrates features that are not currently availablpassible with a simple OT
provision approach.

Target value > 6 Services/Applications that are interfacing with at least one NetApp
aerOS domain set up complete with at least one IE connected over 5G network

aerOS Ingress (T3.1), TLS (T3.1), HLO (T3.3), LLO (T3.3), APl Gateway (T3.4), [
elnlelesCHICH(ENY] Fabric (T4.2)
VEITEUe R EERE Logs showingeG metric§ QoS and GPS locatioexkposed in aerOBataFabricwill
be monitored and presented
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value \Z: 3 (50%) N/A
(% achieved)

Outcome In the MVP, three services are interfacing with one NetApgop of the 5&/ehicle
slEL =l R P E  which represents orl& in the NCSRD domainln particular, as it can be seen belc
the NetAppprovides QoS and GPS location data to

9 Command and Control (C2pplication with the target to provide remote
navigation
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9 Visualization application to provide state monitoring

91 Orion-LD to provide data to more consumers
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2 1

3 "id": "urn:ngsi-ld:vehicle:5g-cax:1",
4 "type": "Vehicle",

5 "category": {

6 "type": "Property",
7 "value": [

8 "specialUsage",
9 "Tracked"

10 ]

11 t,

12 "vehicleType": {

13 "type": "Property",
14 "value": "car"

15 i,

16 "name": {

17 "type": "Property",
18 "value": "pi"

19 i,

20 "vehiclePlateIdentifier": {
21 "type": "Property",
22 "value": "ncsrd"”

23 i,

24 "location": {

25 "type": "GeoProperty",
26 "value": §

27 "type”: "Point",
28 "coordinates": [
29 23.818836,
30 37.996339

31 ]

32 1

33 t,

34 "move": {

3.3.2. KPI 1.3.2 Total services delivered by aerOS

Table20KPI 1.3.2 Total services delivered by aerOS

KPI ID number . | KPI11.3.2
KPI Name Total services delivered byaerOS

Description This KPI refers to the total number of basic and auxiliary services that aerOS c
of and delivers respectively to the users. This collection of services provides
aerOS users the capability to interact with Deta Fabric plane of theMetaOS,
allowing them to discover loT data, to deploy a distributed service acros
continuum and to manage the aerOS nodes that can join the continuum.

Motivation This KPIs denotes the complexity of the ael@&aOS, but at the same time refle
also the complexity of the definddetaOS in terms of features and services offe
to the aerOS users towards realizing theéol§ecloud continuum in its full potentia

Target value > 50 aux and basic aerOS services deployed

HW & Infrastructure integrated as aerOS IEs within aerOS domains

aerOS All aerOS basic and auxiliary services from WP3 and WP4
components (task)
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SEITENEnEEEY Every aerOScontinuum leader will provide a list of the aerOS basic and auxi
services that are deployed along all their inside domains. The number will be i
D5.5, and D5.6. The proof of this list will be shown as K9s screenshots in D5
pilot.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

Measured value [B\NV/ZA 20 (40%) N/A
(% achieved)

Outcome As depictedin the following figuresfor the MVP, all available aerOS services ha
clEG (28 beendeployed on CKfirst figure), NCSRD(second figureand UPV(third figure)
domains. These services a@mpletely functional. In particular, the following aer(
services are already deployed

LLO, HLO

Orion-LD CB, andFederator

Sef-* (-awareness, orchestration, ...)

EAT

CI/CD (flux)

CNI, Certification Manager, IngressoadBalancer
Krakend

LDAP, IdM

Management portal

=4 =4 -8 -8 -8 _8_9_9_-°
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3.3.3. KPI 1.3.3 # of successful CI/CD pipelines implemented in the
project

KPI ID number . | KPI 1.3.3

KPI Name # of successful CI/CD pipelines implemented in the project

Description The number ofrepositories that have successfully completed the Contin
Integration (CI) / Continuous Deployment (CD) test designed for the project.

Motivation Successfully passing the CI/CD tests designed for the project leads to the con
that thedeveloped code complies with the security and privacy requirements d
in the project and its correct functioning in the deployment environment.

Target value >4

Prerequisites Implementation of all the phases that were presented in the DevPrivS
methodology in D2.5.

aerOS All aerOS software components are invited to implement the DevPrivSe
o]0 ofelp EHIEN(EES] methodology presented in deliverable D2.4 with the tools and guidelines provi
D2.5.

SEIElo e The evaluation willassess whether all phases of the methodology have
successfully completdd the development of aerOS componeftss can be seen i
the GitLab pipeline of the repository, and all phases must be completed succe
(the tests of each phase must be completed successfully).

II;/Ieeri)s(;Jrement Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [B\V/ZA 2 (50%) N/A

(% achieved)

Outcome The full pipelinemethodology has now been successfully implemented iraef©S

ClELeule N(\Y/2Z0H components (two repositories)
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self-security (link to the pipeline):

Docker version 1.0

o parent bbds2e32

¥
B o roiare:
B iveine m

ne1s96s @ @ @ @ @ © @ @ in T minutes 300 46 secncs

The CI/CD pipeline has been successfully completed, providing evidence that tt
meets security and privacy needs.

self-orchestrator (link to the pipeline):

Update Dockerfile

o parent 10298283

¥
nw
0 Ficine i warnings with siages ) 01 © @ @ @ n 2 minutes and 43 seconds

In this case it can be seen that the pipeline has a warning detected in the SA!
that needs to be analysed and remediated.

3.3.4. KPI 1.3.4 Number of different service components running in
different domains that form functional services thanks to aerOS
network components

Table22 KPI 1.3.4 Number of different service components running in different domains that form functional
services thanks to aerOS network components

KPI ID number . | KPI1.3.4

KPI Name Number of different service components running in different domains that form
functional services thanks to aerOS network components

Description This KPI refers to the number of independent softwearaponents, which if unifies
under the same continuum structure, then altogether form a distributed service,

Motivation This KPI is important because it quantifies the number of components that a con
realization connects in order to form a distributed service provision, which witho
existence of thMetaOS would not have been possible.

Target value At least 4 components to be interfaced for the realization of a pilot.

Prerequisites At least 2 aerOS domains sesiqomplete.

aerOS Ingress (T3.1), TLS (T3.1), HLO (T3.3), LLO (T3.3), API Gateway (T3.4),-S
selplelelpichisi (9] configurator (T3.5), Dat&abric (T4.2)
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SEEl RN Screenshots, of management and reporting tools, which will explicitly shov
deploymentdomains of service components. K9s will be used to provide evidenc
service components are deployed beyond the borders of a single domain.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

Measured value \I/a\ 2 (50%) N/A
(% achieved)

Outcome Although MVP has already provided evidence of independent software runnin
slELl el N (U208 unified service distributed over 2 domaias shown in the Demo Youtube vid
https://youtu.be/UVAmnN4CrwI?si=tOGQ6ATgbHWFBh&t=324(time 5:24, 6:17,
11:17) aerOS pots are still integrating aerOS components ,ahds have not ye
deployed their use case services on their aerOS domains.

3.3.5. KPI 1.3.5 Different types of networks managed by aerOS in
pilot deployment

KPI ID number . KPI 1.3.5

KPI Name Different types of networks employed by aerOS in pilot deployment

Description This KPI refers to the number of heterogeneous networks that aerOS is homog
within the loT-EdgeCloud continuum, offering to the users a unified ¢
homogeneous experienced, independently of the underlying network technolog

Motivation This KPI quantifies that level of heterogeneity that tkiattaOS homogenizes an
unifies under the same continuum.

At least 2network accesses (e.g. 5G, LAN, WiFi, ZigBee).
Computing resources integrated as IEs.

aerOS CNI (T3.1)
components (task)

SEIERLEnEERER |E network layer and components reporting interface type and connectivity medit
Screenshots from within IEs explicitly stating their connectivity type will be provi
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [\V/ZA 2 (100%) N/A
(% achieved)

Outcome The IEs used for the MVPwithin NCSRD, CF and UPV aerOS domaingre
CIELe e N 2Z0H connected using either LAN, WiFi or 5G network medihe firstscreenshot show
the overall architecture regarding connectivity of the MVP. The following
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evidence the use of different interfaces from the different IEs.

MVP Domains and IE conenctivity

MVP NCSRD aer0S Domain % < e Temel N
Sk MVP CF aer0S Domain

LAN Switch
LAN Switch

feuiayia) N1
@aulaLa) Nyl

i

: ID 1d6b:0002 Linux Foundation 2.0 root hub
5 @ : ID 1d6b:0003 Linux Foundation 3.0 root hub
Bus 001 Device 003: ID lele )1 Qualcomm / Option SDXPRAIRIE-MTP SN:0523BFAD
Bus 001 Device 002: ID 2109 31 VIA Labs, Inc. Hub
Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

3.4. aerOS cybersecurity and trust components

3.4.1. KPI 1.4.1 Delivery of dedicated aerOS components &3pen-
SourceSW for cybersecurity, privacy and trust (KVI-3.1)

KPI ID number . KPIl 1.4.1

KPI Name Delivery of dedicated aerOS components &pen-Source SW for cybersecurity,
privacy and trust
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Description The process of making components of aerOS regarding cybersecurity, privacy a
available to the public as opsource software.

Motivation By delivering dedicated aerOS components as -gpence software focused ¢
cybersecurity, privacy, and trust, the initiative likely aims to contribute to the br
tech community by providing robust tools for building more secure and trustw
digital environments

Target value 100% OSS services

The integration of aerOS security, privacy and trust components in aerOS dom

aerOS aerOS IDM (T3.4), aerOS Secure API Gateway (T3.4),-Sadbirity (T3.5), Trus
(ool ofolaEIIEN (Y] monitoring component (T4.5)

SEIEo eI All the cybersecurity services will make use of OSS licensing schemes (e.g., E
GPL, etc.). Moreover, to further boost the use of these tools by the communit
readme files and theeerOS official documentatiasf these services will include a bri
guide about how to contribute to following releases.

g/leeria;s;rement Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value \Za 3 (75%) N/A
(% achieved)

OluLcomt_e Nod 1 aerOS IDM (T3.4)https://gitlab.aeroproject.eu/wp3/t3.4/idm
elaboration ( ) o License: Apache license, version 2.0
0 LicenseReadmdile: License proof file pending

1 aerOS Secure API Gateway (T3.4): https://gitlab.aeros
project.eu/wp3/t3.4/agjateway

o0 License: Unlicense license

o LicenseReadme file: https://gitlab.aereproject.eu/wp3/t3.4/api
gatewayd/blob/main/README.md?ref type=heads

I aerOS Seksecurity (T3.5) https://qitlab.aeroproject.eu/wp3/t3.5/self
security//tree/main

o License: Unlicense license

0 LicenseReadme file: https://gitlab.aereproject.eu/wp3/t3.5/self
securityt/blob/main/LICENCE.TXT

1 aerOS Trust Monitoring component (T4.5)htips://gitlab.aercs
project.eu/wp4/t4.5/trushanagement

o License: Apache license, version 2.0

o LicenseReadme file: https://gitlab.aeregroject.eu/wp4/t4.5/trust
managementblob/main/LICENSE?ref type=heads

3.4.2. KPI 1.4.2 # scenarios with security, privacy and trust by
design deployed (KVI3.2)
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KPI'ID number . | KPI1.4.2

KPI Name # scenarios withsecurity, privacy and trust by design deployed (KVi3.2)

Description Quantifies the number of scenarios where principles of security, privacy, and tru:
been integrated by design.

Motivation This KPItracks the implementation of these foundational principles from the ez
stages of development, ensuring that each deployment is inherently secure, |
user privacy, and is trustworthy

Target value >50% scenarios

Theintegration of aerOS security, privacy and trust components in aerOS dom:

aerOS aerOS IDM (T3.4), aerOS Secure APl Gateway (T3.4),-Sadbirity (T3.5), Trus
wolpalelelp=aisi(ZE8] monitoring component (T4.5)

SVEIEo eI A checklist or matrix has been developed to monitor the integration of each se
privacy, and trust component across various scenarios.

'F\)"eerf‘os;reme”t Baseline M24 (Deliverable D5.5)  M36 (Deliverable D5.6)
Measured value \VZa 0 scenarics (0%) N/A

(% achieved)

Outcome aerOS security, privacy and trust components have not been fully integrated

CIELeI el N 220N pilot as of M24.Pilot 2 andPilot 5 are two examples of pilots that have relea
components but have not yet integrated additional tools. Every detail from the
presentations has been collected amduded into the correspondingtable. The
function and ultimate outcome will be calculated ughig data.
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Performance Details
3 0w negration (/Y secure P atewy (VY Truse Mosinoring (¢ Ser-securey v/t [B] Commentsfonservarions [-]

) s

3.4.3. KPI 1.4.3 Delivery of a DevPrivSecOps cookbook and good
practices manual (KVI-3.3)
Table26 KPI 1.4.3 Delivery of a DevPrivSecOps cookbook and good practices manual83jl

KPI ID number . | KPI11.4.3

KPI Name Delivery of a DevPrivSecOps cookbook and good practices manual (KA3.3)
Cookbook to guide aerOS developers to implement the DevPrivSecOps metho

Motivation The DevPrivSecOps methodology designed in aerOS allows to guide the |
developers (and the developer community) to develop secure and privacy awa
by design.

Target value The project expects to produce 3 cookbooks in diffef@mhats a DevPrivSecOp:
methodology definition report, a methodology implementation manual an
interactive GitLab guide with an example implementation.

The onlyprerequisite is to have a code repository in the project's GitLab.

aerOS This cookbook is used to help aerOS tool owners implement the DevPrivS

eollelelp=aisi(=E8] methodology designed and presented in D2.4 and D2.5.

SVEIEo e This KPI will be measured by the number of cookbooks that have been distribt
the consortium for this purpose.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [NVZA 2 (66%) N/A
(% achieved)

Outcome With the completion of the task T2.4, as the end of this task, the deliverable D:
slELl e N (Y208 been generated the implementation guides of the DevPrivSecOps methodolo
the configuration and use guides of the tools selected to implement this methao
have been added. A cookbook document has been genelateas://aeros
project.eu/wpcontent/uploads/2024/07/aerOS_DevPrivSecOps_CBasiivell asa
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ReadTheDocs page has been generated with the implementation gui
(https://docs.aeregroject.eu/en/latest/methodology/index.html

Finally, a video with an example of the implementation of the methodology w
generated and uploaded to the project's dissemination channels before M27

3.4.4. KPI 1.4.4 % of users/device/services properly authenticated

KPI'ID number . | KPI1.4.4

KPI Name % of users/device/services properly authenticated

Description The percentage afisers/device/services properly authenticated through the &
identity management (IdM) service.

Motivation Monitoring properly authenticated userslevice/services (provided they ha
submitted the correct credentials) allows to verify the correct functioning of the ¢
IdM.

Prerequisites The prerequisite for this KPI is to have Keycloak and OpenLDAP instatedigured
and federated to share data between them.

aerOS Keycloak and OpenLDAP (T3.4)

components (task)

SEITENLEnEEREY To evaluate this KPI, the Keycloak database will be accessed where the re:
authentication attempts and which of these attempts have been successful is s

'F\)"eeri)s(;”eme”t Baseline M24 (Deliverable D5.5)  M36 (Deliverable D5.6)
Measured  vaiue N/A 30/31i > 96,77% (100%) N/A

(% achieved) (670 .

Outcome At the moment the only Keycloak installed is the one in the CloudFerro cluster,

cIELI NN 2270 has been presented in the MVP1. The database of this component has been ac
see the authentications that have been performed and it has been seen that «
attempts only 1 has been unsuccessful, achieving a 97.5% of succ
authentications. These authentication attempts have been made by the Man:
Portal and the KrakenD.
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3.4.5. KPI
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B Project -General x 8 -4+s =0 7911613033 0b87IESHOELIAC DI266252-D66444 1,121.200,824.925 LOGOUT  a9eldelb-8950+
79116139 33 50332086-04ch
7911613933 307-4211.721,207.840.420. COOE_TO_TOK 50332006-04c8
7 Bookmarks 79.116129.23 59332086.04c8
 Dashboards 7011613033 0bA7385E0R1f4C cc19cET6-a047.421 1,721,210,477,108 COOE TO_TOK $9332086.04c8
" 100033 0b87385F0e114C 551s05¢b 014d-4ad 1,721.215,863,309 LOGIN 121620429031
Diagrams
8 Scripts
>l L Bpotdsta v | @ 200 ¥ a0
40 row(s) feiched - 0.1755 (0,001 fetch), on 2024.07-17 st 13:31:43 "

Once IdM has been installed in all project pilots, authentication attempts w
analysed to see if the KPI of >95% successful authentications is achieved in M:

1.45 # of parallel successfully authenticated

user/devices/services

Table28KPI 1.4.5 # of parallel successfully authenticated user/devices/services

KPI ID number . KPI11.4.5

allel successfully authenticated user/device

KPI Name

Motivation

Prerequisites

aerOS
components (task)

Evaluation means

This KPI offers insights on the simultaneous load that the authentication syste
proficiently manage

By monitoring this KPI, potential bottlenecks are identified, and informed deci
about necessary upgrades or optimizations to accommodate growing demand al
It also helps in stresyy testing and capacity planning, ensuring that the aerOS ret
responsive and secure even as the number of simultaneous authentication
increases.

>150

Theprerequisite for this KPI is to have Keycloak and OpenLDAP installed, confi¢
and federated to share data between them.

Keycloak and OpenLDAP (T3.4)

To evaluate this KPI, the Keycloattatabase where the record of authentica
attempts and which of these attempts have been successful stored will be acce
analysed.
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gﬂeif(;”emem Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
sl e N/A 151/155 (94.2%) N/A

(% achieved) e

Outcome Keycloak is currently installed only in the CloudFerro clusiée Keycloak databas

slEGl e N (Y208 was accessed through DBeaver using the appropriate credentials while con
authentication tests to observe thsults and derive an outcon#es it can be seen i
the following screenshot, out of the 155 authentication attempts, 150 were succ

B Bt ot $=¢--0n

s IRIZSEIS1% (OGHIROR A0k

This is a very good initial sample regarding Keycloaksaviourunder a large numbe
of authentication attempt&or M36, the results integrated into the pilots will
reviewed.

3.4.6. KPI 1.4.6 % of users/device/services properly authorized

Table29KPI 1.4.6 % of users/device/services properly authorized

KPI ID number . | KPI11.4.6
KPI Name % of users/device/services properly authorized

Description Percentage of users/devices/services successfully authorised through the
Identity Management (IdM) service.

Motivation Monitoring of properly authorised user devices/services (provided they hav
permissions to access the target service/data) allows to verify the correct func
of the authorisation component of the ael@4.

Target value >95%

Prerequisites The prerequisite for this KPI is to have Keycloak and OpenLDAP installed, confi
and federated to share data between them. Connection of Keycloak wi
ManagemenPortal for the use@authorization, and with KrakenD for the API acct
authorization.

aerOS Keycloak, OpenLDAP and KrakenD (T3.4), and Management Portal (T3.6)
components (task)

50



D5.51 Technical evaluation, validation and assessment report (1)

—aer0S

Evaluation means

Measurement
period
Measured value
(% achieved)

Outcome
elaboration (M24)

To evaluate this KPI, the Keycloak database will be accessed where the re:
authentication attempts and which of these attempts have been successful is s

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

N/A 100% N/A

At the moment, two different views have been enabled in the Management Pori
for the domainadministratorand one for thdotservicedeployer These views ar
authorised according to the role of the authenticated user.

Domainadministratoriew:

o aer0OS
[—]

Home
Domains
Deployments
Continuum
Notifications Welcome to the aerOS Management Portal
Benchmarking

This is the Management Portal, the single entrypoint to manage the aerOS Meta-0S

| L

waans

Domainadministrator]
Settings

Logout (23

= aerOS
[—— e
Home
Deployments
Notifications
Welcome to the aerOS Management Portal
This is the Management Portal, the single entrypoint to manage the aerOs Meta-0S
=z
== | g
2= = g 1
=
IS
B 4|
FEN
lotservicedeployer!
Settings
Logout 23
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The correct functioning of the Management Portal with different roles has
validated in the MVP presented in M18. Real users have been generated for th
now that the portal is being installed in the pilots, and test users are being usec
moment for each type of role.

3.4.7. KPI 1.4.7 # of petitions handled by the API Gateway per
second

KPI ID number . | KPI 1.4.7
KPI Name # of petitions handled by the APl Gateway per second

Description The total number of petitions that the API Gateway is capatiamdling per secon
without getting overloaded.

Motivation It is important to set a minimum number of petitions that the APl Gateway mt
able to fulfil without overloading to handle the average operations of the ¢
platforms.

Target value 15 petitions per second

Prerequisites The aerOSlomain deployed and ready with KrakenD deployed as the sole entn
into the domain (Kubernetes Ingress, etc). The backends also must be deplo
ready to receive traffic from KrakenD.

aerOS KrakenD API Gateway (T3.4), Keycloak IAM (T3.4), OpenLDAP (T®4pn-LD
wolnglefolaEhiN (Y] (T4.2 and T4.6)All the necessary components to validate and authenticate a u
well as the backend to send the petitions to.

SVEIE g EEREE Using opess our ce benchmarking tools suc
number of requests per second will be sent to the API Gateway to test its ak
withstand the load.

IF\)/Ieeri)s;rement Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value Average of 156Kb/$ see
(% achieved) 10 petitions per seconc  the different scenarios N/A
analysed)
Outcome KrakenD deployed in all aerOS domains alongside all other T3.4 tools, token c

clEL e R\ P2Z0F done to reduce latency and the number of times a petition must call the be
Improvements over the initial performance allowed for the latency to be g
reduced, as the tests will show below.

Two tests were performed on both the UPV testing domain and the CloudFerro
environment, i) one where the user sends a petition with an invalid user tok
another where the token is valid.

The first test showed these results on the UPV domain:
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Running 18s test @ http://16.188.77.245:8088/entities *type=IE
18 connections with 4 pipelining factor

Stat 2.5% | 5% 97.5% | 99 Avg Stdev Max
Latency | 1ms [ 6ms | 21 ms | 26 ms | 7.29 ms | 5.3 ms | 76 ms
Stat 1% 2.5% S 97.5% Avg Stdev Min
Req/Sec 4,651 4,651 5,139 5,583 5,133.2 | 263.15 | 4,651
Bytes/Sec | 461 kB | 451 kB | 589 kB | 553 kB | 583 kB 26 kB 458 kB

Req/Bytes counts sampled once per second.

# of samples: 18

B 2xx responses, 51335 non 2xXxX responses

51k reguests in 16.62s, 5.83 MB read

And these results on the CloudFerro domain:

Running 18s test @ htips://cf-mvp-domain.aeros-project.eu/entities?type=IE

18 connections with 4 pipelining factor
Stat 2.5% Se% 97.5% El=5 Avg Stdev Max
Latency | 52 ms | 234 ms | 482 ms | 533 ms | 237.6 ms | 122.25 ms | 638 ms
Stat 1% 2.5% S 97.5% Avg Stdev Min
Req/Sec 488 408 427 512 463.6 46.53 468
Bytes/Sec | 74.8 kB | 74.8 kB | 79.8 kB | 95.8 kB | 86.7 kB | 8.73 kB | 74.8 kB

# of samples

: 18
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Req/Bytes counts sampled once per second.

B 2xx responses, 4636 non 2xX responses
Sk reguests in 18.87s, 367 kB read

The second testhowed these results on the UPV domain:
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Running 18s test @ http://16.188.77.245:8888/entities *type=IE
18 connections

Stat 2.5% | SeX 97.5% 00 Avg Stdev Max

Latency | 8ms | 41 ms | 113 ms | 131 ms | 45.77 ms | 29.81 ms | 162 ms

Stat 1% 2.5% Sa 97.5% Avg Stdev | Min

Req/Sec 283 283 216 222 215.1 5.45 283

Bytes/Sec | 35.9 kB | 35.9 kB | 38.2 kB | 39.3 kB | 38.1 kB | 965 B | 35.9 kB

Req/Bytes counts sampled once per second.
# of samples: 18

2k requests in 18.82s, 381 kB read

And these results on the CloudFerro domain:

Running 18s test @ https://cf-mvp-domain.aeros-project.eu/entities?type=IE
18 connections

Stat 2.5% St 97.5% =l=5 4 Avg Stdev Max

Latency | €@ ms | 63 ms | 132 ms | 246 ms | 85.59 ms | 37.4 ms | 385 ms

Stat 1% 2.5% Se% 97.5% Avg Stdev Min

Req/Sec 128 128 159 161 153.5 12.37 128

Bytes/Sec | 31.8 kB | 31.8 kB | 42.1 kB | 42.7 kB | 48.7 kB | 3.28 kB | 31.8 kB

Req/Bytes counts sampled once per second.
# of samples: 18

2k requests in 18.88s, 487 kB read

As can be seen from both tests on both domains, KrakenD is very resilient to tl
tests, being able of taking a load of over five thousand petitions per second if th
is invalid and thus KrakenD does not need to send any traffic to the backend.

The discrepancies between the number of petitions in the first test can be attrik
the distance between the UPV and CF domains. Since the tests were made fror
the UPV it takes considerably less time for the petitions to reach the server.

As for the second test, the number of petitions is similar since most of the bott
here happens when KrakenD processes the valid petition into the backend anc
the valid response, not so much due to the distance, even though it is stilltrelev

3.4.8. KPI 1.4.8 % trusted scenarios that make use of IOTA's DLT

Table31KPI 1.4.8 % trusted scenarios that make use of IOTA's DLT

KPIID number . | KPI1.4.8

KPI Name % trusted scenarios that use of IOTA's DLT
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Target value

Prerequisites

aerOS
components (task)

Evaluation means

Measurement
period

Measured value
(% achieved)

Outcome
elaboration (M24)

Being able to share continuuwide relevantinformation using the IOTA DLT vie
Hornet node peeto-peer message exchange.

One of the main tools that bring trust into the aerOS platform is IOTA, the num
messages shared by the different nodes is crucial for the platform to underst
global status of the continuum.

5 data transactions per minute

The aerOSnultiple interconnected domains

IOTA (T4.5), Trust score calculat¢f4.5), Self*tools (T3.5), Use castols(T5.2).
Multiple elements of the aerOS continuum will generate events that need
registered in the DLT and will share them in the IOTA Tangle to all the other |
the continuum.

The IOTA tools themselves will be used to monitor the traffic of any given deplo

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

3-4 transactions per
minute in a single domair N/A
demonstrated (see below

1 datatransactionper
minute

Deployed 11 separate Hornet Nodes in a controlled testing environment an
different interconnected domairsl elements necessary deployed, testing integra
with self* features and the trust score calculator.

For these tests the following architecture is used:

-~-DOMAINCE' . ... . . _DOMANY .. DOMAIN2 DOMAIN 3
i

The events generated will be sent to the hornet nodes in the CloudFerro ¢
(hornet9, hornetl0 and hornell). The inclusion of these data blocks will be verif
by the Coordinator found in Domain 1 in the UPV infrastructure in the forr
milestoneswhich are launched automatically by the coordinator every 20 second
traffic recei-96di bythedepadhoohe& mi
images:

55



D5.571 Technical evaluation, validation and assessment report (1) =aer0s

e
526

oare
Monday, July 8, 2024 129 PM

oaTE
Monday, July 8 2024 E30 PM

These show that in the span of a minute roughly 4 data transactions are made
all of them are referenced by a milestone and thus included in the DLT (note the
color of the blocks, which showcases this reference).

An example of one such referenced block can be seen below:
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Metadata
ISS0LD
Yes

LEDGER INCLUSION

NO TRANSACTION | The biock is referenced by a milsstone. the data ia included in the ledger. but thers is no valus transfsr

Tagged Data Payload
e (5

self reor stration

3 de 45 45 44 5f 52 45 4f 52 B1 22
64 38 53 65 72 76 69 63 66 3a 37

This block is referenced by milestone 529 seen in the previous image and
included in the DLT. Also, the contents of the block can be seen below, tf
fiself.reorquestatiom i ndi cates that this is a

components, referencing the IDsafchcomponent.

3.4.9. KPI 1.4.9 Network overload limit due to the usage of IOTA
and Tangle

KPI'ID number . | KPI1.4.9
KPI Name Network overload limit due to the usage of IOTA and Tangle

Description Creating and implementing an IOTA Tangle network of natlasshare informatiol
between them without managing to overload the network.

Motivation An IOTA Tangle network allows for peer to peer sharing of information bety
nodes, benefiting the entire continuum. However, it must be done in a way the
not completely overload the network.

Target value aerOS private IOTA Tangle network deployed and running without increasin
network load by more than 30%

Prerequisites The aerOS multiple interconnected domains

57



D5.57 Technical evaluation, validation and assessment report (1)

—aer0S

aerOS
components (task)

Evaluation means

Measurement
period
Measured value
(% achieved)

Outcome
elaboration (M24)

IOTA (T4.5), Trust score calculator (T4.5), Séltomponents (T3.5), Useases tools
(T5.2). Multiple elements of the aerOS continuum will generate events that nee
registered in the DLT and will share them in the IOTA Tangle to all the other |

the continum.

The impact of IOTA on the network will be evaluated using the Kubernetes

themselves, as well as the IOTA metrics plugins. A custom script will be us

generate an unusual load on the environment.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

aerOS services up ar Minimal load increase witt N/A
running as expected. the expected networ
traffic.

Deployed 11 separate Hornet Nodes in a controlled testing environment an
different interconnected domaisl elements necessary deployed, testing integra
with self* features and the trust score calculator.

For these tests the following architecture is used:

DOMAIN 1 DOMAIN 2 DOMAIN 3

DOMAIN CF

For these tests a custom script will be used to generate an unusually high arr
petitions (around 12 per minute, double of what is expected at the current tim
see if therebdés a noticeable diff ernw
12 messages being received roughly in a minute:
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Note again that the red blocks represent milestones being launched every 20
while the green ones represent the new blocks being added to the DLT.

As can be seen in the upper left corner of the image the timestamp for the test i
checking that timestamp in the cluster Grafana metrics component shov

following:
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Network I/O pressure

2024-07-08
= Received

= Sent

13:17:15 13:17:30 13:17:45

In the entire minute where the test was being made the difference in network
practically norexistent, this can be further verified by checking the traffic in a w
time bracket:

Network I/O pressure

13:09:00 13:10:00 13:11:00 13:12:00 13:13:00 13:14:00 13:15:00 13:16:00 13:17:00 13:18:00 13:19:00 13:20:00

It can be safely said that théseno noticeable difference in the network load when
different IOTA Hornet nodes are sharing information.

3.4.10.KPI 1.4.10 Trust ScoreRecalculation and Resource Balance

KPI ID number . KPI 1.4.10

KPI Name Trust Score Recalculation and Resource Balance
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Description

Motivation

Target value

Prerequisites

aerOS
components (task)

Evaluation means

Measurement

period

Measured value
(% achieved)

Outcome
elaboration (M24)

This KPlevaluates the efficiency of the trust score recalculation process in rela
the consumption of aerOS resources, ensuring that the operational deme
maintaining updated trust scores do not lead to excessive use of resources.

This KPI is motivated by the imperative to harmonize the necessity for dynam
robust trust management with the overarching need to preserve system perfc
and reliability

Mean increase in resource usage due to trust secsdculation activities < 309
regular use

Trust manager and OrietD Context Broker running in a domain

Selfawareness (T3.5), Context Broker (T4.2), aerOS Trust Component (T4.5)

To evaluate this, the latency of queries to the OLibnContext Broker will be
measured with and without the use of a trust manager in the dofneiistom script
has been created to emulate multiple IEs and simulate the load generated by
awareness module. Additionally, another custom script has been used to calcu
latency of the queries to the Oritud Context Boker. The output of this script is
CSV file containing the latency and timestamps of the queries. This CSV file is
used asriput to Grafana for visualizing the results

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

aerOS services up ar <2% in 5 IEs scenario N/A

AT €5 EpREEn <1% in 20 IEs scenario

Two types of latency measurements were conducted (one without a trust mana
one with a trust manager) in two different scenarios

1. In the first scenario, the trust score was calculated in a cluster of 5 |IEs
2. In the second scenario, it was calculated in a cluster of 20 IEs.

Scenario 1 b IEs): In the first figure, the latency to the Oridud Context Broker
when using the trust manager is observed, while in the second figure, the latenc
Orion-LD broker without the use of the trust manager is shown
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The statistics are as follows:

With trust score With out trust score
Mean Latency (ms) 3.93 3.86
Highest Latency(ms) 491 4.79
Lowest Latency(ms) 3.44 3.13

Comparing the results, the mean latency sligimtyeased from 86 ms without the
trust manager to 83 ms with the trust manager, while the highest latency
decreased from 49 ms to 491 ms.Hencethere is no significant impact on the later
when querying the aerOS context brokeh the trust score manager on a basic ae
domain with 5 IEs (1.81%)

Scenario 2 (20Es): In the first figure, the latency to the Oridud Context Boker
when using the trust manager is observed, whilsgleend figure presents the
latency to the Orioi.D broker without using the trust manager

The statistics are as follows:
| |  Withtrustscore |  Without trust score
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Mean Latency (ms) 6.469 6.421
Highest Latency(ms) 7.453 7.973
Lowest Latency(ms) 5.071 5.095

Upon comparing the results, it is observed that querying the @@ro0&LD Context
Broker for calculating the trust score in a cluster of 20 IEs has no significant im|
on | atency (0. 7%) . For M36, the sam

3.5. aerOS self* and monitoring

3.5.1. KPI 1.5.1 Average overload time of IEs

KPI 1.5.1

KPI ID number .

KPI Name

Average overload time of IEs

The amount of time an IE has a system load above 80%, and therefore its perfc
may decrease considerably

Description

Motivation Knowing how long an IE is overloaded allows actions to be taken to reduce its

keeping it operational fdonger
Target value Reduction of 20%

Prerequisites Hardware info submodule of the selivareness module running on d&eof study.

aerOS
components (task)

Self-awareness (T3.5)

SEIEoNnEEEN Using the hardware info suiodule of theselfawareness module of a node's 4e
capabilities set, the node's performance will be obtained over time by measur
percentage of use of both the CPU and the RAM memory. In this way, it w
possible to estimate the average time that the rexdains in an overloaded state. |
this purpose, those time slots will be selected in which the CPU or RAM memory
exceeds 80 %Several tests will be carried out over a certain period of time in w
the aspects mentioned above will dr®alysed Susequently, the times obtained w
be averaged in order to know with a certain degree of accuracy the average o
time of the node.

Measurement

period Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

VEEEIELREVEIE] This value shall be 37.5% of the total running N/A
(% achieved) obtained by laborator time of a node

load tests to determin

the actual averag

overload time of a nod

as a function of the

actual workload.

Through  the  self

awareness module, tt

% processor usage al

63



D5.571 Technical evaluation, validation and assessment report (1) =aer0s

Outcome
elaboration (M24)

3.5.2. KPI

RAM load will be
obtained. These value
will indicate the total
system load

Between the end of June and the beginning of July (27 June to 10 July) tests a
carried out to analyse how long the nodes remain in an overloaded state. F
purpose, a certain amount of workloads are being executed 3 times, during a p
10 minutes (600 seconds) each time, on each of the nodes. For each period tl
will be different to simulate different scenarios that the aerOS IEs will have to
Workloads will be combined with the execution of different services, such as :
backend, databases, basic aerOS services, etc. During each period dinassies:
will measure the CPU and RAM usage, counting the amount of seconds that tr
remains in an overloaded state through a test script in Python. Finally, the

obtaired (the 3 periods of each node) will be averaged to obtain a realistic measL
of the average overload time of a node in the aerOS computing continuum.

The testswere performed on two different sets of IEs, in order to cover the wi
possible heterogeneity of architectures and technical specifications. The fi
consisedof 3 nodes from CloudFerro cluster 2, which havecat CPU and AMD6/
architecture, 16 GB of RAM, 33 GB of storage and run Fedora 35. The secc
consitedof4 nodes from domain 3 of t he |
virtual machines that have achre CPU and AMD64 architecture, 8 GB of RAM,
GB of storage and rudbuntu 22.04 LTS. In addition, it also consists of a Raspk
Pi 3 Model B+ and a Raspberry Pi 4 Model B. The RPi 3 runs Raspbian 12 and 1
4 runs Ubuntu 22.04 LTS.

After running the tests on all the nodes described above, the folloesudts (in
seconds) were obtained:
1 CloudFerro cluster 2:
0 Node 0: 106, 25X% and 176. Mean = 178 (30 %).
0 Node 1: 288 10X and 338. Mean = 24%(40 %).
0 Node 2: 156, 16Gsand 195. Mean = 168(28 %).
1T Domain 3 of the UPV fAcontinuumo:
0 VM 1: 217, 18 and 44. Mean = 143 (24 %).
0 VM 2: 3635, 36/Kand 163 Mean = 298 (49 %).
0 RPi 3: 126, 54Gsand 508. Mean = 388 (65 %).
0 RPi4: 136, 126and 208. Mean = 158 (25 %).

The results indicate that the overload time of a node is between 25% and 65%
execution time (on average). However, these values are highly dependent on |
powerrelated workloads assigned and the performance of the node itself. A |
performing node (such as the RasPi 3) will overload more easily and for longer p
of time, but more powerful cloud nodes will have relatively short overload ti
Considering the heterogeneity of aerOS compute nodes, the average overload
a node is 25 seconds, equivalent to 37.5 % of the total running time of a node.

1.5.2 Number of different topologies and

hardware/software combinations of IEs supported

64



D5.571 Technical evaluation, validation and assessment report (1) =aer0s

KPI'ID number . | KPI1.5.2

KPI Name Number of different topologies and hardware/software combinations of IES
supported

Description

Indicates the number of different nodes on which-seipabilities are capable (
running depending on the type of IE, its operating system, hardware architec
performance

The aerOS computing continuum is composed by a multitude of domains,
belong to different organizations and companies. Each domain has different top
and hosts very heterogeneous IEs. This varietiygmodes is due to differences in 1
hardware and software of each node. From variations in processor architect
variations in specs, performance, operating system or task execution capabilit
more Increasing the number of different types of supported nodes by aerOS will
for greater heterogeneity.

=
Prerequisites Basic set of self capabilities (seHawareness, setirchestrator, selfliagnose anc
sel-API) running on on¢E of study.
aerOS Selfawareness, setirchestrator, selfliagnose and selPI (T3.5)
components (task)

SVEIEoRnEIsN The most representative combinations of future aerOS nodes forming the con
continuum will be selected by combining different architectures, opersyistgms,
available resources and execution environments to test the flexibility of deployr
the set of self capabilities. At least the basic sélcapabilities will be installed ir
each selected combination and all functional combinations will diented. To
determine the heterogeneity of hardwaoétware combinations that will be able
support the set of setfcapabilities, the following combinations will be attempted:

Containeris
Power Node Platform ation oS
High- Einyeitee] Kubernetes| GNU/Linux
(SBC/ AMDG64 8 :
powered ( K3 s é (distro)
laptop)
High- . .
powered Physical AMD64 Docker GNU/Linux
Low- . .
powered Physical AMDG64 Kubernetes| GNU/Linux
Low- . .
powered Physical AMD64 Docker GNU/Linux
Low- . .
powered Physical ARM64 Kubernetes| GNU/Linux
Low- . .
powered Physical ARM64 Docker GNU/Linux
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g Virtual AMD64 Kubernetes| GNU/Linux
powered
High- Virtual AMD64 Docker | GNU/Linux
powered
Low- . .
Virtual AMD64 Kubernetes| GNU/Linux
powered
Low- Virtual AMD64 Docker | GNU/Linux
powered
Low- . .
Virtual ARM64 Kubernetes| GNU/Linux
powered
Low- Virtual ARM64 Docker | GNU/Linux
powered
g/leeria:)scgjrement Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [ N/A N/A
(% achieved)
Outcome There are currently threomains within the aerOS computing continuavailable:

elaboration (M24) 1. The NCSRD domain consists of a Kubernetes cluster with nodes witr

AMD64 and ARMG64 architectures and different processing power
capabilities (CPU, RAM, storage, etc.).

2. The CloudFerro domain is formed by a Kubernetes cluster with 3 AV
machines with identical characteristics.

3. The UPV domain is in turn formed by three sildgmains, each one of the
formed by machines of different architectures (AMD64 and ARM64), po
specifications, etc. Some of these machines are virtual machines belon
Docker networks and other physicahachines belonging to differe
Kubernetes clusters.

Until now, the following configurations have been tested:

Containeris
Power Node Platform ation oS
. Physical :
High- (SBC/ AMD64 Kubernetes| GNU/Linux
powered laptop) ( K3 s é (distro)
Low- . .
powered Physical AMDG64 Kubernetes| GNU/Linux
Low- . .
powered Physical ARM64 Kubernetes| GNU/Linux
High- . .
powered Virtual AMD64 Docker GNU/Linux

To demonstrate the high installation capacity of the-’setimponents, up to thre
independent domains have been deployed within ttaked "continuum of the UP)
partner. Each of these domains is composed of nodes of different nature (pl
virtual, AMD64, ARM64, highpowered, lowpowered, etc.) to test the installation &
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Running
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f-security-kpf8z Runnine

such as laptops and SBCs:
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operation capacity of the different aerOS components. The following image shi
a simplified way the distribution of these nodes in the "continuum" of the UPV:

Thefollowing screenshots show examples of the execution of soreaatiponents
on both UPV "continuous" machines:
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In addition to virtual machines, components are also being tested on physical
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3.5.3. KPI 1.5.3 Number of metrics monitored from IEs

KPI ID number . KPI 1.5.3

KPI Name Number of metrics monitored from IEs

Description The amount otlifferent information that the setffmodules are able to obtain on t
characteristics, specifications, current performance and health status of the
where they run

Motivation The more metrics obtained, the more accurate will be the health indices of the
of aerOS

Target value 15
Selfawareness module running on dgeof study

aerOS Selfawareness module (T3.5)
components (task)

SEIEN e Each seHawareness submodutanmeasue a certain amount of data extracted fre
the node where it is running. By analysing the specifications of two modules (hat
metrics and energy consumption) it is possible to know how much informatio
metrics theycanextract from each IE. The hardware info submodule is able to o
information about the CPU (number of cores, architecture and current usage), th
memory (total amount, available and current usage), the storage (total a
available and currentsage), the operating system, thestname, the internal |
address, the MAC address of the IE, the infrastructure element tier or if it is able
reattime services. The energy consumption submodule is able to obtain inforr
on the current and average energy consumption oftitie. n

Measurement
period

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
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Outcome
elaboration (M24)

Measured value [\NZ-A 20 N/A
(% achieved)

Between the end of June and the beginning of July (27 June and 10 July), tes
carried out taletermine the number of metrics and information that theasedfenes:
submodules are capable of obtaining. To do this, it was installed on a node (rec
of its characteristics) and all the metrics and information were obtained from t
Subsequetly, it was compared with the specification of the module, and it was ve
that it is indeed capable of obtaining all the requested information. Finally, the a
of information and metrics obtained have been counted.

In order to obtain the values generated by thease#freness, a query is realised by
name of the IE entity to the OridtD Context Broker of the corresponding dome
obtaining the following result:

{
"id": "urn:ngstld:InfrastructureElement:1:0242ac1c0004",
"type": "InfrastructureElement",
"domain": "urn:ngsild:Domain:1",
"hostname": "aeroself-test"”,
“"containerTechnology": "Kubernetes",
"internallpAddress™: "172.28.0.4",
"macAddress": "02:42:ac:1c:00:04",
"lowLevelOrchestrator": "urn:ngdd:LowLevelOrchestrator:1",
"cpuCores": 4,
"currentCpuUsage": 6,
"ramCapacity": 7938,
"availableRam": 6492,
"currentRamUsage": 1446,
"currentRamUsagePct": 19,
"diskCapacity": 31066,
"availableDisk": 3176,
"currentDiskUsage": 26288,
"currentDiskUsagePct": 90,
"avgPowerConsumption": 6,
"currentPowerConsumption: 7,
"realTimeCapable": false,
"trustScore"-1,
"cpuArchitecture": "urn:ngsid: CpuArchitecture:x64",
"operatingSystem": "urn:ngs$il: OperatingSystem:Linux",
“infrastructureElementTier": "urn:ngdil:InfrastructureElementTier:Cloud",
"infrastructureElementStatus": "urn:ngddilnfrastructureElementStatus:Ready",
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“"location": [0, O]

}

Of all these values, the following are obtainedsbif-awareness:

=

domain.
hostname.
internallpAddress.
macAddress.
cpuCores.
currentCpuUsage.
ramCapacity.
availableRam.
currentRamUsage.
. currentRamUsagePct.
. diskCapacity.
. availableDisk.
. currentDiskUsage.
. currentDiskUsagePct.
. avgPowerConsumption.
. currentPowerConsumption.
. realTimeCapable.
. CpuArchitecture.
. operatingSystem.
20. infrastructureElementTier.
For a total of 20 attributes

© N Ok ®®DN

e e T o o
© 0O ~NOUODAWNERO

3.5.4. KPI 1.5.4 Number of avoided service downgrade experience
cases

KPI ID number . KPI15.4

KPI Name Number of avoided service downgrade experience cases

Description All the different types of scenarios in which a continuum IE is prevented fror

being able to respond to the requests made to it, either to obtain informatiol
request it to execute a certain workload. In other words, the trait of aerOS of re
in advance (e.g., reorchestrating services that were running I&,tbe deactivating
from being eligible for new services, or horizontally scaling replisaghat thdE is
still functional and operative in the midrm.

Motivation Reducing the number of situations in whiclean the continuum stops responding
requests for information or becomes inoperative increases overall user satisfact
provides a better image of a robust, reliable and-faldtant system

Target value 5 demonstrable scenarios
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Prerequisites Self-awareness and sealfchestration modules are functional. The KF3.5 has bee|
demonstrated as VALID after measurements in M24, as the evaluation -df. K2
depends to some extent of such KPI

aerOS T3.3 HLO and LLOs, T3.5 seiwareness and salfchestration.
components (task)

SEITENLEnEEEY The goal of the KPI is to demonstrate that aerOS can reduce the downgrade exp
In order to do that, the proposal is to make a comparison of a before/after
scenario

T First, the fABefored scenario is
which is the impact of several type of services in the continuum, enal
forecast at which point (and with which numbers, a IE would either coll
or downgrade the serviexperience).

1 Second, the NnAftero scenario wil
after judiciously selecting specific thresholds, the -eethestration
mechanism will be put in place in the IEs of the continutihere, by using
the same evaluation means of KP5b.5., the team will reflect whether the
techniques avoiding the occurrence of the forecasted down situations.

The methods used, and the assumptions taken, were:

Metrics: Trend forecasting of CPU usage metrics.

Assumption: Less current CPU usage per cores on a machine mean:

more compute power available for the application. Therefore, this is a

metric to consider when fAdegrad

node (IE).

1 Methodology: To accurately determine if the task is going into a pote
downgrade or is just experiencing a sudden spike in intensity, the ti
monitored for a certain amount of time (2 min) before judging if there
downgrade scenario or not.

9 After this time passes, a Neural Prophet regression model forecasts met

a certain amount of time in the future (1 min), and the predicted val

provided in the evaluation. This mechanism, in the runtime functionir

aerOS MeteOS, would conndcwith the sefor chestr ati o

trigger to offload to the HLO the picking of alternative best fit for the tasl

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

Measured value [N/ 0 demonstrable scenarioc N/A
(% achieved) (0%)

1
1

Outcome In this first period of evalwuati on,
ClELl e N(\Y/2Z0N by delivering the following services:

|l E AAO, hosting a t asnkt etnhsadtv ep ecrofnoprun
ACo are idle in t heaemayddckgmynd tasksnTime IBEsd
the following system specificationg/hich illustrate two different types of nodes tl
often exist in aerOS continuums

T | E AAO: R a s povee@ Ir4GHzZP i 3b, 4
1 | EBoOAi Vi rt wad@ HleE t 4
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The services that are used, which try to mimic 2 types of usual services |
deployments (thus, aerOS continuum) are:

1. At aberchl i n,ea@mefime, dummy service, hosting a mock task t
performs some CPihtensive computations, which would equal to ser
monitoring, actuation or updates of values across a distributed network.

2. i n g i ncantinuousy running service that can receive requests and d
a response. A web service has been used: nginx.

Service 1 applied to IE AAO:

The compute taskisdeploygdl E " A0. The degradati o
Usage > 30%fter the 2 minutes run.

r', ports=None) to node urn:ngsi-ld:InfrastructureElement:raspberrypi...

After the initial live time, time forecastin@ising the mentioned FB Prophet modsl
run for CPU Usage, and is predicted to surpass the threshold of 30% in the next

Got profiling_information:
currentCpulUsage
0 33.639763

Service 1 Bopplied to | E i

The compute task is deployedl EBoOi The degradation t
Usage > 8% after the 2 minutes run.

Successfully deployed to urn:ngsi-1ld:InfrastructureElement:continuum-cluster-worker-2 as service-component-lbjoekfc !

Then, for this second type of node (lE)recasting is reun. It can be seethat in the
current IE, the task is not expected to have degraded perfornteimg able to profile
this second type of node (B) with the following numbers.

Got profiling information:
currentCpulUsage

0 2.773438

Service2 applied to IEA A :

On the next scenario, a NGINX servi
was already running several tasks.

The service is expected to be degraded, and after the monitoring time, aphvgid
trend of the CPU consumption is reported:
\ U \ U U U

Got profiling information:
currentCpulUsage

0] 63.097973
Recipe:

Serviceappl i eBo:t o | E i

The compute tasknginx service)s deployedn | EBO fAlso, the brecasting is re
run. It can be seethat in the current IE, the task is not expected to have deg
performance being able to profile this second type of node (B) with the follov
numbers.
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VU .Ul _U c LU

Got profiling information:
currentCpulUsage

0 5.549866
Recipe:

3.5.5. KPI 155 % of reorchestration requests issued by
decentralized IEs

KPI'ID number . | KPI1.5.5

KPI Name % of reorchestration requests issued by decentralized IEs

Description Number of requests coming from decentralised IEs in the computing continuum
main aerOS reorchestration systems basdta@incurrent or future workload to avo
failures in running services or system overloads that may generate unwanted sit

Motivation A number of decentralised reorchestration requests provide insight into the

performance angrocessing capacity of the IEs in the computing continuum

Target value 25%

Prerequisites Self-awareness, setfiagnose, selfealtimeness, seliptimisation and adaptation, ai
self-orchestrator modules running ¢ime continuum of study. First, on a continut
formed by 3 domains (MVP), and, later, in the continuum corresponding to the s¢
pilot.

Selfawareness, setfiagnose, selfealtimeness, setfptimisation and adaptation, ai
eollelelphaisi(=E9) self-orchestrator modules (T3.5).

SVEIETB g EERER The structure of measuring this KPI will be tackled in two different stages

1 First (to be covered in D5.5), a simulated scenario will be created dep
from one running continuum. There, some services will be run, situkdion
will be artificially generated to demonstrate that the reorchestr.
functionality is operative and that it indeed supports the KB4 in which
the overload of an IE is reduced thanks to compensation in another pari
continuum.

1 Second (to be covered in D5.6), a running scenario will be observed dt
certain timeframe (1 month, closer to the final date of aerOS). This rul
scenario will exist within one out of the 5 pilots of the project. The spe
dates, pilot and timigpwill be described later in D5.6.

The evaluation means here can be decomposed in two different methods:
1 Continuous observation of the services that are running in a contir

Reporting if a service was originally allocated to a specific IE and then it
up running in another IE (and providing evidence).

1 Checking the IOTA registries. As it has been designed, every time that th
orchestration request is triggered an IOTA message will be immu
registered through the DLT. Therefore, checking the IOTA registries ar
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total amount of services deployed in a certain timeframe, this percentag
be extracted.

Measurement

period Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)

VEEEIELWEVEIE] This value will be 1/3 service component it N/A
(% achieved) obtained througt successfully re
laboratory  tests. £ orchestrated33%).
domain with several IE

will be utilised and

different workloads will

be executed in each «

them. The purpose wil

be to check of all the

reorchestrations carrie

out, how many reques

come directly from the

IEs that compose th

domain

Outcome The tests carried out to analyse the correct functioning of two operations tr
clEGl e (Y08 required for the finaneasurement of KP1.5.5:

f When a certain situation happens, the -eethestrator module proper
works sending a triggering request to reallocate a specific service. Ft
measurement in D5.5, a threshold of 75% of CPU usage has been esta

For the D5.5 measurement, the continuum formed by CF (cloud domain), NCSR

domain) and UPVO6s mobile edge domai
&5 2er0S  Deployed services

Description Actions

IR wirisbdey

In the showcased scenario, one of the service components (gatzwaérpller,
Grafana) had to be reorchestrated due to the overload in the Infrastructure E
where it was originally commissioned.

Thanks to the selbrchestration API, in the experimentation, a threshold of 75¢
CPU usage was established. Therefore, automatically, when it reached such pel
(a K8s job was created to force the caseprobestration triggered.
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GET http://localhost:8001/rules
{"s "

statusName":"0K","rules":[{
erloadIERule",
‘e

urn:ngsi-ld:InfrastructureElement:aeros-1-kvwgoc56nmap-node-0:currentRamUsagePct”,
": "greaterThanInclusive",

: "urn:ngsi-ld:ServiceComponent:39e4e9c5"

As a result, the specific service that was running intéinget IE, ends up being-n
orchestrated, commissioned now to other IE (in another domain).

3.5.6. KPI 1.5.6 # of IoT healing scenarios covered

KPI ID number . | KPI 1.5.6
KPI Name # of IoT healing scenarios covered

Description The KPI aims at measuring tipetential situationshat the sekhealing procedure
cantake effect.

Motivation Self-healing crystalizes the capability of autonomously recovering affected pe
the system both at the hardware and software level caused by failures or ak
statesSelf-healingcanalsorestart the system to pestablished routines schedulir

if necessary.

Target value 5

Prerequisites | E6s hardware setup is complete. De
to be tested on IE hardware.

aerOS Self-healing(T3.5)

components (task)

SEIERLEgEEREE The importance of theelf-healing functionality needs to be shown with spec
scenarios. So far, the followin h e a $cénarigé have been identifiedSensor
Failure, Device Power Alert, Network Protocol Violation, Link Quality Isst
Communication Failure Indication (no messages received byriE)e first phase
testsARE completed locally inFOGUSIab, running the defined scenarios on |
hardware. In the second phase tests will be completdteidifferentPilots of the
project

Measurement

period Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value 0 (no sekhealing 3/5 (60%) N/A

(% achieved) capabilities)

Outcome Three of the defined scenarios have been tested locally under different condit

cIELL R ZE analyse possible failures or abnormal states. Measurements are normal, any
were correctly detected. The set up used for the measurements, featuring Re
Pi 4 Model B, DHT22 Digital Humidity & Temperature Sensor Module
Keyestudio Breakoukit for Raspberry Piis shown below.
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—

In addition, the scripts used for realizing the implemented scenarios (n
communication failure indication, device power alert, and sensor failure), as w
images of the log files that document the detection of failures or abnormal st
eachscenario is shown in the following screenshots.

a ion_failure_indi py B l4sKiE Blame Replace | Delete | [ &
1 import os
2 import time
3 import logging
4 from datetime import datetime
5 from dotenv import Lload_dotenv
6
7

Load_dotenv()

% TARGET_IP = os.getenv('IE_IP*, '192.148.1.15')
18 TIMEOUT = 5 # s s

11

12 BASE_DIR = os.path.abspath(os.path.join(os.path.dirname(__file_J, '../../ "))
13

14 | # Logg P

15 env_log. os.getenv(‘LOG_DIR', ‘src/logs')

16 log_dir = os.path.join(BASE_DIR, env_log_dir)

17

18 if not os.path.exists(log_dir):

19 os.makedirs(log_dir)

28

21 log_file = os.path.join(log_dir, os.getenv('COMMUNICATION_FAILURE_INDICATION_LOG_FILE', 'communication_fzilure_indication.log®})
22

2% logging.basicConfigl

26 level=logging. INFO,

25 format='%(asctime)s - ¥(message)s®,

26 handlersz[

27 logging. FileHandler(Log_file),

28 logging. Streandandler()

29

38 )

31

32 def is_reachable(ip, timeout=TIMEOUT):

33 “suCheck if a given IP address is reachable.""

34 response = os.system(f'ping -c 1 -W {timeout} {ip}")

35 return response == 8

36

37 def monitor_communication(}:

38 “*“Honitor the communication with the target IP."="

39 while True:

8 reachable = is_reachable(TARGET_IF)

41 cur_tine = datetime.now().strftime( %Y-%n-%d %H:%M:%S')
42 if reachable:

43 log_msg = f*[{cur_time}] Target IE is reachable.”
44 print(log_msg)

45 Logging.infollag_msg)

46 else:

47 log_msg = F'[{cur_time}] Target IE is NOT reachable.®
48 print(log_msg)

49 Legging.error(Log_nsg)

58 time.sleep(18)

51

52 if __name__ == “__main__":

53 monitor_communication ()

54
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® cpupowerpy [T 190 KE

Chacks the CPU teaperature perfisdically and detects any instances of
nigh temp. If high terg detectsd, approgriate actien is taken.

imgart os

ingart time

inpart Logging

from datetime import datetlse
From dotesy SPport Load_dotens

Load_dotess])

FERTON = 18
SIGTHA_MEE = “\B33]
LOWTHA_MSE = =833 ]
MORMAL_MEE = "\B3I[
SIG_THRESSOLD = A5.
LOW_THRESSOLD = BA.9

HIOH THRESHOLDYE33[Em™
30L0N THRESHOLDH33 [Bm
2ol ORMAL OFERATIDNLESS]En"

BASE_DIR = cs.path.abspathios.gath. joinies path.dirsasel__file ), '

ww_log_dir « os.getesw('LOE_DIR', 'srocflegs')
Legudlr = cx.path. Jedm(BASE_DIR, env_lop &ir)

if not os.path.exists(leg_dir):
o5 .makedirs(log_dir)

leg_file = es.path.jedn(log_dir, os.getesw('LOO_FILE®, ‘cpu_peser.log®))

Legedng. basdelonfigl
lavel=legglng. INFD,
Format="Klasctimels - Eimessagels',
handlers=[

Tegaing . Fileandlor{leg_file),
Teging . Streaniandlert)

e got_cpw_templ]:
"""Returns CPU temparature In 'C.=""
tomp = os.popeni“woqenosd measure_tena' ). readlise ()
teEp o teRp. replacd (Cteape®, ") replace [t 40t 1)
returs Float{tema)

SeF STatus_reporticse_temp):

"""Regorts the status of CFU temp.=*

Status - NORMAL_M:c

1f cpo_temp »= SIE_THRESHILD:
status = HIETSR_MSE

Qlif cpw_tomp »= LOW_THRESSOLD:
status = LONTER_MSO

return Status

SaF moniter_cpu_tespl):
“eeMpadtors CPU perindicolly, to detect thresheld violations. ™o
while 7
co_temp = QEt_cpu_templ)
status = STates_reportlopu_tesp)
cor_time = astotise.newl) StrEtine EY-GE-Xd KH:
Tog psg = 0 [four_tise}] {statustt
prant (log_msg)
Legging . infa(Log_usg)
1f status == HIGTHR_MSE:
break
eLiF status == LONTHR_MSG:
pass
elsa:
pass
time_slaep(PERT00}

NE7)

IF __name__ == "_
monitesr_cpu_tesg()
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aerOS

@ sensor_failure.py (2

import time
import adafruit_dht
import board

ils.outlier_detection import detect_outliers
5.5elf_healing import handle_failure
from config.settings import WINDOW_SIZE, Z_THRESHOLD

dht_device = adafruit_dht.DHT22(board.D4)
temperature_data = []
humidity_data = []

def read_sensor()
try:
temperature = dht_device.temperature
humidity = dht_device.humidity
return humidity, temperature
except RuntimeErrar as error:
return

def monitor_sensor():
while
huridity, tamperature = read_sensor()

if humidity is or temperature is t
handle_failure("No measurement at the dewice")
continve

temperature_data.append(temperatura)
humidity_data.append(humidity)

if len(temperature_data) > WINDOW_SIZE:
temperature_data.pop(g)
hunidity_data.pop(8)

if len(temparature_data) == WINDOW_SIZE
temp_outliers = detect_outliers(temperature_data, Z_THRESHOLD}
hun_putliers = detect_outliers(humidity_data, Z_THRESHOLD)

if temp_outliers:

handle_failure (f'Tenperature outlier detected: {temp_outliers}*)
if hum_outliars:

handle_failure(f'Hunidity outlier detected: {hum_outliers}")

time.sleep(18)

if __name__ ==z "__main__
monitor_sensor ()

78

Blame m Replace | Delete

JRMAL

is NOT reachable.

)PERAT IONesc[@m
31mHIGH THRESHOLDesc[ Bm



D5.571 Technical evaluation, validation and assessment report (1) =aer0s

3.5.7. KPI 1.5.7 % of intrusion detected by the selsecurity

KPIID number . | KPI1.5.7

KPI Name % of intrusion detected by the seHsecurity
Indicates the ability to detect cybersecurity intrusions that have been made to tl

Motivation Measuring the percentage of intrusions that thesselirity component has been a
to detect allows the performance of the selurity component to be measured.

Target value >90% intrusions

Prerequisites Have theself-security component installed and running in IE

aerOS Self-security (T3.5)
components (task)

SEITENEnEEREY In order to analyse this KPI, different attacks will be launched on the IE where
security is installed and the ability of tliemponent to detect will be tested. With tr
the detection rate of the attacks will be calculated.

Currently, the component is configured to detect "port scanning™ and "denial of s
(DoS)" attacks. In the remaining months, the portfolio of attacks that the tool is ci
of detecting will be increased.

At the same time, following the plan presented for the development of the com|
(where it is expected to have a version ready to operate in month M24), it v
installed in the use case environment so that its operation can be validated.

'g"eerﬁjsé"eme”t Baseline M24 (Deliverable D5.5)  M36 (Deliverable D5.6)
Measured value [B\V/ZA 0 (0%) N/A

(% achieved)

Outcome Selfsecurity component has not been yet deployed. Consequently, it is not pos

CiElel e N (Y220 obtain its performance in real scenarios of the project. Although not relevant,
attack tests have beaalditionally performed on a node of the CloudFerro dom
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3.6. aerOS d

where selsecurity has been installed and it can be seen in the following scre:
that it is able to detecimap attacks as an example correctly:

ecentralised Al

3.6.1. KPI 1.6.1 Realising decentralized AI/ML with scalability

comparabl

KPI ID number .

KPI Name

Description

Motivation

Target value

Prerequisites

aerOS
components (task)

Evaluation means

e to centralized approach (KVH4.1)

KPI11.6.1

Realising decentralized AI/ML with scalability comparable to centralized

approach (KVI-4.1)

Scalability is the ability of Al algorithms, data, models, and infrastructure to oper
the size, speed, and complexity required. aerOS should operate with or be vi
with at least three applications of decentralized Al.

Decentralized Al/ML should not negatively influence operations eb#@ded systen
compared with a centralized Al/ML.

>=3 applications

aerOS deployment ready with final (or close to final) version of base componen
aux Al components ready for evaluation

Al Task Controller, Al Local Executor (T4.3)

Three @centralized Al applications will be identified in and their scalability will
evaluated with proper tests or justification. One application will be base
experiments on decentralized vs centralized model training, the other two will be
on mocel inference in a decentralized and centralized approach. For model tr
evaluation metrics will cover time of training, trained model performance. For n
inference metrics will cover: inference tiraedresource utilization (memory, CPU)

Plan for a model traininased application:
I Run model training at least 3 times in a centralized approach (can be ¢
aerOS) ananeasure evaluation metrics

I Prepare a model to be trained with a decentralized approach on several
IEs

1 Run at least 3 times the training process using IEs selected by aerOS al
time measuring evaluation metrics

1 Results from decentralized tests will be averaged to be comparec
averaged results for a centralized approach
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Plan for a model inferendeased application:

M Run at least 3 times a set number of inferences on a model over a s
period of time in a centralized approach (can be outside aerOS deploy
and each time measure evaluation metrics

M Run at least 3 times a set number of inferences on a model over a s

period of time using IEs selected by aerOS and each time measure eve
metrics
1

Results fromdecentralized tests will be averaged to be compared
averaged results for a centralized approach

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value \I/a N/A N/A
(% achieved)

Outcome This KPIwill be evaluated in M36 as final and stable versions of technical compc
slEGl e N (Y208 are needed. So far scalability is considered during the design and technology ¢
Al execution and algorithms should handle well scaling up.

3.6.2. KPI 1.6.2 Energy consumption reduction due to moving Al
from cloud to the edge (KV}H4.2)

KPI ID number . KPI1.6.2

KPI Name Energy consumption reduction due to moving Al from cloud to the edge (KW
4.2)

Description Energy consumption should be decreased for Al being run closer to the edge,
on local data and with frugal adjustment.

Motivation aerOS aims to establish wraae the benefits and trad& resulting from moving Al
closed to the edge.
Target value > 50% (on average on tested scenarios)

Prerequisites aerOS deployment ready with final (or close to final) version of base componer
aux Al components ready for evaluation in development/integration environmer

aerOS Al Local Executor, Al Task Controller, frugal techniques (T4.3)
components (task)

SVEIE g EEREN Experiments will be conducted to measure energy consumption when running
inference on elements with different processing capabilit@sud vs edge. For ed¢
deployments frugal techniques will likely be applied. During analysis in-M38 a
properevaluation metrics will be selected.

Evaluation plan:
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1 Running at least 3 times a set of inferences over a period of time over a
deployed in the cloud where data needs to be sent from edge IEs to the
each time measure evaluation metrics

1 Running at least 3 times a set of inferences over a period of time over a
deployed on edge IEs with local access to data; each time measure ev
metrics

1 Running at least 3 times a set of inferences over a period of time over a
model (model from previous points after application of quantization/prut
deployed on edge IEs with local access to data; each time measure ev:
metrics

9 Compared averaged results from three above options

1 The energy consumption of the running processkesaseerio be establishe:
from information gathered using Kepler (a k8s monitoring tool).

Measurement M24 M36
period Baseline (Deliverable (Deliverable
D5.5) D5.6)

\EEEIERRVENE From research literature: N/A N/A

(% achieved) f BERT LM experiment used 8 V100 GPL
for 36 hours and used a total of 37 kWh.

I Three sizes of DenseNets on MNIST
lasted between 20 and 25 minutes and
consumed between 20 and 38Wh

9 Energy reduction achieved with propose
methods for Microsoft Azure cloud
compute platform was less than 27%.

9 Energy consumption on centralized vs
distributed approach decreased, on
average, less than 10%.

Outcome This KPI will be evaluated in M36 as final and stable versions of technical compc
slEGl e N (Y208 are needed to run a set of te3tse energy consumption of the running processes
be established based on information that will be gathered using Kepler (
monitoring tool)

3.6.3. KPI1.6.3 Validation of comprehensive support, by aerOS, for
distributed frugal Al components with explainability (KVI -4.3)

KPI ID number . KPI 1.6.3

KPI Name Validation of comprehensive support, by aerOS, for distributed frugal Al
components with explainability (KVI-4.3)

Description Identification ofapplications (within use cases/scenarios) in which distributed fi
Al components potentially supported by explainability should be applicable.
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aerOS will operate on heterogenous Infrastructure Elements with both ir
decisionmaking and potentially Atelated services. This heterogeneity may req
for application of frugal techniques to enable effective operations
interpretability/explanability to provide additional information about the decis
making.

Target value >= 2frugal applications, >= 2 XAl applications

Prerequisites Advanced or finalized design of aerOS internal operations and architectures
pilots

aerOS Al Local Executor, Al Task Controller, frugality techniquegplainability technique:

el nloJe i ERICH(ENY] (T4.3)

SVEENe R EIEN  An in-depth review of all the aerOS scenarios and continuum will be addressed

Every Al service that is trained with: (1) datasets sizes smaller by min 30%
estimated full dataset, (2) using resources with limited capacities requiring appli
of frugal techniques, will be considered as a frugal application.

A survey will be conducted with different efnders from those aerOS scenarios
claim that are making use of explainable Al. If the feedback obtained is highe
50%, it will be considered as an acceptable XAl application

Ir\)/Ieeri)sc;Jrement Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [RNVZA 1 XAl application in N/A
(% achieved) progress, 1 identified to bt

donei 40%

0 frugal applications (bu
still under analysis)

Total = 20%

Outcome One XAl application comes from an internal use case (HLO allocations explar
CIELI o aN(Y PZAN https://qitlab.aeroproject.eu/wp4/t4.3/explainabilitgervicg, the other is fromr
external scenario and is beimgalysedwith the pilot leader (pilot 5, in scenar
Intelligent occupational safety and health).

Frugal applications are being confirmed amdlysedvith pilot leaders.

3.6.4. KPI 1.6.4 Delivery of cookbook/good practices manual for
explainable frugal Al near the edge (KVH4.4)

KPI ID number . KPI 1.6.4

KPI Name Delivery of cookbook/good practices manual for explainable frugal Al near thg
edge (KVI-4.4)
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Description Description of good practices based on target value of application that would gui
developer to select the begiproach.

Motivation Application of explainability and frugal techniques needs to be customized
scenario being considered. Therefore, what is required is a set of good practic
would guide the loT developer in selecting the laggtroach.

>= 3 (pilotspecific)

Prerequisites Available results of evaluation of Alased applications in the pilots and results
evaluation of aerOS deployment in the pilots. Results coming from all pilots in \
Al was utilized, the most insightful will be selected for good practices preparatic

aerOS Explainability techniques, frugality techniques (T4.3)
components (task)
SEIERLEnEEREE Number of guidelines formulated, where a guideline is understood as a set of r
remarks related to a specific feature or use case.
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured valuely N/A N/A
(% achieved)

Outcome KPI will be measured at M36. The implementation of the techniques use
ClELIEa N 2270 explainability, and frugalityare under development amtked to be finished t
formulate good practices/cookbook.

3.6.5. KPI 1.6.5 Decentralized frugal Al techniques available

KPI ID number . KPI 1.6.5

KPI Name Decentralized frugal Al techniques available

Description Techniques applied to provide frugality to Al in aerOSaerOSbased deployment
where Al operations in restricted conditions need to be supported.

Motivation aerOS will operate on heterogenous Infrastructure Elements with both ir

decisionmaking and potentially Aftelated services. Thiseterogeneity may requit
for application of frugal techniques to enable effective operations.

Target value >= 3techniques

aerOS Frugality techniques (T4.3)
components (task)
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SR EEEY Number of frugality technigues thlative been evaluated for their effectiveness ani
which applicability to aerOS scenarios was studied.

g"eerf‘oso‘l”eme”t Baseline M24 (Deliverable D5.5)  M36 (Deliverable D5.6)
Measured value [R\NV/ZA 2 techniques 50%) N/A

(% achieved)

Outcome Two techniques have been implemented and experimented with: quantizatic

elaboration (M24) [Wgall[e}

Quantization was used to reduce the precision of model weights frdmt f8@ating-
point down to &bit integer representation, to decrease model size and spe
inference (while maintain reasonable results).

Pruning was used to remove less important weights from a model to im
computational efficiency, without significantly impacting model quality. So far,
techniques have been used in external scenarios and what is pending is to ¢
them explicity with aerOS use cases.

Their current version is available in the GitLab repositbityps:/gitlab.aercs
project.eu/wp4/t4.3/modekductionservice

3.6.6. KPI 1.6.6 Al explainability techniques available

KPI ID number . | KPI 1.6.6

KPI Name Al explainability techniques available

Description Techniques applied to provide interpretability/explainability in aerOS or abeS&d
deployments where Al interpretability/explainability can support the operations
systems by enabling understanding of intelligent automatized decisi&img.

Motivation System with automatic intelligent decistameking should provide means to moni
and verify its behaviour.

Target value >=2 techniques
Prerequisites N/A

aerOS Explainability techniques (T4.3)
components (task)

SEITEUEnEElEY Number of explainability techniques that have been evaluated for their effectiy
and for which applicability to aerOS scenarios was studied.

Measurement
period

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
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Measured value \Za 1 technique 7 Shapley N/A
(% achieved) values for RL (50%)

Outcome One technique based on Shapley values for service allocation was propost
slELl el N (Y208 method iteratively explains each decision madéhbyservice allocator. The explain
is available in the GitLab repository

https://qitlab.aereproject.eu/wp4/t4.3/explainabiligervice

3.7. aerOS common API

3.7.1. KPI 1.7.1 % of aerOS core services exposed through
OpenAPI

KPI'ID number . | KPI1.7.1

KPI Name % of aerOS core servicegxposed through OpenAPI

Description This KPI measures the proportion of aerOS's core services that are accessible
an OpenAPI. The goal is to ensure that a significant part of the system's functi
is available via weltefined and standaid interfaces.

Motivation Exposing services through OpenAPlIs facilitates integration with other sys
encourages developer engagement, and supports a modular, scalable archite
enables thirgparty developers to easily connect with and buiftbn the aerO¢
platform, fostering innovation and expanding the system's capabilities.

Target value >50%

Prerequisites The exposed APIs of each aerOS component must be pradiedan be reachab
and interagve, providing the expected results.

aerOS HLO (T3.3),Context Broke(T4.2), and Dat&abric(T4.2)
components (task)

SEEo eI The evaluation will involve identifying the total number of core aerOS serv
involved in the project. At least 50% of these services must expesecomponent:
via Open API. The OpenAPI endpoints will be documented through screenshc
links to the public Swagger page for verification.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured value [y 25% of aerOS core N/A
(% achieved) services (50%)

Outcome The core services identified in aerOS are: HLO, Otibn Context Broker, 1dM
clEGl e N (U208 Keycloak, OpenLDAP, KrankedD APl Gateway, Data Fabric, -Seffiodules,
Management Portal. To date, 25% of these core services have been succ
exposed through Open APIs. $hincludes key components such as the F
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Allocator, HLO Frontend, Contestiroker, and Data Product Managéhe following
shapshot depicts the structure of the GitLab repository for the aerOS OpenAPI:

¥ main ~ aeros-openapl /| 4+ v History Find file Edit ~

Update README.md

F130F6%6 g
Renzo Bazan authored 3 weeks ago ° @

Name Last commit Last update
7 api-docs update hlo_al and hlo_fe 3 months ago
¥ .gitlab-clyml copy code from public repository 3 months ago
=+ README.md UUpdate README. md 3 weeks ago
B vscode_extension.png copy code from public repository 3 months ago
® README.md

aer0OS OpenAPls

This repository containsg DpenAFl specification for the aer03
Web Ul
https:/fwp3.pages.seros-project.ew/t3.2/aeros-openapif

Development Tip

We recommend using the W3 Code Extension openaPI (Swagyer) Editor when developing locally:

Context Information
Provision

~

|m fegst-lafvijetivies Enfily crealion v
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# main v zeros-openapi / api-docs [ aer0S_Domain.yaml Find filz Blame History Permalink
copy coda from public repository
W Renzo Bazan authored 3 months ago L) Bdabeas | @
B aerSS Domain.yaml [ 412 Kig Blame Replace  Delete (RN RS
1 openapi: 3.0.0
2
3 info:
4 version: "1.0.0"
5 title: ser0S Domain
& contact:
7 email: infopaeros-project.com
8 license:
9 name: Apache 2.0
10 url: 'http://www.apache.orgflicenses/LICENSE-2.0.himl'
11
12 servers:
13 # Added by API Auto Mocking Plugin
14 - description: NGSI-LD context Broker
15 url: 'fprotocoll:/ffhostnaned sfportdsngsi-ld v’
16 variables:
17 protocol:
18 enum:
19 - http
20 - https
21 default: https
22 hostname:
23 defaule: localhost
24 port:
25 defaulr: '1026"
26 - description: HLO Domain Frontend endpoint
27 url: 'fprotocoll:/ffhostnaned sfportd!
28 variables:
29 protocol:
30 enum:
31 - http
32 - https
33 default: https
34 hostname:
35 default: localhost
36 port:
37 defaule: '443!
38
39 paths:
40 fentities:

3.7.2. KPI11.7.20penAPI Uls for documenting APIs and generating
code

Table48KPI 1.7.2 OpenAPI Uls for documenting APIs and generating code

KPI ID number . KPI11.7.2

KPI Name OpenAPI Uls for documenting APIs and generating code

Description These Uls will make it easier for developers to understand and work with the
APIs. By providing clear documentation and tools for code generation, develope
more efficiently integrate their services with aerOS, reducing development tirr
potential errors

Motivation The motivation behind this KPI is to enhance developer experience and prodt
by providing comprehensive and accessible documentation of the aerOS API:
well-documented APIs and integrated capmeration tools, developers can quic
grasp the functionality and implementation details of aerOS services. This le
faster integration, fewer development errors, and a more streamlined devel
process. Ultimately, it supports the goal of dreata robust, developdriendly
ecosystem around aerOS.

2
The aerOS domain OpenAPI must be provided

aerOS HLO (T3.3),Context Broke(T4.2), and Dat&abric(T4.2).
components (task)
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SEIENnEEN The evaluation ofthis KPI will involve several steps. First, it will require t
identification of the main aerOS exposed APIs that will be documented using Op
Uls. The success of these Uls will be measured by their completeness and ut
Evidence of successfuhplementation will be provided through access to the Uls,
guides, and examples of generated code.

'g"eer‘i"‘osé‘remem Baseline M24 (Deliverable D5.5)  M36 (Deliverable D5.6)
Measured value [le 1 (50%) N/A

(% achieved)

Outcome By M24, significant progress has been made towards achieving the KPI for Op

slELl e R (Y208 Uls for documenting APIs and generating code. The goal was to have at le¢
functional OpenAPI Ul in place with complete documentationdate, one OpenAF
Ul has been successfully implemented, providing comprehensive documentat
the following aerOS componentsiLO Allocator, HLO Frontend, ConteX@roker,
Data Product ManagekVhile the current OpenAPI Ul does not yet include ¢
generation capabilities, the necegsaols have already been integrated to enable
feature in future iteration®elow is a screenshot of the Swagger page for the ex;
services, showcasing the OpenAPI documentation:

aer0S_Domain. yaml Explore

aer0OS Domain ™ @

20S_Damaliyan!

Contact the developer
Fpache 2.0

Sarvar
[ teroteseixhostnameTfpartiingsi1di - NGSHLD sontest Ercker ~ |

Computed URL:  https://localhost:igze/ngsi-1d/ vl
Server variables
protocol hitps v

hozstname localhost

piort 1026

Context Information Provision v

| fentities Enty crestion ‘

| (N3 rentities/{emtilyId} Entity deletion by id ‘

T sentitiess{emtityTd} Emiy merge by id

Semtities/{emtityId} Etity replacemer nt by id

| semtities/{emtityrd}/attrs fopend arbites o Bty

o Semtities/{emtityId}/attrs Update attributes of an Entity

T remtities/{emtityId)/attrs/{attrid} Panial Arbue updars

| fentities{entilyId} attrs/{attrid} Atibute delate

3.7.3. KPI 1.7.3 Create Protocol Buffers definition for intra-
orchestration module communication

Table49KPI 1.7.3 Create Protocol Buffers definition for intr@rchestration module communication
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KPI'ID number . | KPI1.7.3

KPI Name Create Protocol Buffersdefinition for intra -orchestration module communication

Description This KPI aims to develop three Protocol Buffers definitions to facili
communication between different modules within the aerOS orchestration
Protocol Buffers is a method of serializing structured data

Motivation Using Protocol Buffers enhances the efficiency and reliability of data interct
between modules. This approach ensures consistent, lightweight, and bac
compatible communication, crucial faraintaining the robustness and scalability
the orchestration layer.

Target value 3
Prerequisites Identification and documentation of all modules within the aerOS orchestration
that require Kakfa communication.

EIE(ON) HLO (T3.3)
components (task)

SEIEo R EEIEY The evaluation will involve identifying and documenting the different modules w
the aerOS orchestration layer that require Kafka communication. The next ste
develop Protocol Buffers definitions for each identified communication pathway
definitions will be documented and reviewed to confirm they are consisten
lightweight. Evidence of successful implementation will be provided through
repositories and integration examples.

Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6)
Measured  value [RNVZA 4 (133%) N/A
(% achieved)

Outcome To date, four Protocol Buffers definitions have been successfully identifiec
slELl e N (Y208 documented, exceeding the origiteriget. These definitions facilitate communicatic
for the following components:

1 HLO Allocator

I HLO Data Aggregator

I HLO Deployment Engine

M HLO Front End

Four Protocol Buffers definitions have been developed, tested, and integrated, e
they are consistent, lightweight, and backward compatible. Below is a screen:
the code repository showcasing the developed Protocol Buffers definitions:
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3.7.4. KPI 1.7.4 Reduce time to deploy service functions by nen
technical team members using low code toaltegrations

Table50KPI 1.7.4 Reduce time to deploy service functions by #echnical team members using low code tool
integrations

KPI'ID number . | KPI1.7.4

KPI Name Reduce time to deploy service functions by netechnical team members using
low code tool integrations

Description This KPI focuses on decreasing the time required fortaohnical team members
deploy service functions within aerOS by over 40%, leveragingclode tool
integrations.
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