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1. About this document 

The aim of deliverable D5.5 is to provide an update of the evaluation process started in M9, and initially reported 

in Section 3 of D5.2. Hence, the ultimate goal of D5.5 is to iterate over the basis for a quantitative assessment 

of aerOS both from the standpoint of its developers through the technical KPIs, as well as its users and 

stakeholders, through the pilot KPIs and impact KPIs. 

1.1. Deliverable context 
Table 1 Deliverable context 

Item Description 

Objectives 
D5.5 contributes to all objectives set for aerOS by defining quantitative KPIs evaluation, as 

well as qualitative evaluation by means of the KeVIs envisioned in the action. 

Work plan  

D5.5 directly maps to T5.3 and T5.4 (mainly) as both are in charge of carrying out the 

evaluation results that are generated in the project. Consequently, D5.5 depends also in the 

work done by the aerOS development team along WP3 and WP4 tasks, the pilot integration 

works performed under T5.2, and the impact from communication, dissemination, 

standardisation, and exploitation team along WP6. 

Milestones 

There are not any specific milestones associated to the delivery of D5.5. However, it 

contributes to the achievement of: 

¶ MS 2 Use cases and requirements 

¶ MS 3 Components defined 

Deliverables 

The deliverables that are related with D5.5 are: 

¶ D5.2 - Integration, evaluation plan and KPIs definition (2) - (M18) 

¶ D5.6 - Technical evaluation, validation and assessment report (2) - (M36) 

Risks 
The risks that partially represent a background for D5.5 is: 

¶ Outcome does not meet expectations set by the stakeholders. 

1.2. The rationale behind the structure  
This deliverable is divided into seven sections. In the Introduction, objectives of the deliverable are presented. 

In the KPI Evaluation Methodology section, the notion of KPI as well as the evaluation methodology agreed, 

including the portioned into dimensions, is replicated (with some additions) from D5.2. Next, the technical 

evaluation of aerOS itself, and its surrounding components are provided. Section 4 constitutes the initial 

evaluation of the results from the pilots, and Section 5 recaps the impact evaluation conducted along WP6. A 

qualitative analysis from the KeVIs perspective is provided in Section 6, while the final section is reserved for 

conclusions 

1.3. Deviation and corrective actions 
This deliverable, initially to be submitted in M21, was moved to M24 in order to describe in detail the KPIs and 

their measurement metrics. This decision was based on the positive feedback received by the project reviewers 

during the mid-term review in April 2024 (M20). 
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2. KPI evaluation methodology 

The evaluation methodology adopted has been inspired upon ideas derived from the ASSIST-IoT H2020 

Project. This decision was made since that project analysed Next-Generation IoT platforms for different focus 

areas and application domains. It is thus very similar to the structure of aerOS, where five large scale pilots exist 

in addition to several Open Call projects, in various application domains of the Cloud-Edge-IoT continuum. 

In particular, the aerOS KPI evaluation methodology follows a hierarchical approach, in which KPIs (either 

derived from projectôs Grant Agreement, requirements gathered in WP2 deliverables, or from insights obtained 

among different pilot group partners) are grouped by the definition of dimensions and fields of measurement, 

in accordance with project aspects. This hierarchical approach aims at providing a more tangible assessment of 

the projectôs success factors, comparing the result with respect to the Grant Agreement commitments (i.e., 

accomplished, not accomplished, partially accomplished), system gaps, as well as stakeholders feedback and 

satisfaction, as explained next. 

2.1. KPI definition, dimensions, and fields 
Technically, a KPI states for Key Performance Indicator. Thus, it is a type of performance measurement, which 

is done against a predefined set of values, called indicators. In aerOS it has been agreed that only quantitative 

indicators are used, meaning that each KPIs value shall be a number (or a percentage over a baseline). In general, 

data collection for KPI evaluation will be conducted through benchmark testing, desk research, on-line 

questionnaires or through one-to-one interviews. The latter will be conducted with coordinators of all pilots, as 

well as task leaders. In those cases, in which a KPI refers to usersô satisfaction, a value from a set of numbers 

from 1 to 5, where 1 would represent complete dissatisfaction and 5 would represent complete satisfaction, will 

be assumed. 

In particular, the KPI will be measured directly (for example messages/second, throughput in Mbps, or user 

satisfaction on the Likert scale) and it will be expressed as a fulfilment percentage of the prospected KPI target 

as follows: 

¶ KPI value = no achievement Ÿ KPI score = 0% 

¶ no achievement < KPI value < target Ÿ 0% < KPI score < 100% 

¶ KPI value >= target Ÿ KPI score = 100% 

This approach will allow to interpret the value of an indicator against the original target set by aerOS partners. 

To assess an overall aerOS evaluation, the KPI scores are grouped into Field scores, which are calculated as 

the average of all KPI scores for that field (i.e., aerOS service fabric KPIS, aerOS Data Fabric KPIs, Pilot 1 

KPIs, Pilot 2 KPIs, Communication KPIs, Dissemination KPIs, etc.), and, in turn combined into a Dimension 

score, which is defined as the average of Field scores for that dimension, as presented in the two equations 

below. 

ὊὭὩὰὨὛὧέὶὩ
В ȟȣȟ

             (1) 

ὈὭάὩὲίὭέὲὛὧέὶὩ
В ȟȣȟ

           (2) 

Therefore, if all KPIs reach the target, which would manifest as all KPI scores being 100%, then Field score is 

also going to be 100%. Similarly, if all Field scores within the same dimension reach a 100% target, then 

Dimension score will also reach 100%. This approach would provide an indication of achievements for specific 

indicators, as well as overall results obtained by the aerOS project as a whole.  

For aerOS, it has been decided to define three main dimensions (i) Technical aerOS platform KPIs; (ii) aerOS 

Pilot KPIs; and (iii) aerOS Impact KPIs. Several groups have been defined per dimension. The following table 

maps each dimension and group, with the different tasks of the project where actual assessment will take place. 

 

 

https://assist-iot.eu/wp-content/uploads/2022/05/D8.1_Evaluation_Plan.pdf
https://assist-iot.eu/wp-content/uploads/2022/05/D8.1_Evaluation_Plan.pdf
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Table 2 aerOS Dimensions, Fields and achieving tasks 

Dimension Filed of evaluation Achieving tasks 

1. Technical 

aerOS platform 

KPIs 

1.1 aerOS network and compute fabric T3.1 / T3.3 

1.2 aerOS Data Fabric T4.1 / T4.2 

1.3 aerOS Service Fabric T3.3 

1.4 aerOS aerOS cyber security and Trust components T3.4 / T4.5 

1.5 aerOS self-* and monitoring T3.5 

1.6 aerOS decentralised AI T4.3 

1.7 aerOS common API T3.2 

1.8 aerOS management framework T4.6 

1.9 aerOS Embedded analytics T4.4 

1.10 Stakeholder/user satisfaction/OpenCall T1.1 / T1.4 

2. aerOS Pilot 

KPIs 

2.1 Pilot 1 Data-driven cognitive production lines T5.2 / T5.4 

2.2 Pilot 2 Containerised edge computing near renewable 

energy sources 

T5.2 / T5.4 

2.3 Pilot 3 High performance computing platform for 

connected and cooperative mobile machinery 

T5.2 / T5.4 

2.4 Pilot 4 Smart edge services for the port continuum T5.2 / T5.4 

2.5 Pilot 5 Energy Efficient, health safe and sustainable 

smart buildings 

T5.2 / T5.4 

2.6 Overall pilotsô engagement T5.4 

3. aerOS 

Impact KPIs 

3.1 Communication T6.1 

3.2 Dissemination T6.2 

3.3 Stanardisation T6.3 

3.3 Exploitation and business models T6.4 

2.2. KVI evaluation methodology 
To supplement the existing KPI-based, quantitative strategy in aerOS, a qualitative evaluation for a societal 

value-driven approach to technology development will be used, built upon the idea of Key Value Indicators 

(KVIs). KVIs are markers of a pertinent social Key Value (KV) that is either affected or enabled by upcoming 

technology, particularly the new services offered by future networks [1]. These networks are expected to enable 

a wide range of innovative and advanced use cases and application domains, which will address significant 

societal demands and provide added value in several ways. Humans and machines will be able to connect in 

new ways that should benefit individuals, communities, and businesses. In addition to monitoring and reducing 

risks, these benefits must be maximized. In this deliverable, the methodology to be followed is described, as 

well as the initial analysis and results. Final results will be included in deliverable D5.6. 

The methodology starts with the United Nations (UN) Sustainable Development Goals (SDGs) [2]. As seen in 

Figure 1, these goals offer a flexible framework for target priorities, as represented by the three related domains 

of environmental, social, and economic sustainability. But because these are state-specific, they must be 

interpreted for the ICT sector to assess their effects. Accordingly, the first step of the methodology is to define 

a set of societal KVs that are important to people and society and can be directly or indirectly addressed by 
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future networks. Some examples of such KV are: Economical Sustainability and innovation, Digital Inclusion, 

Personal Freedom, Trust. However, the list is not restricted as may depend on specific cases. 

 

Figure 1 Illustration of the UN SDGs ordered in three areas according to [2] 

The second step is to attach KVIs to each KV. KVIs are primarily concerned with determining the societal value 

that results from technological advancements and the context in which they must be used. KVIs are based on a 

"societal readiness" approach that examines, rather than if society is ready for a new technology, if technologies 

are ready to be incorporated into society. A technology is considered important under the societal preparedness 

paradigm if it is useful, efficient, fosters practice innovation, and helps bringing systemic change for the good 

of society. Compared to KPIs, knowledge of human-related elements is enhanced by KVIs, which may 

necessitate discussions and the emergence of creative ideas. They are comparable to quality RRDs (Quality 

Requirements Documents) that support a "top-down" strategy, in which project goals must be defined before 

measurements are applied. KVIs need to be a set of quantifiable amounts or prerequisites that offer an 

approximation of an impacted KV in some way. As a result, targets should be able to be set using KVIs, such 

as the quantity of service users who satisfy a condition or the perceived satisfaction using a service.  

The third step of the methodology involves the KV enablers for each KV. This step analyses the factors that 

determine a use case's usage, i.e., availability and popularity. This step defines the main elements that would 

either prevent the further construction of a use case or spread it and scale up the enabled value. These variables 

typically have to do with meeting the end user's expectations in terms of technical fulfilment, service coverage, 

ecosystem adaptation, and value proposition. While the precise exchange rate is not stated, better KV 

enablement should eventually produce value. 

The final forth step aims at determining the KPIs that affect the related KVIs. This might not always be feasible 

or meaningful, depending on the KVI. When using KPIs, it should be evident how and to what degree a 

particular KVI is enhanced, without mentioning the exchange rate. To enable KVs, future networks can use the 

KPIs to set technical numerical targets. Ultimately, this stage ought to offer a foundation for a technological 

design that is motivated by values. All four steps are illustrated in Figure 2 [1]. 

 

Figure 2 The four steps of the adopted KVIs methodology [1] 

In the scope of aerOS, the aforementioned methodology is applied to study each of the identified use cases and 

conclude to a specific set of KVs, KVIs, KV enablers and KPIs per use case. The target is to conclude to a 

complete qualitative analysis of the performance gains achieved against use case performance indicators. 
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3. Technical KPIs for aerOS 

The purpose of this dimension is to address the existence, functionality and availability of the technical 

components and features defined and implemented in the aerOS platform. To analyse the technical parameters, 

the assessment is builds upon the results and outcomes from integration, and testing activities. The main 

software modules under development to be evaluated, are the following: 

1. aerOS network and compute fabric 

2. aerOS data fabric 

3. aerOS service fabric 

4. aerOS cybersecurity and trust components 

5. aerOS self-* and monitoring 

6. aerOS decentralised AI 

7. aerOS common API 

8. aerOS management framework 

9. aerOS embedded analytics 

10. Stakeholderôs satisfaction 

3.1. aerOS network and compute fabric 

3.1.1. KPI 1.1.1 Response time for the orchestration of IoT 

applications (KVI -1.1) 

Table 3 KPI 1.1.1 Response time for the orchestration of IoT applications (KV-1.1) 

KPI ID number . KPI 1.1.1 

KPI Name Response time for the orchestration of IoT applications 

Description This KPI measures the time the orchestration system takes to achieve the target state 

of the blueprint of the IoT applications 

Motivation  Whether achieving the initial state or transitioning states due to external conditions 

changes, the orchestration system should provide responsiveness for the IoT 

applications. A less responsive system would hinder the usefulness of such 

autonomous service for the end user and makes it less reactive to changing conditions. 

Target value <15% baseline 

Prerequisites aerOS installation ready in the concerned domains. aerOS installation implies here that, 

at least, self-awareness and self-orchestrator elements are functional in several IEs, that 

these (IEs) are organized in one (or more) domain(s) and that the HLO is capable of 

receiving implementation blueprints and allocating computing workloads. 

aerOS 

components (task) 

HLO (T3.3), LLO (T3.3), self-awareness (T3.5), self-orchestrator (T3.5) 

Evaluation means The evaluation process leverages the status of Data Fabric service components to 

monitor the deployment time effectively. This monitoring is crucial for understanding 

the time taken for various components to become operational. Additionally, the 

deployment time can be assessed more accurately from the Management Portal, 

providing a precise measure of response time from the user's perspective. 
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At M24, given the current state of the demonstrator, the deployment time from the 

Management Portal that excludes the latency introduced by the HLO (High-Level 

Orchestration) AI service is being measured. This focused approach allows to gather 

baseline data on deployment efficiency without the additional complexity of AI 

processing delays. For D5.6, a more comprehensive measurement mechanism will be 

implemented. This advanced system will encompass all aspects of the deployment 

process, including HLO AI latency and other potential delays, ensuring a thorough and 

accurate evaluation of the deployment time across the entire service framework. This 

holistic approach will provide a detailed understanding of the deployment dynamics, 

enabling optimizations and enhancements to improve overall efficiency and user 

experience. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
10 s1 5 s (333%) N/A 

Outcome 

elaboration (M24) 

Performances based on the aerOS mid-review demonstration have been measured from 

the user perspective (https://youtu.be/UV4mnN4CrwI?si=gy1mRBYiEqeamdNS). 

3.1.2. KPI 1.1.2 Open-source components for aerOS to deploy and 

manage applications spanning the continuum (KVI-1.2) 

Table 4 KPI 1.1.2 Open-source components for aerOS to deploy and manage applications spanning the continuum 

(KVI-1.2) 

KPI ID number . KPI 1.1.2 

KPI Name Open-source components for aerOS to deploy and manage applications spanning 

the continuum 

Description The KPI determines the number of components that aerOS generates and are able to 

deploy and manage applications in the continuum that have been shared with external 

communities through open-source contributions. 

Motivation  This KPI is important to measure the impact aerOS has on the technological ecosystem, 

allowing the support of new technological business models and third-parties 

exploitation resulting from the project innovative work. 

Target value 3 

Prerequisites The components are aerOS-created, or aerOS-enhanced, and are available for 

inspection, download, reuse and replication by the community outside of the project. 

A pre-requisite for final acceptation of this KPI is also the completion of the Open-

Source Strategy that has been defined during the latest period of the project, and that 

will be put in place from M24 to M36 of aerOS. 

aerOS 

components (task) 

Any aerOS component subject of being open-source licensed (all WP3-WP4, and T6.4) 

 
1 The baseline is taken from the worst case in usual IoT applications in the literature [3].. 

https://youtu.be/UV4mnN4CrwI?si=gy1mRBYiEqeamdNS
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Evaluation means The number of public repositories related aerOS. With LICENSE and NOTICE files 

and with proper documentation for its usage. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 0 (0%) N/A 

Outcome 

elaboration (M24) 

aerOS has already contributed to diverse Open-Source repositories. More than 15 

issues to public repos of open-source components to enhance the products with aerOS 

flavor. 

¶ Orion-LD via various issues, and request for contributions to ETSI CIM. 

¶ IOTA issues. 

¶ Issue to KubeEdge repository. 

¶ Contributions to Morph-kgc suite. 

Therefore, although not aerOS-created components, the contribution from the project 

(that uses those technologies) is already evident. 

About open source components of aerOS, the project has made huge efforts in the 

documentation and in creating an installation guide. The OSS components that are 

included in the Installation Guide, and that are custom provisions by aerOS are not yet 

public (therefore, not OSS yet), have been made available, notwithstanding, to Open 

Call #1 projects via the usage of specific GitLab tokens to access the public common 

deployments of aerOS. 

Regarding the global public, repositories (out of the global list in the private GitLab) 

are being tagged as potential open-source components albeit no formal agreement has 

been reached yet.  

This is the global list of components of aerOS. It is expected that most of them will be 

released as Open Source, with a permissive License for the Community. A formal, final 

list of the OSS components of aerOS will be submitted in D5.6, altogether with the 

proper Github and Zenodo links: 

    

 

https://docs.aeros-project.eu/en/latest/
https://docs.aeros-project.eu/en/latest/installation/index.html
https://gitlab.aeros-project.eu/aeros-public/common-deployments
https://gitlab.aeros-project.eu/aeros-public/common-deployments
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3.1.3. KPI 1.1.3 Usage of 5G native APIs (3GPP NEF and CAPIF) 

(KVI -1.3) 

Table 5 KPI 1.1.3 Usage of 5G native APIs (3GPP NEF and SEAL) (KVI-1.3) 

KPI ID number . KPI 1.1.3 

KPI Name Usage of 5G native APIs (3GPP NEF and CAPIF) 

Description 5G Native APIs that have been specified by 3GPP allows the tight integration of 

services and applications in order to improve their performance and features, such as 

by retrieving information of the QoS level of the network and the location of the user. 

Motivation  The use of 5G native APIs can significantly enhance the performance of a 

service/application, providing additional context information and network awareness. 

Therefore, assessing the use of native 5G APIs as a KPI is important because it denotes 

the disruptive innovation of the developed services and applications. 

Target value >50% aerOS scenarios using 5G network 

Prerequisites Functional aerOS domain and aerOS APIs exposed 

aerOS 

components (task) 

Ingress (T3.1), TLS (T3.1), OpenAPI (T3.2), HLO (T3.3), API Gateway (T3.4), 

Context Broker (T4.2) 

Evaluation means Out of all the aerOS scenarios, the following two are going to use cellular network: 

¶ Pilot 4 ï Predictive maintenance 

¶ Pilot 5 ï Smart buildings 

As long as any one of those two scenarios show that the OpenCAPIF is integrated in, 

the KPI will be considered as fulfilled.  

To carry out the evaluation, there are three options: (i) reporting tools of OpenCAPIF 

will be used; (ii) exported report on discovered (aerOS) APIs; and (iii) POSTMAN 

endpoints with OpenCAPIF acting as consumer, getting all aerOS registered APIs.  

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 1/2 scenarios deployed, but 

not integrated (50%) 

N/A 

Outcome 

elaboration (M24) 

For M24, Pilot 5 has successfully deployed one OpenCAPIF instance in their 

development environment. The first two screenshots below (k9s services running on 

the domain, and capif service logs), as well as in the third figure show how the 

performance of the CAPIF is monitored in a Grafana instance.  
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In M36, it will be connected and integrated with the aerOS APIs from the pilot pre-

production environment.  
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3.1.4. KPI 1.1.4 Usage of TSN (KVI-1.4) 

Table 6 KPI 1.1.4 Usage of TSN (KVI-1.4) 

KPI ID number . KPI 1.1.4 

KPI Name Usage of TSN 

Description This KPI measures the adoption rate of Time-Sensitive Networking (TSN) in more 

than 50% of the applicable scenarios within the project. TSN is a set of standards 

designed to improve the reliability, latency, and synchronization of standard Ethernet 

networks. The goal is to quantify the extent to which TSN is being utilized in scenarios 

where real-time, deterministic communication is critical. 

Motivation  The integration of TSN is crucial for scenarios that demand high levels of network 

determinism and reliability, such as in industrial automation, real-time control systems, 

and applications requiring precise synchronization. By targeting a greater than 50% 

adoption rate in relevant scenarios, this KPI encourages the advancement of network 

infrastructure towards more robust, latency-sensitive, and synchronized 

communication capabilities. This, in turn, supports the overall efficiency, safety, and 

performance of the systems relying on aerOS. 

Target value >50% scenarios 

Prerequisites To effectively evaluate the usage of TSN, it is essential to have a TSN-enabled 

infrastructure in place. This includes ensuring that the network infrastructure is 

equipped with TSN-compatible switches, routers, or other network devices. 

Additionally, it is crucial to have TSN-aware applications that can fully utilize TSN's 

capabilities. 

aerOS 

components (task) 

Ingress (T3.1), TLS (T3.1) 

Evaluation means The evaluation of this KPI aims to measure the number of scenarios where TSN is 

deployed. The process involves identifying and counting scenarios in which TSN-

capable networking hardware such as switches or routers is utilized. Additionally, a 

pivot scenario that highlights a successful TSN integration will be examined. This 

scenario will provide valuable insights into challenges faced, benefits gained, and 

lessons learned. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 1 scenario (9%) N/A 

Outcome 

elaboration (M24) 

In Pilot 1 scenario "AGV swarm zero break-down logistics & zero ramp-up safe PLC 

reconfiguration for lot-size 1 production," a TSN-capable switch was successfully 

integrated to address latency and jitter issues in the communication between connected 

devices. The goal was to optimize the performance of the scenario. The TSN-capable 

switch used, was the Multiport Time Sensitive Networking (MTSN) Kit from SoCe. 

This switch offers scheduled, best-effort and reserved traffic, along with Time Aware 

Shaper and Credit Based Shaper functionalities. The setup involved connecting an 
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Industrial PC (SIMATIC Microbox PC) with an Intel Core i5-6442EQ processor and 

two Raspberry Pis 4 with a Quad core 64-bit ARM-Cortex A72 processor to the MTSN 

Kit switch. The switch, in turn, was connected to a router that facilitated internal traffic 

routing within the scenario. The figure below illustrates the overall setup, showcasing 

the connection between the devices and router. 

 

Additionally, a web-accessible administrator interface allowed for easy configuration 

and adjustment of the traffic between devices, as depicted in the following figure. 

 

3.1.5. KPI 1.1.5 Number of old equipment units turned on 

actionable aerOS nodes 

Table 7 KPI 1.1.5 Number of old equipment units turned on actionable aerOS nodes 

KPI ID number . KPI 1.1.5 

KPI Name Number of old equipment units turned on actionable aerOS nodes 
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Description Devices that are incorporated into the aerOS continuum enabled by the Meta-OS 

Motivation  The operation of high-performance algorithms and highly efficient data transaction 

mechanisms depends on edge, IoT and cloud devices to orchestrate effectively the 

different services of the hyper distributed application workflows. 

Target value 20 

Prerequisites aerOS self-components installed in an IE, and the IE integrated in a domain providing 

information and being able to accept workloads. 

aerOS 

components (task) 

The minimum aerOS core services, namely, LLO (T3.3), Self-* (T3.5), Context Broker 

(T4.2) 

Evaluation means KPI leader (INNO) will address the different aerOS pilots about the old equipment 

units that have become in new aerOS nodes. An internal description per pilot, including 

technical specifications, will be included within this table. The evidence of their use 

will be presented in D5.4. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) N/A 

46 identified. The 6 IEs 

from Pilot5 up-and-

running (30%) 

N/A 

Outcome 

elaboration (M24) 

The number of devices varies significantly between pilots: 

Pilot 1: 19 devices 

¶ SIPBB (Scenario1) ï 6 devices: Quality control, Manual workstation, Smart 

conveyor, AGV, PCB THT-Soldering, SMC AMS). This is the hardware 

needed to integrate into aerOS and whose data must be collected. 

¶ INNOVALIA (Scenario2) - 0 devices: There is no old equipment expected 

now to be turn on thanks to aerOS within the scope of the project 

¶ SIEMENS (Scenario3) - 10 devices: 4 existing AGVs and 1 industrial PC will 

be transformed into aerOS devices. Regarding the testbed, 4 existing 

Raspberry Piôs and 1 TSN switch will be also converted into aerOS devices. 

¶ MADE& POLIMI (Scenario4) ï 3 devices: MADE relies on their pre-

existing on premise server. POLIMI relies on an existing Industrial PC and 

onboard PC of the AGV (the AGV was recently refurbished ï addition of an 

SSD, new batteries, and upgrade from ubuntu 18.04). Considering AGV as 

old equipment there are 3. 

Pilot 2: 21 devices: Since the Cloud is public and out of context, is not considered. 

Within the Edge, decommissioned servers from another project are used.  

¶ 1x router node with following specification: 2 processors 12 core 2.3 GHz, 

128 GB RAM, 2 x SSD Boot Disk 1TB 

¶ 1x control plane node with following specification: 2 processors 12 core 2.3 

GHz, 256 GB RAM, 2 x SSD Boot Disk 1TB 

¶ 17x compute nodes with following specification: 2 processors 12 core 2.3 

GHz, 256 GB RAM, 2 x SSD Boot Disk 120GB 
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¶ 2x storage nodes with following specification: 2 processors 12 core 2.3 GHz, 

256 GB RAM, 2 x SSD Boot Disk 120GB 

Pilot 3: Still to be determined 

Pilot 4 - 0 devices: All the hardware equipment for Pilot 4 has been procured as new, 

so there is no equipment turned on thanks to aerOS. 

Pilot 5 ï 6 devices: 3 Up-boards used as IO GWs (7 years old based on the age of the 

*processor*. 2 NUCs (4 years old) and 1 HP-DL380 (5 years old) 

3.1.6. KPI 1.1.6 Consistency of deployment compared to app 

blueprints 

Table 8 KPI 1.1.6 Consistency of deployment compared to app blueprints 

KPI ID number . KPI 1.1.6 

KPI Name Consistency of deployment compared to app blueprints 

Description This KPI measures how consistent the consecutive deployments of the application 

compared its specified blueprint 

Motivation  The orchestration system is an autonomous system. It is important that this system 

keeps consistent its automatic deployments with respect to the blueprint and doesnôt 

require manual oversight. 

Target value >95% 

Prerequisites aerOS installation ready in the concerned domains 

aerOS 

components (task) 

 HLO (T3.3), LLO (T3.3), Management Portal (T4.6). 

Evaluation means Manual test of the applications by pilots and observability tools, such as K9s, for 

deployments verification. For now, only manual test has been done on the application 

mid-review demonstration. With continuous integration of the pilots, more data will be 

collected, and more observability tools will be integrated as part of the test. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 100% (105%) N/A 

Outcome 

elaboration (M24) 

With the limited tests conducted within the consortium 

(https://youtu.be/UV4mnN4CrwI?si=gy1mRBYiEqeamdNS) no consistency issues 

were noted. The TOSCA examples used for the demonstration are shown below: 

https://youtu.be/UV4mnN4CrwI?si=gy1mRBYiEqeamdNS
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3.2. aerOS Data Fabric  

3.2.1. KPI 1.2.1 Full support for data pipelines in all use cases (incl. 

open calls), identified through requirements elicitation (KVI-5.1) 

 

Table 9 KPI 1.2.1 Full support for data pipelines in all use cases (incl. open calls), identified through requirements 

elicitation (KVI-5.1) 

KPI ID number . KPI 1.2.1 

KPI Name Full support for data pipelines in all use cases (incl. open calls), identified through 

requirements elicitation 

Description aerOS Data Fabric exposes configurable tools that are used to build data transit and 

transformation workflows (data pipelines). This KPI will measure the coverage of 

pipelines, that are prepared within the project, and required by the use-cases 

Motivation  Verification of the Data Fabric tools, that support the creation of data pipelines in 

practice. 

Target value >50% scenarios 

Prerequisites Data Product Manager and Data Product Pipeline components have been implemented 

and deployed. 

aerOS 

components (task) 

Semantic Annotator, Semantic Translator (T4.1), Data Fabric (T4.2) 

Evaluation means One of the aerOS basic goals is to provide the flexibility and adequacy in handling the 

data pipelines that may be encountered in its future applications. To verify that this is 

achievable, data pipelines required by the use-cases (and open-callers) are being 

specified, configured and created using aerOS Data Fabric and associated tools.  

By taking advantage of its modular architecture and the flexibility of the data handling 

mechanisms it offers, as well as the comprehensive support already available for the 

most commonly used data formats, Data Fabric should meet these requirements. The 

evaluation process, while somewhat ñbinaryò in nature, will be conducted at all stages 

of pilots (and open calls) development. It will apply to all scenarios where there is a 

need to create and handle data pipelines. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
N/A 0 N/A 

Outcome 

elaboration (M24) 

Currently, aerOS Data Fabric related tools, developed within T4.1 and T4.2 allow for 

building semantic data pipelines by ingesting raw data in both batch and streaming 

fashion, annotating it (with Morph-KGC or Semantic Annotator), homogenizing 

semantically (with Semantic Translator), and exposing the result via Orion-LD Context 

broker. It has been tested for the MVP during the mid-term review. However, the use 
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case scenarios are still in the integration phase, so no evidence of its use can be 

provided yet. 

3.2.2. KPI 1.2.2 Semantic and syntactic interoperability between all 

data producers and consumers in all use cases (KVI-5.2) 

Table 10 KPI 1.2.2 Semantic and syntactic interoperability between all data producers and consumers in all use cases 

(KVI-5.2) 

KPI ID number . KPI 1.2.2 

KPI Name Semantic and syntactic interoperability between all data producers and 

consumers in all use cases 

Description To achieve interoperability when exchanging data all participants, data producers and 

data consumers must understand the data. This KPI will ensure, that the data is useful 

for producers and consumers, through either usage of a common syntax and semantics 

from the get-go, or by applying data transformations. 

Motivation  Semantic and syntactic interoperability of data for aerOS Data Fabric. 

Target value >50% scenarios 

Prerequisites Data Product Manager and Data Product Pipeline components have been implemented 

and deployed. 

aerOS 

components (task) 

Semantic Annotator, Semantic Translator (T4.1), Data Fabric (T4.2) 

Evaluation means As long as the Data Fabric and some of the semantic tools are deployed and there is a 

data producer and data consumer connected, it will be considered that the scenario/use 

case applies for the semantic and/or syntactic interoperability. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
N/A N/A N/A 

Outcome 

elaboration (M24) 

In all use cases, whenever data interoperability is needed it is provided on both 

syntactic and semantic levels. The former is supported by the Semantic Annotator 

and/or Morph-KGC, the latter ï thanks to the semantic homogenization mechanisms 

provided by Semantic Translator. All these solutions together ensure full 

interoperability in data production/consumption at the level of Data Fabric. Like 

previous KPI, since the use case scenarios are still in the integration phase, no evidence 

of semantic and syntactic interoperability use can be provided yet.  
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3.2.3. KPI 1.2.3 Reference implementation for a data infrastructure 

supporting full user-control in the definition of data sources, 

consumers and flows (KVI-5.3) 

Table 11 KPI 1.2.3 Reference implementation for a data infrastructure supporting full user-control in the definition 

of data sources, consumers and flows (KVI-5.3) 

KPI ID number . KPI 1.2.3 

KPI Name Reference implementation for a data infrastructure supporting full user-control 

in the definition of data sources, consumers and flows of deployment compared to 

app blueprints 

Description Number of aerOS use cases that have followed the standard Linked Open Terms (LOT) 

methodology for ontology development. 

Motivation  Ontologies enable integrating data in the knowledge graph that implements the Data 

Fabric (i.e., the data infrastructure). 

Target value >=3 

Prerequisites Ontology has been developed following the guidelines defined by the LOT 

methodology. 

aerOS 

components (task) 

Semantic Annotator (T4.1), Data Fabric (T4.2) 

Evaluation means The resulting ontology must be available in a GitLab repository, where the following 

ontology artifacts as recommended by the LOT methodology: 

¶ Ontology requirements (in CSV format) 

¶ Ontology diagram (based on Chowlk notation, created using draw.io tool) 

¶ Ontology code (OWL code programmed and validated with Protégé tool) 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
0 2 (66%) N/A 

Outcome 

elaboration (M24) 

Two use cases have been identified, namely, aerOS Continuum and aerOS Building. 

The respective ontologies for these use case have been development according to LOT 

methodology guidelines and recommended tools. The resulting ontologies are 

available on separate repositories in aerOS GitLab, including the ontology artifacts 

mentioned above. The following snapshot depicts the structure of the GitLab repository 

for the aerOS Building use case. 
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The GitLab repositories containing the ontology artifacts are listed below: 

¶ Continuum Ontology: https://gitlab.aeros-project.eu/wp4/t4.1/pilot-5-

building-ontology  

¶ Building Ontology: https://gitlab.aeros-project.eu/wp4/t4.1/aeros-continuum 

3.2.4. KPI 1.2.4 # of data sovereignty initiatives 

Table 12 KPI 1.2.4 # of data sovereignty initiatives 

KPI ID number . KPI 1.2.4 

KPI Name # of data sovereignty initiatives 

Description Data sovereignty initiatives refer to efforts, policies, and frameworks with the main 

goal of ensuring data is subject to the laws and governance structure of where it is 

collected or processed. This KPI quantifies the number of data sovereignty initiatives 

that influence aerOS components. 

Motivation  Data sovereignty is crucial to facilitate data sharing and trusted data transaction 

ensuring effective data usage control in distributed environments. The number of data 

sovereignty activities enhances the fidelity of AI models and effectiveness of 

autonomous control loops. 

https://gitlab.aeros-project.eu/wp4/t4.1/pilot-5-building-ontology
https://gitlab.aeros-project.eu/wp4/t4.1/pilot-5-building-ontology
https://gitlab.aeros-project.eu/wp4/t4.1/aeros-continuum
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Target value 5 

Prerequisites N/A 

aerOS 

components (task) 

N/A 

Evaluation means By tracking and reporting every data sovereignty in which aerOS partners have actively 

contributed. A valid initiative is considered each action that directly helps handling 

complies with regulations or legal issues, increasing control over the data and 

protecting it from unauthorized access 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
0 9 (180%) N/A 

Outcome 

elaboration (M24) 

Software/components/applications that enable sovereignty:  

¶ Blueprint: 1 - DSSC v1.0: 

¶ Data Sovereignty Policy Management: 1 ï ODLR 

¶ Data Space Communication Protocol: 1 - IDSCP 2.0 

¶ Data Space Connector Supported: 2 ï DSC, EDC 

¶ Data Catalogue: 1 ï DCAT-AP 

¶ ID Management system: 1 ï DAPS 

¶ Certificate Authority: 1 ï X.509 

¶ Digital Twin & Data Models: 1 ï OPC-UA 

Work in progress 

¶ Data Space Interoperability: DSP (ISO/IEC JTC 1/SC 38) 

¶ Data Space Compatibility: 1 Eclipse TCK 

Further information on the enablers (software/components/applications) of sovereign 

data space related/due to aerOS can be found 

¶ https://gaia-x.eu/  

¶ https://bdva.eu/  

¶ https://www.fiware.org/  

¶ https://dssc.eu/  

¶ https://internationaldataspaces.org/ 

 

3.2.5. KPI 1.2.5 aerOS data models in open markets 

Table 13 KPI 1.2.5 aerOS data models in open markets 

KPI ID number . KPI 1.2.5 

KPI Name aerOS data models in open markets 

Description Number of data models used in aerOS publicly available to the open-source 

community. 

https://dssc.eu/space/News/blog/381878275/Introducing+Blueprint+1.0%3A+the+evolution+of+Data+Spaces
https://docs.gaia-x.eu/technical-committee/architecture-document/23.10/context/
https://docs.internationaldataspaces.org/ids-knowledgebase/v/ids-g/communication/protocols/idscp2
https://internationaldataspaces.org/wp-content/uploads/dlm_uploads/IDSA-Data-Connector-Report-7_May-2023-3.pdf
https://projects.eclipse.org/projects/technology.edc
https://op.europa.eu/es/web/eu-vocabularies/dcat-ap
https://docs.internationaldataspaces.org/ids-knowledgebase/v/ids-ram-4/layers-of-the-reference-architecture-model/3-layers-of-the-reference-architecture-model/3_5_0_system_layer/3_5_1_identity_provider
https://en.wikipedia.org/wiki/X.509
https://github.com/akselov/digital-twin-opcua
https://internationaldataspaces.org/iso-standard-on-data-spaces-officially-registered/
https://projects.eclipse.org/projects/technology.dataspacetck
https://gaia-x.eu/
https://bdva.eu/
https://www.fiware.org/
https://dssc.eu/
https://internationaldataspaces.org/
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Motivation  Promotion of open data models targeting the IoT-Edge-Cloud continuum for 

improving interoperability. 

Target value 5 

Prerequisites Ontology artifacts, namely, requirements list, diagram, code, and documentation, 

available in the respective GitLab repository. 

aerOS 

components (task) 

Semantic Annotator (T4.1), Data Fabric (T4.2) 

Evaluation means The ontology must be publicly available, exposing an online documentation based on 

the WIDOCO tool2. Additionally, following LOT methodology best practices, the 

namespace URI of the ontology must be registered under the open w3id.org domain3 

and an entry of the ontology must be created in the Linked Open Vocabularies (LOV)4 

service for improved discoverability by the open-source community. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
N/A 2 (40%) N/A 

Outcome 

elaboration (M24) 

Currently, the aerOS Continuum Ontology and the aerOS Building Ontology have been 

published publicly online, using WIDOCO tool, and registered under the w3id.org 

domain, as shown in the following figure.  

 

Online documentation for each ontology can be found in the following links: 

¶ Continuum Ontology: https://w3id.org/aerOS/continuum#  

¶ Building Ontology: https://w3id.org/aerOS/building# 

 
2 https://github.com/dgarijo/Widoco 
3 https://w3id.org 
4 https://lov.linkeddata.es/dataset/lov 

https://w3id.org/aerOS/continuum
https://w3id.org/aerOS/building


D5.5 ï Technical evaluation, validation and assessment report (1) 

 

30 

3.2.6. KPI 1.2.6 Semantic annotation support for commonly used 

data format 

Table 14 KPI 1.2.6 Semantic annotation support for commonly used data format 

KPI ID number . KPI 1.2.6 

KPI Name Semantic annotation support for commonly used data formats 

Description Semantic annotation component transforms ñraw dataò into NGSI-LD based on 

specific annotation rules. This KPI will measure the number of data formats that aerOS 

can transform into NGSI-LD. 

Motivation  Data-level semantic interoperability and support for the unified data handling within 

aerOS Data Fabric. 

Target value >=3 

Prerequisites Data Product Manager and Data Product Pipeline components have been implemented 

and deployed. 

aerOS 

components (task) 

Semantic Annotator (T4.1), Data Fabric (T4.2) 

Evaluation means The evaluation of the KPI will be based on the number of ñrawò data formats supported 

by the Semantic Annotator. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
N/A 3 (100%) N/A 

Outcome 

elaboration (M24) 

Current implementation of the Semantic Annotator supports 3 widely used ñraw dataò 

formats: XML, CSV, and JSON. The REST configuration interface of the Semantic 

Annotator, based on Swagger, is shown in the following figure. 
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The first example demonstrates annotation of JSON-based ñpersonal dataò. In the 

process, the Semantic Annotator utilizes annotation rules (depicted on the left and 

expressed in CARML format) telling how to transform the ñraw dataò into its semantic 

counterpart. 

In the second example, the tool is used to semantically annotate a series of CSV-

encoded ñmeasurement dataò coming from a temperature sensor. 

 

 

The last example presents annotation of XML-based data coming from the same 

temperature sensor. 
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3.2.7. KPI 1.2.7 % data sources from aerOS scenarios to be 

semantically annotated and exposed via Data Fabric 

Table 15 KPI 1.2.7 % data sources from aerOS scenarios to be semantically annotated and exposed via Data Fabric 

KPI ID number . KPI 1.2.7 

KPI Name % data sources from aerOS scenarios to be semantically annotated and exposed 

via Data Fabric 

Description Data ingested/manipulated by aerOS and expressed in NGSI-LD needs to use formal 

semantic models. This will enable semantic harmonization for heterogeneous data 

sources. 

Motivation  To achieve data shareability in aerOS. 

Target value >50% scenarios 

Prerequisites Data Product Manager and Data Product Pipeline components have been deployed. 

aerOS 

components (task) 

Semantic Annotator, Semantic Translator (T4.1), Data Fabric (T4.2) 

Evaluation means The evaluation takes into account the use cases which create/offer data and verifies if 

the data is properly served as NGSI-LD through aerOS Data Fabric. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

>20% scenarios >45% scenarios (90%) N/A 
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Outcome 

elaboration (M24) 

Data shareability in aerOS is obtained via semantically annotated data pipelines offered 

through Data Fabric infrastructure. All the essential elements for defining data 

pipelines are now available and their usage is taken into account by the aerOS use case 

scenarios. As long as the initial deployment tests are carried out, the percentage of 

aerOS scenarios will be quantified. 

¶ Pilot 1 will consider four kinds of data sources: ROS2 (Robot Operating 

System) DDS (Data Distribution Service), OPC UA (OPC Unified 

Architecture), PROFINET and MQTT broker(s). Both ROS2 DDS and MQTT 

will produce JSON to be semantically annotated. 

¶ Pilot 2 will provide data based on Kepler metrics, describing power 

consumption, resource utilization, and predicted availability of green energy 

(most, if not all will be semantically annotated). 

¶ Pilot 3 will handle four kinds of data sources: monitoring camera images 

(possibly semantically annotated through metadata), vehicle location data 

(including time stamp and geographic positioning; semantically annotated), 

field condition data (semantically annotated), and vehicle operation data 

(power level, engine status, vehicle configuration, etc.; semantically 

annotated). 

¶ Pilot 4 will consider port operational TOS data (batch-exported, possibly 

semantically annotated), information about the assets to be regularly 

maintained in the port (including equipment, materials, maintenance schedule 

and assigned employees; possibly semantically annotated), as well as live 

video feed data (most probably in ñrawò format only). 

¶ Pilot 5 will involve two kinds of data sources, with data that originates either 

from MySQL database or MQTT broker. It will offer environmental 

parameters taken from sensors located in a smart building (such as 

temperature, humidity, pressure, or air quality). Additionally, based on the data 

coming from sensors, various monitoring, forecasting, 

recommendation/optimization data will be made available. All the data sources 

will be semantically annotated and exposed via Data Fabric. 

3.2.8. KPI 1.2.8 Support for multiple types of data sources 

Table 16 KPI 1.2.8 Support for multiple types of data sources 

KPI ID number . KPI 1.2.8 

KPI Name Support for multiple types of data sources 

Description The Data Fabric can support the ingestion of data from data sources based on different 

protocols and data formats such Files, RDBMS, Kafka or MQTT 

Motivation  Demonstrates how the Data Fabric can cope with the heterogeneity of the continuum 

Target value >=3 

Prerequisites The Data Product Manager and Data Product Pipeline components have been 

implemented and deployed in a scenario with multiple heterogenous data sources.  

aerOS 

components (task) 

Semantic Annotator (T4.1), Data Fabric (T4.2) 
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Evaluation means Data Fabricôs support for a specific type of data source is validated when the data 

product owner can onboard a data product for such data source type and the Data Fabric 

builds a pipeline that retrieves raw data and eventually stores it in the NGSI-LD 

Context Broker. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

0 2 (66%) N/A 

Outcome 

elaboration (M24) 

Currently, there is a total of two types of data sources supported in the aerOS Data 

Fabric: remote files and MySQL. The integration and extension of the Morph-KGC 

component has provided support for these two data sources. Additionally, the Data 

Product Manager REST API has been extended to enable onboarding data products 

based on these types of data sources.  

The following snapshot depicts the documentation of the REST API to onboard data 

products from MySQL data sources: 

 

The following snapshot depicts the documentation of the REST API to onboard data 

products from remote file data sources: 
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3.2.9. KPI 1.2.9 Data pipeline latency for data integration 

Table 17 KPI 1.2.9 Data pipeline latency for data integration 

KPI ID number . KPI 1.2.9 

KPI Name Data pipeline latency for data integration 

Description The latency added by the Data Fabric when integrating from raw data into the 

knowledge graph 

Motivation  High latency would limit the adoption in near real-time use cases 

Target value <1 s 

Prerequisites Data Product Pipeline components implemented and deployed in a scenario with a data 

source like MySQL.  

aerOS 

components (task) 

Semantic Annotator (T4.1), Data Fabric (T4.2) 

Evaluation means Using a custom developed tool, the end-to-end latency of a data product pipeline 

executed in the Data Fabric is measured. The total latency comprises the latencies 

introduced by the following steps: 

¶ Data mapping (t1) 

¶ RDF to NGSI-LD translation (t2) 

Therefore, the latency formula looks as follows: t=t1+t2 

The latencies present during the ingestion of raw data in the mapping engine (e.g., 

Morph-KGC) as well as the materialization of the resulting NGSI-LD data in the 

NGSI-LD Context Broker. 
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Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A N/A N/A 

Outcome 

elaboration (M24) 

The tool responsible for measuring the end-to-end latency is still under development 

as of the writing of this deliverable. It is expected that the latencies will be measured 

by the next iteration of the document (D5.6). 

3.2.10. KPI 1.2.10 Simultaneous data pipeline execution 

Table 18 KPI 1.2.10 Simultaneous data pipeline execution 

KPI ID number . KPI 1.2.10 

KPI Name Simultaneous data pipeline execution 

Description Maximum number of concurrent data pipelines running in the Data Fabric with 

guaranteed performance. 

Motivation  The Data Fabric is expected to simultaneously handle multiple data flows. 

Target value 5 

Prerequisites Data Product Manager and Data Product Pipeline components implemented and 

deployed in a scenario with multiple batch data sources like MySQL or streaming data 

sources like Kafka.  

aerOS 

components (task) 

Semantic Annotator (T4.1), Data Fabric (T4.2) 

Evaluation means The Data Product Manager must handle the lifecycle of data product pipeline that 

ingest and integrate data from multiple data sources. To do so, the management of data 

products by data owners is enabled via a REST API implemented in the Data Product 

Manager. A preliminary version of this REST API is documented in the official aerOS 

documentation: 

https://docs.aeros-

project.eu/en/latest/data/fabric/data_product_manager.html#interacting-with-the-

data-product-manager 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A N/A N/A 

Outcome 

elaboration (M24) 

The data product lifecycle management feature in the Data Product Manager is still 

under development as of the writing of this deliverable. 

https://docs.aeros-project.eu/en/latest/data/fabric/data_product_manager.html#interacting-with-the-data-product-manager
https://docs.aeros-project.eu/en/latest/data/fabric/data_product_manager.html#interacting-with-the-data-product-manager
https://docs.aeros-project.eu/en/latest/data/fabric/data_product_manager.html#interacting-with-the-data-product-manager
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3.3. aerOS service fabric 

3.3.1. KPI 1.3.1 Number of VNF/NetApps to improve performance 

and self-* network reconfiguration (KVI -2.3) 

Table 19 KPI 1.3.1 Number of VNF/NetApps to improve performance and self-* network reconfiguration (KVI-2.3) 

KPI ID number . KPI 1.3.1 

KPI Name Number of VNF/NetApps to improve performance and self-* network 

reconfiguration 

Description The use of VNFs (or Network Apps as defined in 3GPP) aims at improving the 

performance of the self-configuration of the network. This is achieved by interfacing 

each Network App on the one hand with the native APIs of the 5G network, and, on 

the other hand with application itself through business APIs, enhancing either the 

performance of the service provision or the network configuration itself. This KPI 

follows the paradigm of the 3GPP SA6 standardisation activities, where specific 

Network Apps are realized as Vertical Application Enablers (VAEs), improving the 

performance for supporting services of vertical industries, or the network 

configuration. 

Motivation  The higher the number that a specific application or service is interfacing with 

NetApps, the more innovative the specific application/service is becoming, because it 

integrates features that are not currently available or possible with a simple OTT 

provision approach. 

Target value > 6 Services/Applications that are interfacing with at least one NetApp 

Prerequisites aerOS domain set up complete with at least one IE connected over 5G network. 

aerOS 

components (task) 

Ingress (T3.1), TLS (T3.1), HLO (T3.3), LLO (T3.3), API Gateway (T3.4), Data 

Fabric (T4.2) 

Evaluation means Logs showing 5G metrics (QoS and GPS location) exposed in aerOS Data Fabric will 

be monitored and presented. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 3 (50%) N/A 

Outcome 

elaboration (M24) 

In the MVP, three services are interfacing with one NetApp on top of the 5G-vehicle, 

which represents one IE in the NCSRD domain. In particular, as it can be seen below, 

the NetApp provides QoS and GPS location data to:  

¶ Command and Control (C2) application with the target to provide remote 

navigation  
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¶ Visualization application to provide state monitoring 

 

¶ Orion-LD to provide data to more consumers 
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3.3.2. KPI 1.3.2 Total services delivered by aerOS 

Table 20 KPI 1.3.2 Total services delivered by aerOS 

KPI ID number . KPI 1.3.2 

KPI Name Total services delivered by aerOS 

Description This KPI refers to the total number of basic and auxiliary services that aerOS consists 

of and delivers respectively to the users. This collection of services provides to the 

aerOS users the capability to interact with the Data Fabric plane of the Meta-OS, 

allowing them to discover IoT data, to deploy a distributed service across the 

continuum and to manage the aerOS nodes that can join the continuum. 

Motivation  This KPIs denotes the complexity of the aerOS Meta-OS, but at the same time reflects 

also the complexity of the defined Meta-OS in terms of features and services offered 

to the aerOS users towards realizing the IoT-edge-cloud continuum in its full potential. 

Target value > 50 aux and basic aerOS services deployed 

Prerequisites HW & Infrastructure integrated as aerOS IEs within aerOS domains 

aerOS 

components (task) 

All aerOS basic and auxiliary services from WP3 and WP4 
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Evaluation means Every aerOS continuum leader will provide a list of the aerOS basic and auxiliary 

services that are deployed along all their inside domains. The number will be listed in 

D5.5, and D5.6. The proof of this list will be shown as K9s screenshots in D5.4 per 

pilot. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 20 (40%) N/A 

Outcome 

elaboration (M24) 

As depicted in the following figures, for the MVP, all available aerOS services have 

been deployed on CF (first figure), NCSRD (second figure) and UPV (third figure) 

domains. These services are completely functional. In particular, the following aerOS 

services are already deployed: 

¶ LLO, HLO 

¶ Orion-LD CB, and Federator 

¶ Self-*  (-awareness, orchestration, ...) 

¶ EAT 

¶ CI/CD (flux) 

¶ CNI, Certification Manager, Ingress, LoadBalancer  

¶ Krakend 

¶ LDAP, IdM 

¶ Management portal 
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3.3.3. KPI 1.3.3 # of successful CI/CD pipelines implemented in the 

project 

Table 21 KPI 1.3.3 # of successful CI/CD pipelines implemented in the project 

KPI ID number . KPI 1.3.3 

KPI Name # of successful CI/CD pipelines implemented in the project 

Description The number of repositories that have successfully completed the Continuous 

Integration (CI) / Continuous Deployment (CD) test designed for the project. 

Motivation  Successfully passing the CI/CD tests designed for the project leads to the conclusion 

that the developed code complies with the security and privacy requirements defined 

in the project and its correct functioning in the deployment environment. 

Target value >4 

Prerequisites Implementation of all the phases that were presented in the DevPrivSecOps 

methodology in D2.5.  

aerOS 

components (task) 

All aerOS software components are invited to implement the DevPrivSecOps 

methodology presented in deliverable D2.4 with the tools and guidelines provided in 

D2.5. 

Evaluation means The evaluation will assess whether all phases of the methodology have been 

successfully completed in the development of aerOS components. This can be seen in 

the GitLab pipeline of the repository, and all phases must be completed successfully 

(the tests of each phase must be completed successfully). 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 2 (50%) N/A 

Outcome 

elaboration (M24) 

The full pipeline methodology has now been successfully implemented in two aerOS 

components (two repositories): 
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self-security (link to the pipeline): 

 

The CI/CD pipeline has been successfully completed, providing evidence that the code 

meets security and privacy needs. 

self-orchestrator (link to the pipeline): 

 

In this case it can be seen that the pipeline has a warning detected in the SAST state 

that needs to be analysed and remediated. 

3.3.4. KPI 1.3.4 Number of different service components running in 

different domains that form functional services thanks to aerOS 

network components 

Table 22 KPI 1.3.4 Number of different service components running in different domains that form functional 

services thanks to aerOS network components 

KPI ID number . KPI 1.3.4 

KPI Name Number of different service components running in different domains that form 

functional services thanks to aerOS network components 

Description This KPI refers to the number of independent software components, which if unified 

under the same continuum structure, then altogether form a distributed service. 

Motivation  This KPI is important because it quantifies the number of components that a continuum 

realization connects in order to form a distributed service provision, which without the 

existence of the Meta-OS would not have been possible. 

Target value At least 4 components to be interfaced for the realization of a pilot. 

Prerequisites At least 2 aerOS domains setups complete. 

aerOS 

components (task) 

Ingress (T3.1), TLS (T3.1), HLO (T3.3), LLO (T3.3), API Gateway (T3.4), Self-

configurator (T3.5), Data Fabric (T4.2) 

https://gitlab.aeros-project.eu/wp3/t3.5/self-security/-/commit/7a9187a69aa8f2fe6fb17f3c10c2c97fbaa87ee2
https://gitlab.aeros-project.eu/wp3/t3.5/self-orchestrator/-/commit/3715f543f031814258857e315cc4b4b38f8543f6


D5.5 ï Technical evaluation, validation and assessment report (1) 

 

43 

Evaluation means Screenshots, of management and reporting tools, which will explicitly show the 

deployment domains of service components. K9s will be used to provide evidence that 

service components are deployed beyond the borders of a single domain. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 2 (50%) N/A 

Outcome 

elaboration (M24) 

Although MVP has already provided evidence of independent software running as a 

unified service distributed over 2 domains as shown in the Demo Youtube video 

https://youtu.be/UV4mnN4CrwI?si=tOGQ6ATgbHWFN-Sn&t=324 (time 5:24, 6:17, 

11:17), aerOS pilots are still integrating aerOS components and, thus have not yet 

deployed their use case services on their aerOS domains. 

3.3.5. KPI 1.3.5 Different types of networks managed by aerOS in 

pilot deployment 

Table 23 KPI 1.3.5 Different types of networks managed by aerOS in pilot deployment 

KPI ID number . KPI 1.3.5 

KPI Name Different types of networks employed by aerOS in pilot deployment 

Description This KPI refers to the number of heterogeneous networks that aerOS is homogenizing 

within the IoT-Edge-Cloud continuum, offering to the users a unified and 

homogeneous experienced, independently of the underlying network technology. 

Motivation  This KPI quantifies that level of heterogeneity that that Meta-OS homogenizes and 

unifies under the same continuum. 

Target value At least 2 network accesses (e.g. 5G, LAN, WiFi, ZigBee). 

Prerequisites Computing resources integrated as IEs.  

aerOS 

components (task) 

CNI (T3.1) 

Evaluation means IE network layer and components reporting interface type and connectivity media used. 

Screenshots from within IEs explicitly stating their connectivity type will be provided. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 2 (100%) N/A 

Outcome 

elaboration (M24) 

The IEs used for the MVP within NCSRD, CF and UPV aerOS domains were 

connected using either LAN, WiFi or 5G network media. The first screenshot shows 

the overall architecture regarding connectivity of the MVP. The following ones 

https://youtu.be/UV4mnN4CrwI?si=tOGQ6ATgbHWFN-Sn&t=324
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evidence the use of different interfaces from the different IEs. 

 

 

 

3.4. aerOS cybersecurity and trust components 

3.4.1. KPI 1.4.1 Delivery of dedicated aerOS components as Open-

Source SW for cybersecurity, privacy and trust (KVI -3.1) 

Table 24 KPI 1.4.1 Delivery of dedicated aerOS components as Open-Source SW for cybersecurity, privacy and trust 

(KVI-3.1) 

KPI ID number . KPI 1.4.1 

KPI Name Delivery of dedicated aerOS components as Open-Source SW for cybersecurity, 

privacy and trust 
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Description The process of making components of aerOS regarding cybersecurity, privacy and trust 

available to the public as open-source software. 

Motivation  By delivering dedicated aerOS components as open-source software focused on 

cybersecurity, privacy, and trust, the initiative likely aims to contribute to the broader 

tech community by providing robust tools for building more secure and trustworthy 

digital environments 

Target value 100% OSS services 

Prerequisites The integration of aerOS security, privacy and trust components in aerOS domain 

aerOS 

components (task) 

aerOS IDM (T3.4), aerOS Secure API Gateway (T3.4), Self-security (T3.5), Trust 

monitoring component (T4.5) 

Evaluation means All the cybersecurity services will make use of OSS licensing schemes (e.g., Eclipse, 

GPL, etc.). Moreover, to further boost the use of these tools by the community, the 

readme files and the aerOS official documentation of these services will include a brief 

guide about how to contribute to following releases. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 3 (75%) N/A 

Outcome 

elaboration (M24) 
¶ aerOS IDM (T3.4): https://gitlab.aeros-project.eu/wp3/t3.4/idm  

o License: Apache license, version 2.0 

o License/Readme file: License proof file pending 

¶ aerOS Secure API Gateway (T3.4): https://gitlab.aeros-

project.eu/wp3/t3.4/api-gateway  

o License: Unlicense license 

o License/Readme file: https://gitlab.aeros-project.eu/wp3/t3.4/api-

gateway/-/blob/main/README.md?ref_type=heads  

¶ aerOS Self-security (T3.5) https://gitlab.aeros-project.eu/wp3/t3.5/self-

security/-/tree/main  

o License: Unlicense license 

o License/Readme file: https://gitlab.aeros-project.eu/wp3/t3.5/self-

security/-/blob/main/LICENCE.TXT  

¶ aerOS Trust Monitoring component (T4.5) https://gitlab.aeros-

project.eu/wp4/t4.5/trust-management   

o License: Apache license, version 2.0 

o License/Readme file: https://gitlab.aeros-project.eu/wp4/t4.5/trust-

management/-/blob/main/LICENSE?ref_type=heads  

3.4.2. KPI 1.4.2 # scenarios with security, privacy and trust by 

design deployed (KVI-3.2) 

Table 25 KPI 1.4.2 # scenarios with security, privacy and trust by design deployed (KVI-3.2) 

https://gitlab.aeros-project.eu/wp3/t3.4/idm
https://gitlab.aeros-project.eu/wp3/t3.4/api-gateway
https://gitlab.aeros-project.eu/wp3/t3.4/api-gateway
https://gitlab.aeros-project.eu/wp3/t3.4/api-gateway/-/blob/main/README.md?ref_type=heads
https://gitlab.aeros-project.eu/wp3/t3.4/api-gateway/-/blob/main/README.md?ref_type=heads
https://gitlab.aeros-project.eu/wp3/t3.5/self-security/-/tree/main
https://gitlab.aeros-project.eu/wp3/t3.5/self-security/-/tree/main
https://gitlab.aeros-project.eu/wp3/t3.5/self-security/-/blob/main/LICENCE.TXT
https://gitlab.aeros-project.eu/wp3/t3.5/self-security/-/blob/main/LICENCE.TXT
https://gitlab.aeros-project.eu/wp4/t4.5/trust-management
https://gitlab.aeros-project.eu/wp4/t4.5/trust-management
https://gitlab.aeros-project.eu/wp4/t4.5/trust-management/-/blob/main/LICENSE?ref_type=heads
https://gitlab.aeros-project.eu/wp4/t4.5/trust-management/-/blob/main/LICENSE?ref_type=heads
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KPI ID number . KPI 1.4.2 

KPI Name # scenarios with security, privacy and trust by design deployed (KVI-3.2) 

Description Quantifies the number of scenarios where principles of security, privacy, and trust have 

been integrated by design. 

Motivation  This KPI tracks the implementation of these foundational principles from the earliest 

stages of development, ensuring that each deployment is inherently secure, respects 

user privacy, and is trustworthy 

Target value >50% scenarios 

Prerequisites The integration of aerOS security, privacy and trust components in aerOS domain 

aerOS 

components (task) 

aerOS IDM (T3.4), aerOS Secure API Gateway (T3.4), Self-security (T3.5), Trust 

monitoring component (T4.5) 

Evaluation means A checklist or matrix has been developed to monitor the integration of each security, 

privacy, and trust component across various scenarios.  

 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 0 scenarios (0%) N/A 

Outcome 

elaboration (M24) 

aerOS security, privacy and trust components have not been fully integrated by any 

pilot as of M24. Pilot 2 and Pilot 5 are two examples of pilots that have released 

components but have not yet integrated additional tools. Every detail from the pilots' 

presentations has been collected and included into the corresponding table. The 

function and ultimate outcome will be calculated using this data. 
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3.4.3. KPI 1.4.3 Delivery of a DevPrivSecOps cookbook and good 

practices manual (KVI-3.3) 

Table 26 KPI 1.4.3 Delivery of a DevPrivSecOps cookbook and good practices manual (KVI-3.3) 

KPI ID number . KPI 1.4.3 

KPI Name Delivery of a DevPrivSecOps cookbook and good practices manual (KVI-3.3) 

Description Cookbook to guide aerOS developers to implement the DevPrivSecOps methodology 

Motivation  The DevPrivSecOps methodology designed in aerOS allows to guide the project 

developers (and the developer community) to develop secure and privacy aware code 

by design. 

Target value The project expects to produce 3 cookbooks in different formats: a DevPrivSecOps 

methodology definition report, a methodology implementation manual and an 

interactive GitLab guide with an example implementation. 

Prerequisites The only prerequisite is to have a code repository in the project's GitLab. 

aerOS 

components (task) 

This cookbook is used to help aerOS tool owners implement the DevPrivSecOps 

methodology designed and presented in D2.4 and D2.5. 

Evaluation means This KPI will be measured by the number of cookbooks that have been distributed to 

the consortium for this purpose. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 2 (66%) N/A 

Outcome 

elaboration (M24) 

With the completion of the task T2.4, as the end of this task, the deliverable D2.5 has 

been generated the implementation guides of the DevPrivSecOps methodology, and 

the configuration and use guides of the tools selected to implement this methodology 

have been added. A cookbook document has been generated (https://aeros-

project.eu/wp-content/uploads/2024/07/aerOS_DevPrivSecOps_CB.pdf) as well as a 

https://aeros-project.eu/wp-content/uploads/2024/07/aerOS_DevPrivSecOps_CB.pdf
https://aeros-project.eu/wp-content/uploads/2024/07/aerOS_DevPrivSecOps_CB.pdf
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ReadTheDocs page has been generated with the implementation guidelines 

(https://docs.aeros-project.eu/en/latest/methodology/index.html) 

Finally, a video with an example of the implementation of the methodology will be 

generated and uploaded to the project's dissemination channels before M27 

3.4.4. KPI 1.4.4 % of users/device/services properly authenticated 

Table 27 KPI 1.4.4 % of users/device/services properly authenticated 

KPI ID number . KPI 1.4.4 

KPI Name % of users/device/services properly authenticated 

Description The percentage of users/device/services properly authenticated through the aerOS 

identity management (IdM) service. 

Motivation  Monitoring properly authenticated usersô device/services (provided they have 

submitted the correct credentials) allows to verify the correct functioning of the aerOS 

IdM. 

Target value > 95% 

Prerequisites The prerequisite for this KPI is to have Keycloak and OpenLDAP installed, configured 

and federated to share data between them. 

aerOS 

components (task) 

Keycloak and OpenLDAP (T3.4) 

Evaluation means To evaluate this KPI, the Keycloak database will be accessed where the record of 

authentication attempts and which of these attempts have been successful is stored. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
N/A 30/31 ï> 96,77% (100%) N/A 

Outcome 

elaboration (M24) 

At the moment the only Keycloak installed is the one in the CloudFerro cluster, which 

has been presented in the MVP1. The database of this component has been accessed to 

see the authentications that have been performed and it has been seen that out of 40 

attempts only 1 has been unsuccessful, achieving a 97.5% of successful 

authentications. These authentication attempts have been made by the Management 

Portal and the KrakenD. 

https://docs.aeros-project.eu/en/latest/methodology/index.html
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Once IdM has been installed in all project pilots, authentication attempts will be 

analysed to see if the KPI of >95% successful authentications is achieved in M36 

3.4.5. KPI 1.4.5 # of parallel successfully authenticated 

user/devices/services 

Table 28 KPI 1.4.5 # of parallel successfully authenticated user/devices/services 

KPI ID number . KPI 1.4.5 

KPI Name # of parallel successfully authenticated user/devices/services 

Description This KPI offers insights on the simultaneous load that the authentication system can 

proficiently manage 

Motivation  By monitoring this KPI, potential bottlenecks are identified, and informed decisions 

about necessary upgrades or optimizations to accommodate growing demand are made. 

It also helps in stressing testing and capacity planning, ensuring that the aerOS remains 

responsive and secure even as the number of simultaneous authentication requests 

increases. 

Target value >150 

Prerequisites The prerequisite for this KPI is to have Keycloak and OpenLDAP installed, configured 

and federated to share data between them. 

aerOS 

components (task) 

Keycloak and OpenLDAP (T3.4) 

Evaluation means To evaluate this KPI, the Keycloak database where the record of authentication 

attempts and which of these attempts have been successful stored will be accessed and 

analysed. 
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Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
N/A 151/155 (94.2%) N/A 

Outcome 

elaboration (M24) 

Keycloak is currently installed only in the CloudFerro cluster. The Keycloak database 

was accessed through DBeaver using the appropriate credentials while conducting 

authentication tests to observe the results and derive an outcome. As it can be seen in 

the following screenshot, out of the 155 authentication attempts, 150 were successful.  

 

This is a very good initial sample regarding Keycloak's behaviour under a large number 

of authentication attempts. For M36, the results integrated into the pilots will be 

reviewed. 

3.4.6. KPI 1.4.6 % of users/device/services properly authorized 

Table 29 KPI 1.4.6 % of users/device/services properly authorized 

KPI ID number . KPI 1.4.6 

KPI Name % of users/device/services properly authorized 

Description Percentage of users/devices/services successfully authorised through the aerOS 

Identity Management (IdM) service. 

Motivation  Monitoring of properly authorised user devices/services (provided they have the 

permissions to access the target service/data) allows to verify the correct functioning 

of the authorisation component of the aerOS IdM. 

Target value >95% 

Prerequisites The prerequisite for this KPI is to have Keycloak and OpenLDAP installed, configured 

and federated to share data between them. Connection of Keycloak with the 

Management Portal for the usersô authorization, and with KrakenD for the API access 

authorization. 

aerOS 

components (task) 

Keycloak, OpenLDAP and KrakenD (T3.4), and Management Portal (T3.6) 
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Evaluation means To evaluate this KPI, the Keycloak database will be accessed where the record of 

authentication attempts and which of these attempts have been successful is stored. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
N/A 100% N/A 

Outcome 

elaboration (M24) 

At the moment, two different views have been enabled in the Management Portal, one 

for the domainadministrator and one for the iotservicedeployer. These views are 

authorised according to the role of the authenticated user. 

Domainadministrator view: 

 

Iotservicedeployer view: 
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The correct functioning of the Management Portal with different roles has been 

validated in the MVP presented in M18. Real users have been generated for the pilots, 

now that the portal is being installed in the pilots, and test users are being used for the 

moment for each type of role. 

3.4.7. KPI 1.4.7 # of petitions handled by the API Gateway per 

second 

Table 30 KPI 1.4.7 # of petitions handled by the API Gateway per second 

KPI ID number . KPI 1.4.7 

KPI Name # of petitions handled by the API Gateway per second 

Description The total number of petitions that the API Gateway is capable of handling per second 

without getting overloaded. 

Motivation  It is important to set a minimum number of petitions that the API Gateway must be 

able to fulfil without overloading to handle the average operations of the aerOS 

platforms. 

Target value 15 petitions per second 

Prerequisites The aerOS domain deployed and ready with KrakenD deployed as the sole entrypoint 

into the domain (Kubernetes Ingress, etc). The backends also must be deployed and 

ready to receive traffic from KrakenD. 

aerOS 

components (task) 

KrakenD API Gateway (T3.4), Keycloak IAM (T3.4), OpenLDAP (T3.4), Orion-LD 

(T4.2 and T4.6). All the necessary components to validate and authenticate a user as 

well as the backend to send the petitions to. 

Evaluation means Using open-source benchmarking tools such as ñautocannon,ò an extremely high 

number of requests per second will be sent to the API Gateway to test its ability to 

withstand the load. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 10 petitions per second 

Average of 156Kb/s ï see 

the different scenarios 

analysed) 

N/A 

Outcome 

elaboration (M24) 

KrakenD deployed in all aerOS domains alongside all other T3.4 tools, token caching 

done to reduce latency and the number of times a petition must call the backend. 

Improvements over the initial performance allowed for the latency to be greatly 

reduced, as the tests will show below. 

Two tests were performed on both the UPV testing domain and the CloudFerro testing 

environment, i) one where the user sends a petition with an invalid user token, ii) 

another where the token is valid. 

The first test showed these results on the UPV domain: 
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And these results on the CloudFerro domain: 

 

The second test showed these results on the UPV domain: 
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And these results on the CloudFerro domain: 

 

As can be seen from both tests on both domains, KrakenD is very resilient to the load 

tests, being able of taking a load of over five thousand petitions per second if the token 

is invalid and thus KrakenD does not need to send any traffic to the backend. 

The discrepancies between the number of petitions in the first test can be attributed to 

the distance between the UPV and CF domains. Since the tests were made from within 

the UPV it takes considerably less time for the petitions to reach the server. 

As for the second test, the number of petitions is similar since most of the bottleneck 

here happens when KrakenD processes the valid petition into the backend and returns 

the valid response, not so much due to the distance, even though it is still relevant. 

3.4.8. KPI 1.4.8 % trusted scenarios that make use of IOTA's DLT 

Table 31 KPI 1.4.8 % trusted scenarios that make use of IOTA's DLT 

KPI ID number . KPI 1.4.8 

KPI Name % trusted scenarios that make use of IOTA's DLT 
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Description Being able to share continuum-wide relevant information using the IOTA DLT via 

Hornet node peer-to-peer message exchange. 

Motivation  One of the main tools that bring trust into the aerOS platform is IOTA, the number of 

messages shared by the different nodes is crucial for the platform to understand the 

global status of the continuum. 

Target value 5 data transactions per minute 

Prerequisites The aerOS multiple interconnected domains 

aerOS 

components (task) 

IOTA (T4.5), Trust score calculator (T4.5), Self* tools (T3.5), Use case tools (T5.2). 

Multiple elements of the aerOS continuum will generate events that need to be 

registered in the DLT and will share them in the IOTA Tangle to all the other IEs in 

the continuum. 

Evaluation means The IOTA tools themselves will be used to monitor the traffic of any given deployment. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 
1 data transaction per 

minute 

3-4 transactions per 

minute in a single domain 

demonstrated (see below) 

N/A 

Outcome 

elaboration (M24) 

Deployed 11 separate Hornet Nodes in a controlled testing environment among 4 

different interconnected domains. All elements necessary deployed, testing integration 

with self* features and the trust score calculator. 

For these tests the following architecture is used: 

 

The events generated will be sent to the hornet nodes in the CloudFerro domain 

(hornet-9, hornet-10 and hornet-11). The inclusion of these data blocks will be verified 

by the Coordinator found in Domain 1 in the UPV infrastructure in the form of 

milestones, which are launched automatically by the coordinator every 20 seconds. The 

traffic received by node ñhornet-9ò in the span of a minute can be seen in the following 

images: 
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These show that in the span of a minute roughly 4 data transactions are made and that 

all of them are referenced by a milestone and thus included in the DLT (note the green 

color of the blocks, which showcases this reference). 

An example of one such referenced block can be seen below: 
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This block is referenced by milestone 529 seen in the previous image and is thus 

included in the DLT. Also, the contents of the block can be seen below, the tag 

ñself.reorquestationò indicates that this is a reorquestation petition sent by the self* 

components, referencing the ID of such component. 

3.4.9. KPI 1.4.9 Network overload limit due to the usage of IOTA 

and Tangle 

Table 32 KPI 1.4.9 Network overload limit due to the usage of IOTA and Tangle 

KPI ID number . KPI 1.4.9 

KPI Name Network overload limit due to the usage of IOTA and Tangle 

Description Creating and implementing an IOTA Tangle network of nodes that share information 

between them without managing to overload the network. 

Motivation  An IOTA Tangle network allows for peer to peer sharing of information between 

nodes, benefiting the entire continuum. However, it must be done in a way that does 

not completely overload the network. 

Target value aerOS private IOTA Tangle network deployed and running without increasing the 

network load by more than 30% 

Prerequisites The aerOS multiple interconnected domains 
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aerOS 

components (task) 

IOTA (T4.5), Trust score calculator (T4.5), Self-* components (T3.5), Use-cases tools 

(T5.2). Multiple elements of the aerOS continuum will generate events that need to be 

registered in the DLT and will share them in the IOTA Tangle to all the other IEs in 

the continuum. 

Evaluation means The impact of IOTA on the network will be evaluated using the Kubernetes tools 

themselves, as well as the IOTA metrics plugins. A custom script will be used to 

generate an unusual load on the environment. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

aerOS services up and 

running as expected. 

Minimal load increase with 

the expected network 

traffic. 

N/A 

Outcome 

elaboration (M24) 

Deployed 11 separate Hornet Nodes in a controlled testing environment among 4 

different interconnected domains. All elements necessary deployed, testing integration 

with self* features and the trust score calculator. 

For these tests the following architecture is used: 

 

For these tests a custom script will be used to generate an unusually high amount of 

petitions (around 12 per minute, double of what is expected at the current time) and 

see if thereôs a noticeable difference in the cluster metrics. The following images show 

12 messages being received roughly in a minute: 
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Note again that the red blocks represent milestones being launched every 20 seconds 

while the green ones represent the new blocks being added to the DLT.  

As can be seen in the upper left corner of the image the timestamp for the test is 13:20, 

checking that timestamp in the cluster Grafana metrics component shows the 

following: 
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In the entire minute where the test was being made the difference in network load is 

practically non-existent, this can be further verified by checking the traffic in a wider 

time bracket: 

 

It can be safely said that there is no noticeable difference in the network load when the 

different IOTA Hornet nodes are sharing information. 

3.4.10. KPI 1.4.10 Trust Score Recalculation and Resource Balance 

Table 33 KPI 1.4.10 Trust Score Recalculation and Resource Balance 

KPI ID number . KPI 1.4.10 

KPI Name Trust Score Recalculation and Resource Balance 
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Description This KPI evaluates the efficiency of the trust score recalculation process in relation to 

the consumption of aerOS resources, ensuring that the operational demands of 

maintaining updated trust scores do not lead to excessive use of resources. 

Motivation  This KPI is motivated by the imperative to harmonize the necessity for dynamic and 

robust trust management with the overarching need to preserve system performance 

and reliability 

Target value Mean increase in resource usage due to trust score recalculation activities < 30% 

regular use 

Prerequisites Trust manager and Orion-LD Context Broker running in a domain 

aerOS 

components (task) 

Self-awareness (T3.5), Context Broker (T4.2), aerOS Trust Component (T4.5) 

Evaluation means To evaluate this, the latency of queries to the Orion-LD Context Broker will be 

measured with and without the use of a trust manager in the domain. A custom script 

has been created to emulate multiple IEs and simulate the load generated by the self-

awareness module. Additionally, another custom script has been used to calculate the 

latency of the queries to the Orion-LD Context Broker. The output of this script is a 

CSV file containing the latency and timestamps of the queries. This CSV file is later 

used as input to Grafana for visualizing the results.  

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

aerOS services up and 

running as expected 

<2% in 5 IEs scenario  

<1% in 20 IEs scenario 

N/A 

Outcome 

elaboration (M24) 

Two types of latency measurements were conducted (one without a trust manager and 

one with a trust manager) in two different scenarios: 

1. In the first scenario, the trust score was calculated in a cluster of 5 IEs 

2. In the second scenario, it was calculated in a cluster of 20 IEs.  

Scenario 1 (5 IEs): In the first figure, the latency to the Orion-LD Context Broker 

when using the trust manager is observed, while in the second figure, the latency to the 

Orion-LD broker without the use of the trust manager is shown.  
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The statistics are as follows: 

 With trust score With out trust score 

Mean Latency (ms) 3.93 3.86 

Highest Latency (ms) 4.91 4.79 

Lowest Latency (ms) 3.44 3.13 

Comparing the results, the mean latency slightly increased from 3.86 ms without the 

trust manager to 3.93 ms with the trust manager, while the highest latency also 

decreased from 4.79 ms to 4.91 ms. Hence, there is no significant impact on the latency 

when querying the aerOS context broker with the trust score manager on a basic aerOS 

domain with 5 IEs (1.81%). 

Scenario 2 (20 IEs): In the first figure, the latency to the Orion-LD Context Broker 

when using the trust manager is observed, while the second figure presents the 

latency to the Orion-LD broker without using the trust manager. 

 

 

The statistics are as follows: 

 With trust score With out trust score 
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Mean Latency (ms) 6.469 6.421 

Highest Latency (ms) 7.453 7.973 

Lowest Latency (ms) 5.071 5.095 

Upon comparing the results, it is observed that querying the aerOS Orion-LD Context 

Broker for calculating the trust score in a cluster of 20 IEs has no significant impact 

on latency (0.7%). For M36, the same tests will be conducted on the projectôs pilots. 

3.5. aerOS self-* and monitoring 

3.5.1. KPI 1.5.1 Average overload time of IEs 

Table 34 KPI 1.5.1 Average overload time of IEs 

KPI ID number . KPI 1.5.1 

KPI Name Average overload time of IEs 

Description The amount of time an IE has a system load above 80%, and therefore its performance 

may decrease considerably 

Motivation  Knowing how long an IE is overloaded allows actions to be taken to reduce its load, 

keeping it operational for longer 

Target value Reduction of 20% 

Prerequisites Hardware info submodule of the self-awareness module running on one IE of study. 

aerOS 

components (task) 

Self-awareness (T3.5) 

Evaluation means Using the hardware info sub-module of the self-awareness module of a node's self-* 

capabilities set, the node's performance will be obtained over time by measuring the 

percentage of use of both the CPU and the RAM memory. In this way, it will be 

possible to estimate the average time that the node remains in an overloaded state. For 

this purpose, those time slots will be selected in which the CPU or RAM memory usage 

exceeds 80 %. Several tests will be carried out over a certain period of time in which 

the aspects mentioned above will be analysed. Subsequently, the times obtained will 

be averaged in order to know with a certain degree of accuracy the average overload 

time of the node. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

This value shall be 

obtained by laboratory 

load tests to determine 

the actual average 

overload time of a node 

as a function of the 

actual workload. 

Through the self-

awareness module, the 

% processor usage and 

37.5% of the total running 

time of a node 

N/A 
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RAM load will be 

obtained. These values 

will indicate the total 

system load 

Outcome 

elaboration (M24) 

Between the end of June and the beginning of July (27 June to 10 July) tests are being 

carried out to analyse how long the nodes remain in an overloaded state. For this 

purpose, a certain amount of workloads are being executed 3 times, during a period of 

10 minutes (600 seconds) each time, on each of the nodes. For each period the loads 

will be different to simulate different scenarios that the aerOS IEs will have to face. 

Workloads will be combined with the execution of different services, such as server 

backend, databases, basic aerOS services, etc. During each period the self-awareness 

will measure the CPU and RAM usage, counting the amount of seconds that the node 

remains in an overloaded state through a test script in Python. Finally, the results 

obtained (the 3 periods of each node) will be averaged to obtain a realistic measurement 

of the average overload time of a node in the aerOS computing continuum. 

The tests were performed on two different sets of IEs, in order to cover the widest 

possible heterogeneity of architectures and technical specifications. The first set 

consisted of 3 nodes from CloudFerro cluster 2, which have a 4-core CPU and AMD64 

architecture, 16 GB of RAM, 33 GB of storage and run Fedora 35. The second set 

consisted of 4 nodes from domain 3 of the UPV ñcontinuumò. This set consists of 2 

virtual machines that have a 1-core CPU and AMD64 architecture, 8 GB of RAM, 60 

GB of storage and run Ubuntu 22.04 LTS. In addition, it also consists of a Raspberry 

Pi 3 Model B+ and a Raspberry Pi 4 Model B. The RPi 3 runs Raspbian 12 and the RPi 

4 runs Ubuntu 22.04 LTS. 

After running the tests on all the nodes described above, the following results (in 

seconds) were obtained: 

¶ CloudFerro cluster 2: 

o Node 0: 106s, 252s and 176s. Mean = 178s (30 %). 

o Node 1: 282s, 102s and 339s. Mean = 241s (40 %). 

o Node 2: 150s, 160s and 195s. Mean = 169s (28 %). 

¶ Domain 3 of the UPV ñcontinuumò: 

o VM 1: 217s, 180s and 44s. Mean = 147s (24 %). 

o VM 2: 363s, 367s and 162s. Mean = 298s (49 %). 

o RPi 3: 126s, 540s and 500s. Mean = 389s (65 %). 

o RPi 4: 130s, 120s and 200s. Mean = 150s (25 %). 

The results indicate that the overload time of a node is between 25% and 65% of the 

execution time (on average). However, these values are highly dependent on both the 

power-related workloads assigned and the performance of the node itself. A lower-

performing node (such as the RasPi 3) will overload more easily and for longer periods 

of time, but more powerful cloud nodes will have relatively short overload times. 

Considering the heterogeneity of aerOS compute nodes, the average overload time of 

a node is 225 seconds, equivalent to 37.5 % of the total running time of a node. 

3.5.2. KPI 1.5.2 Number of different topologies and 

hardware/software combinations of IEs supported 

Table 35 KPI 1.5.2 Number of different topologies and hardware/software combinations of IEs supported 
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KPI ID number . KPI 1.5.2 

KPI Name Number of different topologies and hardware/software combinations of IEs 

supported 

Description Indicates the number of different nodes on which self-* capabilities are capable of 

running depending on the type of IE, its operating system, hardware architecture or 

performance 

Motivation  The aerOS computing continuum is composed by a multitude of domains, which 

belong to different organizations and companies. Each domain has different topologies 

and hosts very heterogeneous IEs. This variety in the nodes is due to differences in the 

hardware and software of each node. From variations in processor architectures to 

variations in specs, performance, operating system or task execution capabilities and 

more. Increasing the number of different types of supported nodes by aerOS will allow 

for greater heterogeneity. 

Target value 10 

Prerequisites Basic set of self-* capabilities (self-awareness, self-orchestrator, self-diagnose and 

self-API) running on one IE of study. 

aerOS 

components (task) 

Self-awareness, self-orchestrator, self-diagnose and self-API (T3.5) 

Evaluation means The most representative combinations of future aerOS nodes forming the computing 

continuum will be selected by combining different architectures, operating systems, 

available resources and execution environments to test the flexibility of deployment of 

the set of self-* capabilities. At least the basic self-* capabilities will be installed in 

each selected combination and all functional combinations will be counted. To 

determine the heterogeneity of hardware-software combinations that will be able to 

support the set of self-* capabilities, the following combinations will be attempted: 

Power Node Platform 
Containeris

ation 
OS 

High-

powered 

Physical 

(SBC / 

laptop) 

AMD64 
Kubernetes 

(K3sé) 

GNU/Linux 

(distro) 

High-

powered 
Physical AMD64 Docker GNU/Linux 

Low-

powered 
Physical AMD64 Kubernetes GNU/Linux 

Low-

powered 
Physical AMD64 Docker GNU/Linux 

Low-

powered 
Physical ARM64 Kubernetes GNU/Linux 

Low-

powered 
Physical ARM64 Docker GNU/Linux 
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High-

powered 
Virtual AMD64 Kubernetes GNU/Linux 

High-

powered 
Virtual AMD64 Docker GNU/Linux 

Low-

powered 
Virtual AMD64 Kubernetes GNU/Linux 

Low-

powered 
Virtual AMD64 Docker GNU/Linux 

Low-

powered 
Virtual ARM64 Kubernetes GNU/Linux 

Low-

powered 
Virtual ARM64 Docker GNU/Linux 

 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

3 N/A N/A 

Outcome 

elaboration (M24) 

There are currently three domains within the aerOS computing continuum available: 

1. The NCSRD domain consists of a Kubernetes cluster with nodes with both 

AMD64 and ARM64 architectures and different processing power and 

capabilities (CPU, RAM, storage, etc.).  

2. The CloudFerro domain is formed by a Kubernetes cluster with 3 AMD64 

machines with identical characteristics.  

3. The UPV domain is in turn formed by three sub-domains, each one of them 

formed by machines of different architectures (AMD64 and ARM64), power, 

specifications, etc. Some of these machines are virtual machines belonging to 

Docker networks and other physical machines belonging to different 

Kubernetes clusters. 

Until now, the following configurations have been tested: 

Power Node Platform 
Containeris

ation 
OS 

High-

powered 

Physical 

(SBC / 

laptop) 

AMD64 
Kubernetes 

(K3sé) 

GNU/Linux 

(distro) 

Low-

powered 
Physical AMD64 Kubernetes GNU/Linux 

Low-

powered 
Physical ARM64 Kubernetes GNU/Linux 

High-

powered 
Virtual AMD64 Docker GNU/Linux 

To demonstrate the high installation capacity of the self-* components, up to three 

independent domains have been deployed within the so-called "continuum" of the UPV 

partner. Each of these domains is composed of nodes of different nature (physical, 

virtual, AMD64, ARM64, high-powered, low-powered, etc.) to test the installation and 
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operation capacity of the different aerOS components. The following image shows in 

a simplified way the distribution of these nodes in the "continuum" of the UPV: 

 

The following screenshots show examples of the execution of some self-* components 

on both UPV "continuous" machines: 

 

And CloudFerro domain: 

 

In addition to virtual machines, components are also being tested on physical nodes, 

such as laptops and SBCs: 
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3.5.3. KPI 1.5.3 Number of metrics monitored from IEs 

Table 36 KPI 1.5.3 Number of metrics monitored from IEs 

KPI ID number . KPI 1.5.3 

KPI Name Number of metrics monitored from IEs 

Description The amount of different information that the self-* modules are able to obtain on the 

characteristics, specifications, current performance and health status of the nodes 

where they run 

Motivation  The more metrics obtained, the more accurate will be the health indices of the nodes 

of aerOS 

Target value 15 

Prerequisites Self-awareness module running on one IE of study 

aerOS 

components (task) 

Self-awareness module (T3.5) 

Evaluation means Each self-awareness submodule can measure a certain amount of data extracted from 

the node where it is running. By analysing the specifications of two modules (hardware 

metrics and energy consumption) it is possible to know how much information and 

metrics they can extract from each IE. The hardware info submodule is able to obtain 

information about the CPU (number of cores, architecture and current usage), the RAM 

memory (total amount, available and current usage), the storage (total amount, 

available and current usage), the operating system, the hostname, the internal IP 

address, the MAC address of the IE, the infrastructure element tier or if it is able to run 

real-time services. The energy consumption submodule is able to obtain information 

on the current and average energy consumption of the node. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 
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Measured value 

(% achieved) 

N/A 20 N/A 

Outcome 

elaboration (M24) 

Between the end of June and the beginning of July (27 June and 10 July), tests were 

carried out to determine the number of metrics and information that the self-awareness 

submodules are capable of obtaining. To do this, it was installed on a node (regardless 

of its characteristics) and all the metrics and information were obtained from the IE. 

Subsequently, it was compared with the specification of the module, and it was verified 

that it is indeed capable of obtaining all the requested information. Finally, the amount 

of information and metrics obtained have been counted. 

In order to obtain the values generated by the self-awareness, a query is realised by the 

name of the IE entity to the Orion-LD Context Broker of the corresponding domain, 

obtaining the following result: 

{  

  "id": "urn:ngsi-ld:InfrastructureElement:1:0242ac1c0004", 

  "type": "InfrastructureElement", 

  "domain": "urn:ngsi-ld:Domain:1", 

  "hostname": "aeros-self-test", 

  "containerTechnology": "Kubernetes", 

  "internalIpAddress": "172.28.0.4", 

  "macAddress": "02:42:ac:1c:00:04", 

  "lowLevelOrchestrator": "urn:ngsi-ld:LowLevelOrchestrator:1", 

  "cpuCores": 4, 

  "currentCpuUsage": 6, 

  "ramCapacity": 7938, 

  "availableRam": 6492, 

  "currentRamUsage": 1446, 

  "currentRamUsagePct": 19, 

  "diskCapacity": 31066, 

  "availableDisk": 3176, 

  "currentDiskUsage": 26288, 

  "currentDiskUsagePct": 90, 

  "avgPowerConsumption": 6, 

  "currentPowerConsumption": 7, 

  "realTimeCapable": false, 

  "trustScore": -1, 

  "cpuArchitecture": "urn:ngsi-ld:CpuArchitecture:x64", 

  "operatingSystem": "urn:ngsi-ld:OperatingSystem:Linux", 

  "infrastructureElementTier": "urn:ngsi-ld:InfrastructureElementTier:Cloud", 

  "infrastructureElementStatus": "urn:ngsi-ld:InfrastructureElementStatus:Ready", 
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  "location": [0, 0] 

}  

Of all these values, the following are obtained by self-awareness: 

1. domain. 

2. hostname. 

3. internalIpAddress. 

4. macAddress. 

5. cpuCores. 

6. currentCpuUsage. 

7. ramCapacity. 

8. availableRam. 

9. currentRamUsage. 

10. currentRamUsagePct. 

11. diskCapacity. 

12. availableDisk. 

13. currentDiskUsage. 

14. currentDiskUsagePct. 

15. avgPowerConsumption. 

16. currentPowerConsumption. 

17. realTimeCapable. 

18. cpuArchitecture. 

19. operatingSystem. 

20. infrastructureElementTier. 

For a total of 20 attributes 

3.5.4. KPI 1.5.4 Number of avoided service downgrade experience 

cases 

Table 37 KPI 1.5.4 Number of avoided service downgrade experience cases 

KPI ID number . KPI 1.5.4 

KPI Name Number of avoided service downgrade experience cases 

Description All the different types of scenarios in which a continuum IE is prevented from not 

being able to respond to the requests made to it, either to obtain information or to 

request it to execute a certain workload. In other words, the trait of aerOS of reacting 

in advance (e.g., reorchestrating services that were running in the IE, or deactivating 

from being eligible for new services, or horizontally scaling replicas) so that the IE is 

still functional and operative in the mid-term. 

Motivation  Reducing the number of situations in which a IE in the continuum stops responding to 

requests for information or becomes inoperative increases overall user satisfaction and 

provides a better image of a robust, reliable and fault-tolerant system 

Target value 5 demonstrable scenarios 
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Prerequisites Self-awareness and self-orchestration modules are functional. The KPI-1.5.5 has been 

demonstrated as VALID after measurements in M24, as the evaluation of KPI-1.5.4 

depends to some extent of such KPI. 

aerOS 

components (task) 

T3.3 HLO and LLOs, T3.5 self-awareness and self-orchestration. 

Evaluation means The goal of the KPI is to demonstrate that aerOS can reduce the downgrade experience. 

In order to do that, the proposal is to make a comparison of a before/after (B/A) 

scenario: 

¶ First, the ñBeforeò scenario is constructed. Here, the team aims at ñprofilingò 
which is the impact of several type of services in the continuum, enable to 

forecast at which point (and with which numbers, a IE would either collapse 

or downgrade the service experience). 

¶ Second, the ñAfterò scenario will depart from the same type of services, and, 
after judiciously selecting specific thresholds, the self-orchestration 

mechanism will be put in place in the IEs of the continuum. There, by using 

the same evaluation means of KPI-1.5.5., the team will reflect whether these 

techniques avoiding the occurrence of the forecasted down situations. 

The methods used, and the assumptions taken, were: 

¶ Metrics: Trend forecasting of CPU usage metrics. 

¶ Assumption: Less current CPU usage per cores on a machine means it has 

more compute power available for the application. Therefore, this is a solid 

metric to consider when ñdegradationò is more likely to occur in a specific 

node (IE). 

¶ Methodology: To accurately determine if the task is going into a potential 

downgrade or is just experiencing a sudden spike in intensity, the task is 

monitored for a certain amount of time (2 min) before judging if there is a 

downgrade scenario or not.  

¶ After this time passes, a Neural Prophet regression model forecasts metrics for 

a certain amount of time in the future (1 min), and the predicted value is 

provided in the evaluation. This mechanism, in the runtime functioning of 

aerOS Meta-OS, would connect with the self-orchestrationôs reallocation 

trigger to offload to the HLO the picking of alternative best fit for the task. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 0 demonstrable scenarios 

(0%) 

N/A 

Outcome 

elaboration (M24) 

In this first period of evaluation, the team has generated the ñBeforeò (in B/A) scenario, 

by delivering the following services: 

IE ñAò, hosting a task that performs some CPU-intensive computations. IEs ñBò and 

ñCò are idle in the system, running some low-demand background tasks. The IEs have 

the following system specifications, which illustrate two different types of nodes that 

often exist in aerOS continuums: 

¶ IE ñAò: Raspberry Pi 3b, 4-core @ 1.4GHz 

¶ IE ñBò: Virtual Host, 4-core @ 2.1GH 
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The services that are used, which try to mimic 2 types of usual services in IoT 

deployments (thus, aerOS continuum) are: 

1. ñtarot-bench-linearñ, a one-time, dummy service, hosting a mock task that 

performs some CPU-intensive computations, which would equal to sensor 

monitoring, actuation or updates of values across a distributed network. 

2. ñnginxò, a continuously running service that can receive requests and deliver 

a response. A web service has been used: nginx. 

Service 1 applied to IE ñAò: 

The compute task is deployed in IE ñAò. The degradation threshold is defined as CPU 

Usage > 30% after the 2 minutes run. 

 

After the initial live time, time forecasting (using the mentioned FB Prophet model) is 

run for CPU Usage, and is predicted to surpass the threshold of 30% in the next minute.  

 

Service 1 applied to IE ñBò: 

The compute task is deployed in IE ñBò. The degradation threshold is defined as CPU 

Usage > 35% after the 2 minutes run. 

 

Then, for this second type of node (IE), forecasting is re-run. It can be seen that in the 

current IE, the task is not expected to have degraded performance, being able to profile 

this second type of node (B) with the following numbers. 

 

Service 2 applied to IE ñAò: 

On the next scenario, a NGINX service instance is deployed to a node type ñAò that 

was already running several tasks. 

 

The service is expected to be degraded, and after the monitoring time, a high, upward 

trend of the CPU consumption is reported: 

 

Service 2 applied to IE ñBò: 

The compute task (nginx service) is deployed in IE ñBò. Also, the forecasting is re-

run. It can be seen that in the current IE, the task is not expected to have degraded 

performance, being able to profile this second type of node (B) with the following 

numbers. 
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3.5.5. KPI 1.5.5 % of reorchestration requests issued by 

decentralized IEs 

Table 38 KPI 1.5.5 % of reorchestration requests issued by decentralized IE 

KPI ID number . KPI 1.5.5 

KPI Name % of reorchestration requests issued by decentralized IEs 

Description Number of requests coming from decentralised IEs in the computing continuum to the 

main aerOS reorchestration systems based on their current or future workload to avoid 

failures in running services or system overloads that may generate unwanted situations 

Motivation  A number of decentralised reorchestration requests provide insight into the actual 

performance and processing capacity of the IEs in the computing continuum 

Target value 25% 

Prerequisites Self-awareness, self-diagnose, self-realtimeness, self-optimisation and adaptation, and 

self-orchestrator modules running on the continuum of study. First, on a continuum 

formed by 3 domains (MVP), and, later, in the continuum corresponding to the selected 

pilot. 

aerOS 

components (task) 

Self-awareness, self-diagnose, self-realtimeness, self-optimisation and adaptation, and 

self-orchestrator modules (T3.5). 

Evaluation means The structure of measuring this KPI will be tackled in two different stages. 

¶ First (to be covered in D5.5), a simulated scenario will be created departing 

from one running continuum. There, some services will be run, and a situation 

will be artificially generated to demonstrate that the reorchestration 

functionality is operative and that it indeed supports the KPI-1.5.4 in which 

the overload of an IE is reduced thanks to compensation in another part of the 

continuum. 

¶ Second (to be covered in D5.6), a running scenario will be observed during a 

certain timeframe (1 month, closer to the final date of aerOS). This running 

scenario will exist within one out of the 5 pilots of the project. The specific 

dates, pilot and timing will be described later in D5.6. 

The evaluation means here can be decomposed in two different methods: 

¶ Continuous observation of the services that are running in a continuum. 

Reporting if a service was originally allocated to a specific IE and then it ends 

up running in another IE (and providing evidence). 

¶ Checking the IOTA registries. As it has been designed, every time that the self-

orchestration request is triggered an IOTA message will be immutably 

registered through the DLT. Therefore, checking the IOTA registries and the 
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total amount of services deployed in a certain timeframe, this percentage will 

be extracted. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

This value will be 

obtained through 

laboratory tests. A 

domain with several IEs 

will be utilised and 

different workloads will 

be executed in each of 

them. The purpose will 

be to check of all the 

reorchestrations carried 

out, how many requests 

come directly from the 

IEs that compose the 

domain 

1/3 service component is 

successfully re-

orchestrated (33%). 

N/A 

Outcome 

elaboration (M24) 

The tests carried out to analyse the correct functioning of two operations that are 

required for the final measurement of KPI-1.5.5: 

¶ When a certain situation happens, the self-orchestrator module properly 

works, sending a triggering request to reallocate a specific service. For the 

measurement in D5.5, a threshold of 75% of CPU usage has been established. 

For the D5.5 measurement, the continuum formed by CF (cloud domain), NCSRD (IoT 

domain) and UPVôs mobile edge domain has been selected. 

 

 

 

In the showcased scenario, one of the service components (gateway, controller , 

Grafana) had to be reorchestrated due to the overload in the Infrastructure Element 

where it was originally commissioned. 

Thanks to the self-orchestration API, in the experimentation, a threshold of 75% of 

CPU usage was established. Therefore, automatically, when it reached such percentage 

(a K8s job was created to force the case), re-orchestration triggered. 
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As a result, the specific service that was running in the target IE, ends up being re-

orchestrated, commissioned now to other IE (in another domain). 

3.5.6. KPI 1.5.6 # of IoT healing scenarios covered 

Table 39 KPI 1.5.6 # of IoT healing scenarios covered 

KPI ID number . KPI 1.5.6 

KPI Name # of IoT healing scenarios covered 

Description The KPI aims at measuring the potential situations that the self-healing procedures 

can take effect. 

Motivation  Self-healing crystalizes the capability of autonomously recovering affected parts of 

the system both at the hardware and software level caused by failures or abnormal 

states. Self-healing can also restart the system to pre-established routines scheduling, 

if necessary.  

Target value 5 

Prerequisites IEôs hardware setup is complete. Definition and implementation of scenarios are ready 

to be tested on IE hardware. 

aerOS 

components (task) 

Self-healing (T3.5) 

Evaluation means The importance of the self-healing functionality needs to be shown with specific 

scenarios. So far, the following ñhealing scenariosò have been identified: Sensor 

Failure, Device Power Alert, Network Protocol Violation, Link Quality Issues, 

Communication Failure Indication (no messages received by IE). In the first phase, 

tests ARE completed locally in FOGUS lab, running the defined scenarios on IE's 

hardware. In the second phase tests will be completed in the different Pilots of the 

project.  

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

0 (no self-healing 

capabilities) 

3/5 (60%) N/A 

Outcome 

elaboration (M24) 

Three of the defined scenarios have been tested locally under different conditions to 

analyse possible failures or abnormal states. Measurements are normal, any failures 

were correctly detected. The set up used for the measurements, featuring Raspberry 

Pi 4 Model B, DHT22 Digital Humidity & Temperature Sensor Module and 

Keyestudio Breakout kit for Raspberry Pi is shown below. 
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In addition, the scripts used for realizing the implemented scenarios (namely 

communication failure indication, device power alert, and sensor failure), as well all 

images of the log files that document the detection of failures or abnormal states in 

each scenario is shown in the following screenshots. 
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3.5.7. KPI 1.5.7 % of intrusion detected by the self-security 

Table 40 KPI 1.5.7 % of intrusion detected by the self-security 

KPI ID number . KPI 1.5.7 

KPI Name % of intrusion detected by the self-security 

Description Indicates the ability to detect cybersecurity intrusions that have been made to the IE. 

Motivation  Measuring the percentage of intrusions that the self-security component has been able 

to detect allows the performance of the self-security component to be measured. 

Target value >90% intrusions 

Prerequisites Have the self-security component installed and running in IE 

aerOS 

components (task) 

Self-security (T3.5) 

Evaluation means In order to analyse this KPI, different attacks will be launched on the IE where self-

security is installed and the ability of this component to detect will be tested. With this, 

the detection rate of the attacks will be calculated. 

Currently, the component is configured to detect "port scanning" and "denial of service 

(DoS)" attacks. In the remaining months, the portfolio of attacks that the tool is capable 

of detecting will be increased. 

At the same time, following the plan presented for the development of the component 

(where it is expected to have a version ready to operate in month M24), it will be 

installed in the use case environment so that its operation can be validated. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 0 (0%) N/A 

Outcome 

elaboration (M24) 

Self-security component has not been yet deployed. Consequently, it is not possible to 

obtain its performance in real scenarios of the project. Although not relevant, NMap 

attack tests have been additionally performed on a node of the CloudFerro domain, 
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where self-security has been installed and it can be seen in the following screenshot 

that it is able to detect nmap attacks as an example correctly: 

 

3.6. aerOS decentralised AI 

3.6.1. KPI 1.6.1 Realising decentralized AI/ML with scalability 

comparable to centralized approach (KVI-4.1) 

Table 41 KPI 1.6.1 Realising decentralized AI/ML with scalability comparable to centralized approach (KVI-4.1) 

KPI ID number . KPI 1.6.1 

KPI Name Realising decentralized AI/ML with scalability comparable to centralized 

approach (KVI -4.1) 

Description Scalability is the ability of AI algorithms, data, models, and infrastructure to operate at 

the size, speed, and complexity required. aerOS should operate with or be validated 

with at least three applications of decentralized AI. 

Motivation  Decentralized AI/ML should not negatively influence operations of AI-based system 

compared with a centralized AI/ML. 

Target value >=3 applications 

Prerequisites aerOS deployment ready with final (or close to final) version of base components and 

aux AI components ready for evaluation 

aerOS 

components (task) 

AI Task Controller, AI Local Executor (T4.3) 

Evaluation means Three decentralized AI applications will be identified in   and their scalability will be 

evaluated with proper tests or justification. One application will be based on 

experiments on decentralized vs centralized model training, the other two will be based 

on model inference in a decentralized and centralized approach. For model training 

evaluation metrics will cover time of training, trained model performance. For model 

inference metrics will cover: inference time and resource utilization (memory, CPU). 

Plan for a model training-based application: 

¶ Run model training at least 3 times in a centralized approach (can be outside 

aerOS) and measure evaluation metrics 

¶ Prepare a model to be trained with a decentralized approach on several aerOS 

IEs 

¶ Run at least 3 times the training process using IEs selected by aerOS and each 

time measuring evaluation metrics 

¶ Results from decentralized tests will be averaged to be compared with 

averaged results for a centralized approach 
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Plan for a model inference-based application: 

¶ Run at least 3 times a set number of inferences on a model over a selected 

period of time in a centralized approach (can be outside aerOS deployment) 

and each time measure evaluation metrics 

¶ Run at least 3 times a set number of inferences on a model over a selected 

period of time using IEs selected by aerOS and each time measure evaluation 

metrics 

¶ Results from decentralized tests will be averaged to be compared with 

averaged results for a centralized approach 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A N/A N/A 

Outcome 

elaboration (M24) 

This KPI will be evaluated in M36 as final and stable versions of technical components 

are needed. So far scalability is considered during the design and technology choices. 

AI execution and algorithms should handle well scaling up. 

3.6.2. KPI 1.6.2 Energy consumption reduction due to moving AI 

from cloud to the edge (KVI-4.2) 

Table 42 KPI 1.6.2 Energy consumption reduction due to moving AI from cloud to the edge (KVI-4.2) 

KPI ID number . KPI 1.6.2 

KPI Name Energy consumption reduction due to moving AI from cloud to the edge (KVI-

4.2) 

Description Energy consumption should be decreased for AI being run closer to the edge, possibly 

on local data and with frugal adjustment. 

Motivation  aerOS aims to establish what are the benefits and trade-off resulting from moving AI 

closed to the edge. 

Target value > 50% (on average on tested scenarios) 

Prerequisites aerOS deployment ready with final (or close to final) version of base components and 

aux AI components ready for evaluation in development/integration environment. 

aerOS 

components (task) 

AI Local Executor, AI Task Controller, frugal techniques (T4.3) 

Evaluation means Experiments will be conducted to measure energy consumption when running model 

inference on elements with different processing capabilities ï cloud vs edge. For edge 

deployments frugal techniques will likely be applied. During analysis in M24-M36 a 

proper evaluation metrics will be selected. 

Evaluation plan: 
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¶ Running at least 3 times a set of inferences over a period of time over a model 

deployed in the cloud where data needs to be sent from edge IEs to the cloud; 

each time measure evaluation metrics 

¶ Running at least 3 times a set of inferences over a period of time over a model 

deployed on edge IEs with local access to data; each time measure evaluation 

metrics 

¶ Running at least 3 times a set of inferences over a period of time over a frugal 

model (model from previous points after application of quantization/pruning) 

deployed on edge IEs with local access to data; each time measure evaluation 

metrics 

¶ Compared averaged results from three above options 

¶ The energy consumption of the running processes is foreseen to be established 

from information gathered using Kepler (a k8s monitoring tool). 

Measurement 

period Baseline 

M24 

(Deliverable 

D5.5) 

M36 

(Deliverable 

D5.6) 

Measured value 

(% achieved) 

From research literature: 

¶ BERT LM experiment used 8 V100 GPUs 

for 36 hours and used a total of 37 kWh. 

¶ Three sizes of DenseNets on MNIST 

lasted between 20 and 25 minutes and 

consumed between 20 and 38Wh 

¶ Energy reduction achieved with proposed 

methods for Microsoft Azure cloud 

compute platform was less than 27%. 

¶ Energy consumption on centralized vs 

distributed approach decreased, on 

average, less than 10%. 

N/A N/A 

Outcome 

elaboration (M24) 

This KPI will be evaluated in M36 as final and stable versions of technical components 

are needed to run a set of tests. The energy consumption of the running processes will 

be established based on information that will be gathered using Kepler (a k8s 

monitoring tool). 

3.6.3. KPI 1.6.3 Validation of comprehensive support, by aerOS, for 

distributed frugal AI components with explainability (KVI -4.3) 

Table 43 KPI 1.6.3 Validation of comprehensive support, by aerOS, for distributed frugal AI components with 

explainability (KVI-4.3) 

KPI ID number . KPI 1.6.3 

KPI Name Validation of comprehensive support, by aerOS, for distributed frugal AI 

components with explainability (KVI-4.3) 

Description Identification of applications (within use cases/scenarios) in which distributed frugal 

AI components potentially supported by explainability should be applicable. 
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Motivation  aerOS will operate on heterogenous Infrastructure Elements with both internal 

decision-making and potentially AI-related services. This heterogeneity may require 

for application of frugal techniques to enable effective operations and 

interpretability/explainability to provide additional information about the decision 

making. 

Target value >= 2 frugal applications, >= 2 XAI applications 

Prerequisites Advanced or finalized design of aerOS internal operations and architectures for the 

pilots 

aerOS 

components (task) 

AI Local Executor, AI Task Controller, frugality techniques, explainability techniques 

(T4.3) 

Evaluation means An in-depth review of all the aerOS scenarios and continuum will be addressed. 

Every AI service that is trained with: (1) datasets sizes smaller by min 30% of the 

estimated full dataset, (2) using resources with limited capacities requiring application 

of frugal techniques, will be considered as a frugal application. 

A survey will be conducted with different end-users from those aerOS scenarios that 

claim that are making use of explainable AI. If the feedback obtained is higher than 

50%, it will be considered as an acceptable XAI application. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 1 XAI application in 

progress, 1 identified to be 

done ï 40% 

0 frugal applications (but 

still under analysis) 

Total = 20% 

N/A 

Outcome 

elaboration (M24) 

One XAI application comes from an internal use case (HLO allocations explanation, 

https://gitlab.aeros-project.eu/wp4/t4.3/explainability-service), the other is from 

external scenario and is being analysed with the pilot leader (pilot 5, in scenario 

Intelligent occupational safety and health).  

Frugal applications are being confirmed and analysed with pilot leaders. 

3.6.4. KPI 1.6.4 Delivery of cookbook/good practices manual for 

explainable frugal AI near the edge (KVI-4.4) 

Table 44 KPI 1.6.4 Delivery of cookbook/good practices manual for explainable frugal AI near the edge (KVI-4.4) 

KPI ID number . KPI 1.6.4 

KPI Name Delivery of cookbook/good practices manual for explainable frugal AI near the 

edge (KVI-4.4) 

https://gitlab.aeros-project.eu/wp4/t4.3/explainability-service
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Description Description of good practices based on target value of application that would guide IoT 

developer to select the best approach. 

Motivation  Application of explainability and frugal techniques needs to be customized to a 

scenario being considered. Therefore, what is required is a set of good practices that 

would guide the IoT developer in selecting the best approach. 

Target value >= 3 (pilot-specific) 

Prerequisites Available results of evaluation of AI-based applications in the pilots and results of 

evaluation of aerOS deployment in the pilots. Results coming from all pilots in which 

AI was utilized, the most insightful will be selected for good practices preparation. 

aerOS 

components (task) 

Explainability techniques, frugality techniques (T4.3) 

Evaluation means Number of guidelines formulated, where a guideline is understood as a set of rules or 

remarks related to a specific feature or use case. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

0 N/A N/A 

Outcome 

elaboration (M24) 

KPI will be measured at M36. The implementation of the techniques used for 

explainability, and frugality are under development and need to be finished to 

formulate good practices/cookbook. 

3.6.5. KPI 1.6.5 Decentralized frugal AI techniques available 

Table 45 KPI 1.6.5 Decentralized frugal AI techniques available 

KPI ID number . KPI 1.6.5 

KPI Name Decentralized frugal AI techniques available 

Description Techniques applied to provide frugality to AI in aerOS or aerOS-based deployments 

where AI operations in restricted conditions need to be supported. 

Motivation  aerOS will operate on heterogenous Infrastructure Elements with both internal 

decision-making and potentially AI-related services. This heterogeneity may require 

for application of frugal techniques to enable effective operations. 

Target value >= 3 techniques 

Prerequisites N/A 

aerOS 

components (task) 

Frugality techniques (T4.3) 
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Evaluation means Number of frugality techniques that have been evaluated for their effectiveness and for 

which applicability to aerOS scenarios was studied. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 2 techniques (50%) N/A 

Outcome 

elaboration (M24) 

Two techniques have been implemented and experimented with: quantization and 

pruning.  

Quantization was used to reduce the precision of model weights from 32-bit floating-

point down to 8-bit integer representation, to decrease model size and speed up 

inference (while maintain reasonable results).  

Pruning was used to remove less important weights from a model to improve 

computational efficiency, without significantly impacting model quality. So far, the 

techniques have been used in external scenarios and what is pending is to correlate 

them explicitly with aerOS use cases. 

Their current version is available in the GitLab repository https://gitlab.aeros-

project.eu/wp4/t4.3/model-reduction-service. 

3.6.6. KPI 1.6.6 AI explainability techniques available 

Table 46 KPI 1.6.6 AI explainability techniques available 

KPI ID number . KPI 1.6.6 

KPI Name AI explainability techniques available 

Description Techniques applied to provide interpretability/explainability in aerOS or aerOS-based 

deployments where AI interpretability/explainability can support the operations of the 

systems by enabling understanding of intelligent automatized decision-making. 

Motivation  System with automatic intelligent decision-making should provide means to monitor 

and verify its behaviour. 

Target value >=2 techniques 

Prerequisites N/A 

aerOS 

components (task) 

Explainability techniques (T4.3) 

Evaluation means Number of explainability techniques that have been evaluated for their effectiveness 

and for which applicability to aerOS scenarios was studied. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

https://gitlab.aeros-project.eu/wp4/t4.3/model-reduction-service
https://gitlab.aeros-project.eu/wp4/t4.3/model-reduction-service
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Measured value 

(% achieved) 

N/A 1 technique ï Shapley 

values for RL (50%) 

N/A 

Outcome 

elaboration (M24) 

One technique based on Shapley values for service allocation was proposed. The 

method iteratively explains each decision made by the service allocator. The explainer 

is available in the GitLab repository: 

https://gitlab.aeros-project.eu/wp4/t4.3/explainability-service  

3.7. aerOS common API 

3.7.1. KPI 1.7.1 % of aerOS core services exposed through 

OpenAPI 

Table 47 KPI 1.7.1 % of aerOS core services exposed through OpenAPI 

KPI ID number . KPI 1.7.1 

KPI Name % of aerOS core services exposed through OpenAPI 

Description This KPI measures the proportion of aerOS's core services that are accessible through 

an OpenAPI. The goal is to ensure that a significant part of the system's functionality 

is available via well-defined and standardised interfaces. 

Motivation  Exposing services through OpenAPIs facilitates integration with other systems, 

encourages developer engagement, and supports a modular, scalable architecture. It 

enables third-party developers to easily connect with and build upon the aerOS 

platform, fostering innovation and expanding the system's capabilities. 

Target value >50% 

Prerequisites The exposed APIs of each aerOS component must be provided and can be reachable 

and interactive, providing the expected results. 

aerOS 

components (task) 

HLO (T3.3), Context Broker (T4.2), and Data Fabric (T4.2) 

Evaluation means The evaluation will involve identifying the total number of core aerOS services, 

involved in the project. At least 50% of these services must expose their components 

via Open API. The OpenAPI endpoints will be documented through screenshots and 

links to the public Swagger page for verification. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

0 25% of aerOS core 

services (50%) 

N/A 

Outcome 

elaboration (M24) 

The core services identified in aerOS are: HLO, Orion-LD Context Broker, IdM 

Keycloak, OpenLDAP, KrankedD API Gateway, Data Fabric, Self-* modules, 

Management Portal. To date, 25% of these core services have been successfully 

exposed through Open APIs. This includes key components such as the HLO 

https://gitlab.aeros-project.eu/wp4/t4.3/explainability-service
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Allocator, HLO Frontend, Context-broker, and Data Product Manager. The following 

snapshot depicts the structure of the GitLab repository for the aerOS OpenAPI: 
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3.7.2. KPI 1.7.2 OpenAPI UIs for documenting APIs and generating 

code 

Table 48 KPI 1.7.2 OpenAPI UIs for documenting APIs and generating code 

KPI ID number . KPI 1.7.2 

KPI Name OpenAPI UIs for documenting APIs and generating code 

Description These UIs will make it easier for developers to understand and work with the aerOS 

APIs. By providing clear documentation and tools for code generation, developers can 

more efficiently integrate their services with aerOS, reducing development time and 

potential errors 

Motivation  The motivation behind this KPI is to enhance developer experience and productivity 

by providing comprehensive and accessible documentation of the aerOS APIs. With 

well-documented APIs and integrated code generation tools, developers can quickly 

grasp the functionality and implementation details of aerOS services. This leads to 

faster integration, fewer development errors, and a more streamlined development 

process. Ultimately, it supports the goal of creating a robust, developer-friendly 

ecosystem around aerOS. 

Target value 2 

Prerequisites The aerOS domain OpenAPI must be provided 

aerOS 

components (task) 

HLO (T3.3), Context Broker (T4.2), and Data Fabric (T4.2). 
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Evaluation means The evaluation of this KPI will involve several steps. First, it will require the 

identification of the main aerOS exposed APIs that will be documented using OpenAPI 

UIs. The success of these UIs will be measured by their completeness and usability. 

Evidence of successful implementation will be provided through access to the UIs, user 

guides, and examples of generated code. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

0 1 (50%) N/A 

Outcome 

elaboration (M24) 

By M24, significant progress has been made towards achieving the KPI for OpenAPI 

UIs for documenting APIs and generating code. The goal was to have at least one 

functional OpenAPI UI in place with complete documentation. To date, one OpenAPI 

UI has been successfully implemented, providing comprehensive documentation for 

the following aerOS components: HLO Allocator, HLO Frontend, Context Broker, 

Data Product Manager. While the current OpenAPI UI does not yet include code 

generation capabilities, the necessary tools have already been integrated to enable this 

feature in future iterations. Below is a screenshot of the Swagger page for the exposed 

services, showcasing the OpenAPI documentation: 

 

3.7.3. KPI 1.7.3 Create Protocol Buffers definition for intra -

orchestration module communication 

Table 49 KPI 1.7.3 Create Protocol Buffers definition for intra-orchestration module communication 
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KPI ID number . KPI 1.7.3 

KPI Name Create Protocol Buffers definition for intra -orchestration module communication 

Description This KPI aims to develop three Protocol Buffers definitions to facilitate 

communication between different modules within the aerOS orchestration layer. 

Protocol Buffers is a method of serializing structured data 

Motivation  Using Protocol Buffers enhances the efficiency and reliability of data interchange 

between modules. This approach ensures consistent, lightweight, and backward-

compatible communication, crucial for maintaining the robustness and scalability of 

the orchestration layer. 

Target value 3 

Prerequisites Identification and documentation of all modules within the aerOS orchestration layer 

that require Kakfa communication. 

aerOS 

components (task) 

HLO (T3.3) 

Evaluation means The evaluation will involve identifying and documenting the different modules within 

the aerOS orchestration layer that require Kafka communication. The next step is to 

develop Protocol Buffers definitions for each identified communication pathway. The 

definitions will be documented and reviewed to confirm they are consistent and 

lightweight. Evidence of successful implementation will be provided through code 

repositories and integration examples. 

Measurement 

period 
Baseline M24 (Deliverable D5.5) M36 (Deliverable D5.6) 

Measured value 

(% achieved) 

N/A 4 (133%) N/A 

Outcome 

elaboration (M24) 

To date, four Protocol Buffers definitions have been successfully identified and 

documented, exceeding the original target. These definitions facilitate communication 

for the following components: 

¶ HLO Allocator 

¶ HLO Data Aggregator 

¶ HLO Deployment Engine 

¶ HLO Front End 

Four Protocol Buffers definitions have been developed, tested, and integrated, ensuring 

they are consistent, lightweight, and backward compatible. Below is a screenshot of 

the code repository showcasing the developed Protocol Buffers definitions: 
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3.7.4. KPI 1.7.4 Reduce time to deploy service functions by non-

technical team members using low code tool integrations 

Table 50 KPI 1.7.4 Reduce time to deploy service functions by non-technical team members using low code tool 

integrations 

KPI ID number . KPI 1.7.4 

KPI Name Reduce time to deploy service functions by non-technical team members using 

low code tool integrations 

Description This KPI focuses on decreasing the time required for non-technical team members to 

deploy service functions within aerOS by over 40%, leveraging low-code tool 

integrations. 




















































































































































