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1. About this document

The main objective of this document tis realise the current status oftechniques, technologies and
methodologiesrelated to forthcoming aerOS innovatiamsd to analyse the status of the marketboth the

niche of the meta operating system for the continuum in general and also focusingafyeaifithe segments

of aer OG6adnsidpring tlat tlse larger bulk of innovations, as well as the workload to be exerted in the
project is focused on the techonologies surrounding the concept of meta operating system for the continuum,
this deliverale is considered paramount to establish a solid baseline to advance beyond. D2.1 will be used
during the rest of the project as the background of the status of different enabling technologies, allowing partners
to select the best alternatives to devel@x#sults over. In addition, it allows the project to position itself within

the research landscape since very early stages of execution.

1.1. Deliverable context

Item Description

Objectives This deliverablas directly related with all objectives of aerOS but O6 and O7. Objeg
01 to O5 are related to different techniques, technologies or methodologies that a
progressing beyond the state of the art (optimal orchestration, smart network furn
decentralised security, privacy and trust, distributed explainable Al components an
autonomy strategy correspondingly). This deliverable (D2.1) conforms the keystone
which those innovations will orbit, as it has the goal to inspect the curemds and
advances on those specific fields. Acknowledging the status of the research and dep
will allow for a more efficient work towards improving them.

Work plan Deliverable D2.1 is the first technical deliverable of the project. It is thedfs/erable of]
WP2, that will be followed by other documents such as the description of use case
architecture of the project. Deliverable D2.1 is completed at the end of the third mg
the project, where only three WPs had started (WP1, Wid2VéP6). It serves as th
milestone to kicloff technical activities of the project in WP3 and WP4. At the same {
it is also related to the pilots (WP5) in terms of analysing the current technology ang
of the market of the different verticalstbie project.

Milestones The submission of deliverable D2.1 is directly related to the completion of milestone|
Identity definition. With D2.1, MS1 is fully achieveds D1.1 was already submitted by
M1 and the website of the project has been actigecaline since M1 as well.

Milestone
Ne

Milestone Name Work Package No | Lead Beneficiary Means of Verification Due Date
(month)

1 ‘ Identity definition WP6, WP1 15-INFOLYSIS Web site, State of the art and Kick-off meeting 3
(D1.1, D2.1)

Deliverables | D2.1 is not directly fed from any other previous deliverables. It is expected to sery
baselines for the forthcoming technical deliverables: D2.3, D2.5, D2.6, D2.7, D3.1
and D5.1.

Risks #4 -Change of project requirements due to evolution of relevant technology an
market landscape D2.1 establishes a baseline to ensure that technical activies wil
from the most recent analysis of existing technologies and trends.

1.2. The rationale behind the structure

The content of the deliverable is organizetiin main sectionalongside a short introduction and a conclusion
section) aligned with the scope of the task T2.1.
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9 Section2. This section introduces the reader to aerO$eptin a light fashion, exposing its objectives
and main proposals.

9 Section 3 This is one of the core sections of the documenmtgdorts the findings by aerOS partners
about the technologies and technigues related to aerOS scientific scope. Thisiseagdsequently
divided in four suksections. The first one is devoted to the main aspects of orchestration required in
the loT-edgecloud continuum, that have been catalogued in four: network, resources, services and data.
The second subection involve a myriad of technological flavours. It is structured in 9-chedipters,
that map (almost directly) the target goals of the tasks in WP3 of WP4. Third, a state of the art of a
research project is not complete without analyising other research actionddress the same or very
similar topics; in this subsection, an overview is made of the projects in the cluster of aerOS (that
coming of DATA01-05-2021 call) and other initiatives like 5GBPIndustrial architectures promoted
by relevant clusters. In diion, this third suksection also gathers the most relevant standardisation
actions that work on related aerOS technologies as of thdat.the fourth sulsection deals with the
status of the technology in the different pilots of aerOS (5).

Orchestrating the Relevant techniques for the meta OS
continuum v -
‘/ * ‘\\1 ”'""-»._,__7__7__7_}
Data

orchestration

Resources
orchestration

Network
orchestration

Services
orchestration

Surrounding environment

Containerisation | Heterogeneous

Virtualisation

Syntactic and semantic
interoperability

Explainable Al Cybersecurity

Authorisation, trust
and authentication

. Frugal Al
Sovereignty, lineage
and nodes in the policies and governance

5 Distributed multiplane
continuum

analytics Security and trust in

Cl/CD: DevPrivSecOps

Edge native
approaches

Industrial approaches to edge-fog-cloud continuum

Standardisation approaches

SoTA in the

vertical
sectors

Research aproaches: other projects and initiatives

1 Section4: Thisis the other core section of the document. It gathers all the advances and data obtained
after analysing the market of aerOS. In this section, the marketlothm meta OS and the pilots of
the project are overviewed. It is ulteriorly divided in 6 salotions. First of them focuses on a pure
market analyses in terms of target, size, grobwtief overview ofmain competitors and trends. The
second suisectiors drifts from the first as it devises a PESTEL analysis of the surrounding business
environment to aerOS. It analysis the market from the political, economical, social, technological,
environmental and legal aspects. Afterwards, the thirdsegbiondigs deeper into the competitive
analysis of aerOS, both from existing products perspective and from business solutions on the different
core technical domains covered by aerOS (cloud computing, edge computing Al and 1oT). Fourth
section compiles the findingd the three previous chapters and makes the first attempt of exactly
positioning aerOS in the market. The fifth ssdxtion provides a thorough review on the status of
commercial and open source solutions and the associated companies (the market) efifibe sp
segments of aerOS pilots (manufacturing, renewable energy sources, port continuum, smart building
and machinery of agriculture, forestry and production). The lassaciiion condenses the results and
conclusions obtained conducting several acésitonducted to gather more insights on the market of
aerOS. In particular, it includes the results of interviews with internal and external experts, the focus
groups with specific set of entities, the written interviews that were submitted to judicselstyed
respondants and the statistics of the online survey published as well as the comments and global
conclusions of the online workshop held online on Nomb#éy 2922.

1 Section5 The document concludes with a conclusion section, followed by theflisbnsulted
references.
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2. Introduction to aerOS

The unprecedentedata explosion and the evolving capabilities of virtual infrastructures, set the scene for
developing a new paradigm for data and compute resource management in EU. Rapidly increagihgrasta
necessitate application developers and service providers to leveragaratassingcapabilities offered by
segmented compute infrastructures, including all edge tiers (far, micro, etc.) up to the cloud. Processing needs
to be performed closer tthe data sources (often smart devices), in an effort to minitatsacy, save
bandwidthjmprovesecurity,guarante@rivacy andncreaseautonomy. Howevethis requires highly efficient

and realtime respondinglistributed edgeanespecially challengigtask,due to théneterogenigy anddiversty

of involved technologiesand because of existinggacy investmentsTo achieve scalable and lotgm

evolving solution(s), higlkomplexityof distributed edgéas to be managéday supporting variety ofcurent

and future)deployment modeland open standards.

aerOSoverarching goalis to design and build a virtualised, platfeagnostianeta operating system for the

IoT edgecloud continuum. As a solution, to be executed on any Infrastructure Element withitoT edge

cloud continuuni hence, independent from underlying hardware and operating sysieagspS will: (i)

deliver common virtualised services to enable orchestration, virtual communication (netlaidd
programmable functions), and efficienutpport for frugal, explainable Al and creation of distributed-datsen
applications;(ii) expose an API to be available anywhere and anytime (loe@ti@nindependent), flexible,
resilient and platforragnostic; and(iii) include a set of infrastrugtal services and features addressing
cybersecurity, trustworthiness and manageabdigyOSwill: (a) use contexawareness to distribute software
task (application) execution requestis) support intelligence as close to the events as pos$i)leuport
execution of services using Aabstract resources?o
network infrastructurg(d) allocate and orchestrate abstract resources, responsible for executing service chain(s)
and(e) support for sdable data autonomy.

__ Meta operating system & Orchestration

-

Sensors, i
actuators & Real- Micro Edge Far Edge Edge Cloud
time processes Autonomous loT Twins Neural Centralized
topologies
! ! Self-X
1 Al ML Virtualization
- Containerization &
v 17| Heterogeneous Virtualization
[y m 1 Tactile Swarm: - s htinuous FL
e computing
Self-X loT Twins
(IR
_ - Swarm Internet of Swarm
- - ; i Visualization
=% - - intelligence Intelligent Thing computing
= KL
‘@ On-embedded On-embedded Cloud/
On-devices connected connected Data centres
systems computing
oy .
< »

Moreover,aerOSwill leverageEuropean leadershipin automation systems in industry (where edge resides)

and pointedly prove ho®&ur opean industry can benefit from decentralised, platfeagnostic IoT edgeloud
continuum datgrocessing ecosystem, to build competitive advantages e.g., reduced time to decisions; cost and
time efficient, secure, trustworthy data sharing and controli-aatonomous action taking; agile operations;
sustainable, humagentric data processing, governance, and interoperability; reduced external traffic; and
improved latencyTheaerOSapproach will be generic and directipplicable to any vertical,crossvertical

business process, and several different physical or virtual platforms. It will answer the urgent need for a
trustworthy, decentralised, autonomous, orchestrated solution, enabling -opttéonmation of compute
continuum ecosystems, where hypéstributed applications will be efficiently executed, within any selected
Afragment o of heterogeneous physical infrastructu
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Infrastructure Element within the loT edge-cloud continuum - hence, independent from

aerOS overarching goal is to design and build a virtualised, platform-agnostic meta
operating system for the loT edge-cloud continuum. As a solution, to be executed on any

aerOS will

underlying hardware and operating system(s)

...expose an APl available anywhere and anytime (location-timeindependent), flexible, resilient and platform-agnostic

via:

@ ..using context-awareness to distribute software task (application) execution requests
@ _supporting intelligence as close to the events as possible

@ ..supporting execution of services using “abstract resources” (e.g., virtual machines, containers) connected
through a smart network infrastructure

@ .allocating and orchestrating abstract resources, responsible for executing service chain(s)
@ ..supporting scalable data autonomy

aerOS approach will be generic and directly applicable to any vertical

The figure above summarises the global approach ofSaagCa Research and Innovation action covering the
following goals:

1 O1: Design, implementation and validation of aerOS for optimal orchestration

1 O2: Intelligent realisation of smart network functions for aerOS

1 O3: Definition and implementation of decenisal security, privacy and trust

1 O4: Definition and implementation of distributed Al components with explainability

1 Ob5: Specification and implementation of a Data Autonomy strategy for the loT-chuige
continuum

1 0O6: Definition, deployment, and evaluatiohreallife use cases (5)

1 O7: Global ecosystem creation, maximisation of impact and Open Call conduction

In order to achieve those goals, aerOS aims at evolving capabilities of the computing fabric acrossdte loT
cloud continuum, specially payingt@mtion to the following aspects:

1

= =4 =4 =4 =4 4 4 -4 -8 -8 -8

1

Orchestration of resources, services, data and network in the continuum
Data management, soreveignty, governance and lineage policies.
Smart Networking:

Self* capabilities of heterogeneous node in the continuum
Pub/Sub Boker Support

Frugal Al with Explainability (FAI):

TSN Support:

Benchmarking Tod

Resilience Policies and Mechanisms

Embedded Analytics

Cybersecurity Tools

Privacy

Trust

Management frameworks for the continuum

Finally, both the exposed objectives and thelation of the mentioned technologies will be validated by
deploying a series of retife usecases divided in five different pilots:

1

DataDriven Cognitive Production Lines (Manufacturing Autonomy LevelMAL4)
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1 Containerised Edge Computing near Rendavaimergy Sources

1 High Performance Computing Platform for Connected and Cooperative Agricultural Mobile Machinery
to Enable CO2 Neutral Farming (HPE®

1 Smart edge services for the Port Continuum
1 Energy Efficient, Health Safe & Sustainable Smart Buildings

The goal of this documeit to cover the current status of the above technological fields and application sectors
so that the project will have a solid baseline to research upon and advance.

3. State of the art

The content included in this section is theulesf an intensive research activity carried out by aerOS partners
across different fields and aspects. It focuses on a scientific, comprehensive analysis of the current technologies
and approaches that dominate each of the relevant domains of the. project

The structure responds to a judicious classification of the topics based on their technical proximity and to the
relation from a workplan perspective, as it has been expoge# in

The methodology that has been followed doduct this state of the art has been the following:

1 Analysis of the different technical domains to be covered in aerOS and appointing of responsibles
according to expertise and workplan.

Structuration of the list of technical topics into logical grouping.

Investigation of the current status of technologies in the different fields.

Discussion among the partners and experts.

Establishing a common ground of understanding in terminology.

E

In the following subsections, the results of such exercise are eviddimeedepth and length of the subsections
relates to the different degree of implication toward the final results of the project.

3.1. Edge-cloud continuum orchestration

The goalof this sectioris to offer a global overview of the relevant conceaytthe mainchallenge of aerOS:
orchestration of network, data, resources and services in the contiflne@rfiollowing subsections cover each
of those four different pathk addition,some ofthose are subsequently divided in insebchapters in order
to ease radability and comprehension of the content.

3.1.1. Smart networking and infrastructure management

In the context of this study, the term fAsmar:t net
resources (i.e., links, nodes and functionalities) their provision to the engser asa-Service, in a clowtike

manner, featuring dynamic resource pooling and elasticity. In this context, the physical infrastructure is divided
into a number of independent, logically isolated virtual networks (refegras "slices") that are made available

to clients and renters. Although network slices may transcend many heterogeneous network domains (wired and
wireless), the tenant "sees" and operates a singhoesttt virtualized service, and is unaware of thecigios

of the underlying infrastructure.

Figure4 depicts this concept in accordance with {TURec. Y3011 which refers to these slices as "Logically
Isolated Network Partitions" (LINP). As seen, physical resources are convedgedriual resources and then
combined to create virtual networks (LINPS).

The ability to insert traffic processing services in the network slice in the form of software virtual network
appliances (ormore commonlyVirtual Network Functions/VNFS) is atiter addedralue feature of the cloud
network model, which has been specifically highlighted over the last few years with the advent of Network
Functions Virtualisation (NFV). In this situation, VNFs like virtual firewalls, caches, media processors, deep
packet inspectors, etc. can further improve a network slice.
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Figure 4. The concept of Network Virtualisation (source: [ITUY3011])
In order to provide nexgeneration virtualized edge-cloud continuum, the cloud network model sis@ique
infrastructure management paradigms based on resource virtualization and federation across diverse physical
infrastructures. These services consist of a connectivity element (virtual network slice), which may be upgraded
with virtual network fundbns available on demand.

Slice 1: Optimised for low
latency

Slice 2: Optimised for high
bandwidth

Slice 3: Optimised for low-
power devices

Slice m: Optimised for ...

000000

MANO NFV Orchestration

(VNFs and CNFs)

Figure 5. Simplified view of the Cloud Network model applied to a hybrid satellite/terrestrial network infrastructure
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It should be mentioned that cloud networks' service offerings are significantlycooprehensive than those

of current VPN bundles. Cloud Network Services offer full resource elasticity (i.e., up/down scaling) and can
therefore support flexible Service Level Agreements (SLAs) and billing models based on usage thanks to the
stateof-the-art technologies involved (such as network programmability and network functions virtualization

to be discussed later in this deliverable). They can also natively enable connection and QoS in addition to a
variety of rich innetwork functionalities (VNFshs was already described.

Modern computing Infrastructu@sa-Service systems can be directly compared to this improved service
delivering capacity. Users can request and purchase Virtual Machines (VMs) widefimed compute,
memory, and storage capi#ies through an laaS service. Modern cloud computing systems also enable
dynamic up and downscaling of VM resources in accordance with usage.

In a similar vein, users will be able to choose the virtual topology on a future satellite/terrestrialetiooik

platform that best suits their needs in terms of endpoint#@biRtesence location, capacity, QoS, and in
network functionalities. These services will be provided as logically isolated services, transparently spanning
the terrestrial and sate#lidomains. The specifics and architecture of the underlying physical infrastructure are
concealed, and the user manages and keeps track of this cloud network service as if it were a standalone physice
unified network.

3.1.1.1. Network infrastructure virtualization

Both in the internals of theata center (from now on, D@hd in the network that provides the interconnections
for the DC, today the methods of network management that rely heavily on manual interventions are no longer
appropriate. Higher levels of amation are required, along with flexibility to networking requirements.

In addition to the previously noted flexibility needed to adapt the network to actual conditions, the DC
interconnections must scale to handle high tenant demand. This is a rest growing virtualization
technologies made available by the computing industry, which enable effective resource sharing.

The DC's multitenancy system enables users to share information resources. However, access to those resource:
needs to be set up duat the same level of confidentiality, seclusion, and dependability is accomplished as if
they were a part of a peser dedicated infrastructure.

Additionally, in order to prevent interference with operational processes and the transmitted traffic of othe
services, the network that provides connectivity to computing resources needs to be protected from outside
applications (e.g., by not having IP address dependencies from the rest of the other services in the network).

A logically segregated network foaeh tenant can be provided using a variety of techniques and technologies.
Setting up an overlay network to independently transfer information between data centers or from an access
network to a data center is the basic idea. Basically, the overlay natigitkbe based at layer 3 or layer 2.

The IP/MPLS (or perhaps optical) wide area netwarrkessible DCs' border nodes will often be connected by

this overlay network.

Multiple virtual networks can then coexist over the same physical infrastructure tttarkvirtualized
networking environment. Virtual Local Area Networks (VLANs) and Virtual Private Networks were the first
to allow the idea of several coexisting networks (VPNS).

A VLAN is a collection of logically related hosts that are placed under éedimgadcast domain. With clearly
defined use cases, VLANs have developed into a widely adopted standard. The concept is that, in a more
oversimplified situation, the traffic from the various tenants' VMs within the DCs is split using VLANSs, which
then comect to a VPN. Unfortunately, the dynamicity, flexibility, and scalability requirements, required for
both virtual network configuration and proper operation, cannot be met by Ma&Hd solutions. Additionally,

several researchers and business vendorgakéng to expand and modify current network paradigms to meet

the new needs brought on by virtualized use cases. Separate clients can use the same addressing scheme
different VPNSs, but the IP addressing within the VPN must be unique (i.e., not t¢eghlican the other hand,

layer-2 VPNs (L2VPN) can be configured, functioning in base of the MAC addresses instead of the IP addresses,
when simple laye2 connectivity is needed in poitd-point or pointto-multipoint.

VPNs cannot support a network virtization environment where dynamism, flexibility, and scalability are
essential qualities because they are too inflexible. One notable example is managed network VPN (for instance,
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BGP/MPLS), which is a widely used network service for businesses. Thaltgyitamics of cloud services

are not compatible with this type of service because it was designed to operate in a relatively stable network
environment, which is the case with the majority of enterprise networks in use today. Essential cloud
characteristis like elasticity and seffrovisioning cannot be handled by the conventional VPN approach, so
those characteristics must also be extended to network resources. Quite often, expanding or reducing cloud
resource capacity, or provisioning new cloud resajrosquires a corresponding reconfiguration of network
resources, e.g., bandwidth assigned between two data centers, whether they are in the same geographical plac
or not, or between the data center and the end user. In order to cope with the claidetwtark services will

certainly require ordemand and seffrovisioning properties.

Today the network can provide static connectivity to cloud resources, to what we call conventional networking.
The next evolutionary step is to make the network elasticagdaptable according to the cloud dynamics.

Lately, it has become clear that the overlay based approach is the correct answer for achieving independency
from the physical networking infrastructure. An overlay network can be created on top of an exeistiock,

by generating logical communication links between hosts within the service domain. Overlay networks enable
the design of modular networking protocols and services in which logical functions are separated from the
underlying physical infrastructure

A number of providers have worked hard to develop effective overlay systems based on various tunneling
protocols. VXLAN, NVGRE, and STT are recent methods that build on overlays to achieve scalability benefits
in multitenant virtual networks. Referendescribes various DC connectivity methods used nowadays. VXLAN
stands out among them as the most popular technology. VXLAN's fundamental idea is the encapsulation of a
genuine Ethernet frame over a UDP packet exchanged between two appropriate Netwalikafio Edges

(NVESs). The virtual switches to which VMs are connected for internal communication in the DC serve as NVE.
The node at the DC's border will act as an NVE when communication between DCs is necessary and stitch that
traffic to the intetDC overlay network. The VXLAN Network Identifier (VNI), a 24t field in the VXLAN

header, enables ptnant networldistinction. On top of a laye® overlay transport, it is therefore possible to

build a virtualized endo-end layef2 network using VXLAN.

Overlay networks' independence from the underlying infrastructure and from one another is the main
improvement they offer. This division makes it possible for independent address spaces, guarantees isolation,
and enables the administration of various wltuetworks by various administrators.

3.1.1.2. Network Programmability

3.1.1.2.1. Software Defined Networking (SDN)

Software Defined Networking (SDN), a model for network control that separates the control and forwarding
logic and moves the traffic handling decisions frdva hetwork elements themselves to centralized software
controllers, is currently the most wdiked paradigm for vendemeutral network programmability.
Conceptually, in SDN networks, the control logic is implemented on top otalleal SDN controllerwhile
forwarding (physical) devices have little intelligence. The controller, a logically centralized entity, is in charge
of a number of responsibilities, including the creation of forwarding logic specific to a given application
situation as well as thextraction and upkeep of a comprehensive picture of the network architecture and state.

SDN usually uses the Openflow protocol, which was developed at Stanford University and is now maintained
by the Open Networking Foundation, for communication betwesnrallers and network components.
Openflow is now the most used SDN driving standard. The Controller can order specific rules¢a &b
switches using OpenFlow. These rules specify how flows that fit certain criteria should be handled, including
whether they should be forwarded, rerouted, changed, dropped, est@p8d.

Since it can offer centralized p#ow control throughout the network and orchestrate virtualization processes,
SDN opens up new views in network administration and is regardedsamificant enabler for cloud
networking.

Although the OpenFlow protocol is rather kewel on its own, a number of Controller Application
Programming Interfaces (APIs) have been made available to help witHekighnetworking application
programming. fie OpenFlow protocol is abstracted by these controllers to a programming language used to
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write network applications. In this situation, it is simple to create management apps for cloud networking by
making use of a standard set of architectural patter@itiods for querying data flows from one or more network
devices, and supporting framework features.

The first widely used OpenFlow controller was the NOX controller. Initially created by Nicira and made
available as opesource software. NOX soon estabbg itself as the de facto reference design for OpenFlow
controllers due to its early availability and simplicity. As a result, it has been actively used in research and
feasibility studies, and it has been used to test new OpenFlow capabilities ave c@atioller concepts. The

C programming language is used to implement NOX programs, which are referred to as modules. Because NOX
is eventbased, each module essentially consists of a group of callback routines that are called when particular
OpenFlow potocol messages arrive. Python is supported by a NOX offshoot nhamed POX for use in
programming modules. While NOX/POX is extremely versatile it is not primarily aimed for production use, as

it is not optimised for performance and stability and lacks essié features.

Beacon, Maestro, and FloodLight are three additional controller frameworks that are designed for deployment
in realworld settings. They are all Jabased and all of them use controllers. The open source foundation for
Big Switch's forprofit OpenFlow controller is FloodLight.

In addition to the frameworks listed above, there are SDN management platforms that offer more services
overall, making them integrated staaldne solutions for the management of SDN infrastructures. The majority

of them also make use of SDN's miihancy support and network virtualization capabilities to provide these
services, which are frequently referred to as "Netwawk-Service." The following sections provide an
overview of these SDN management solutions.

3.1.1.2.2. 5G Network Exposure Function (NEF)

The 3GPP 5G specification introduces a core network model that looks very different from the traditional
architecture. With the aim to support fragmentation within the network and promote more dynamic 5G services,
itdefnes an fAopend cor e, in which al/| core network fu
the elimination of resource inefficiency and performance degradation associated with virtual machines and
hypervisors, thereby improving the network imte of flexibility, speed, and automation. Key enabler for this
openness is the realization network programmability through standard APIs, so thatldvghaervice
orchestrators can handle configurations for a variety of services and slices. Thigwestiapes a new and
dynamic ecosystem in mobile networks from both the technology and marketing perspectives. External third
parties with permission, such as industries, platform developers, and designers, may use those standard APIs
for building networkaware (5Genabled) applications, which establish -@lipectional communication with the

5GC, retrieving network statistics, but also triggering specific policies and commands to the network.

The abovementioned exposure capability is materialized throtlgh Service Based Architecture (SBA),
adopted by the 5GC network. Indeed, the 5GC control plane NFs communicate throwgil\Blat define

the related Service Based Interfaces (SBIs). In this context, the Network Repository Function (NRF) allows
other NFs to register their services, which may subsequently be discovered by other NFs. This allows for a
versatile implementation, in which each NF allows other approved NFs to access resources.

In addition, the Network Exposure Function (NEF), provides afsabrthbound APIs for exposing network

data and receiving management commands. More precisely, NEF provides adaptors for connecting the
southbound interfaces with the SBA to an expogayer with northbound interfaces offered to thiakty
developers. fie overall approach is illustratedFigure6. In this way, NEF facilitates the secure disclosure of
network resources to 3rd parties, such as network slicing, edge computing, and machine learning utilizing the
5G system, fully conpliant with the innovative paradigms that underpin a wide range of services.

The functionality provided by NRF and NEF to 3rd parties, enables programmability and adaptability of the 5G
connectivity services, and cr edevelopsnents bridge WG exgosed y s t
capabilities and service requirements/potentials from the vertical industries.

Version 1.0 i 2-DEC-2022 - aerOS° - Page26 of 233



D2.17 Stateof-the-Art and narket analysis report

aer0OS
—

REST API
REST API

Network Exposure
Function (MEF)

NRF PCF UDM AF
- B -
z g 2 z g
z z z z
-— = — -—
AMF AUSF SMF NSSF

In this framework, 3GPP introded the concept of Vertical Application Enablers (VAES) in Rel. 16, enabling

the efficient use and deployment of vertical apps over 3GPP systems. The specifications and the architecture
are based on the notion of the VAE layer that interfaces with on®@ Yfertical apps. VAES communicate

via networkbased interfaces that are wad#fined and versienontrolled. The focus of VAES is to provide key
capabilities, such as message distribution, service continuity, application resource management, dymqamic grou
management and vertical app server APIs over the 5G system capabilities.

3GPP has already established the foundations to provide 5GC Network capabilities to vertical industries. The
key concepts that have emerged are the Common API Framework (CAPtR§ &etvice Enabler Architecture
Layer (SEAL) together with NEF.

3.1.1.3. Cloud Networking

3.1.1.3.1. Network Functions Virtualization (NFV)

There is currently a significant interest in moving the network operations infrastructure of telecom operators to
the Cloud as well, ftowing the success of the cloud computing/storage paradigm where computation and data
are moved from endser devices to dedicated servers. By separating the hardware and software of these network
pieces and replacing the former with commerciattioéshelf (COTS) devices, this program aims to lower the
CapEx and OpEx of such infrastructure. A virtualized network function (VNF) can be implemented across
hypervisors in this new design, which are completely transparent to the actual hardware below.tBecause
hypervisor offers a commanterfaceto access virtual compute, storage, and network aspects, a VNF can be
executed over any hardware platform compatible with the hypervisor in this fashion.

Since a few years ago, both network administrators andreguaigproducers have been developing technologies
related to network virtualization, with a focus on the concepts of running network operations onmepese

servers and cloud infrastructures, which are largely motivated by the impact of cloud tgigmoioall areas

of IT. The industry advancement in this area was facilitated by encouraging results on the performance of these
solutions for actual network workloads at the start of this decade.

Industry Specification Groups (ISGs) are used by thefgao Technical Standards Institute (ETSI) to offer a

fast route for the development of industry fora on certain themes. The Network Functions Virtualization (NFV)
ISG is arepresentative example of one of these organizations. It aims to address ttieatgsetegork operators

face and that are brought about by the éwereasing number of network functions that are implemented in
specialized appliances, including the need to find room and power for them, the requirement for specialized
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device handlershe short lifecycle, etc. By utilizing industrgtandard IT virtualization technologies, NFV

seeks to address this issue by consolidating as many network operations onto equipment commonly found in
modern datacenters. NFV is complementary to Software &fitetworking (SDN): while network functions

can be virtualized without the need of an underlying SDN infrastructure, both are mutually beneficial.

NFV is a technique (or a group of technologies) designed to create network infrastructure servicesresing cur
cloud infrastructures in the same way that IT services are created. In order to accomplish the real network
functions, participating software components are anticipated to access a common virtualization interface
through a homogenous supporting infrasture that provides compute, storage, and networking mechanisms.
The dual function of network facilities must be noted. To facilitate the interconnection of the components
(hardware and software) needed by the software modules implementing the sependayer of network
operations running on the infrastructure, there is a layer of homogenous, virtualized network methods.

The architectural framework, presented in, provides the blueprint for vendors to implement NFV compatible
produds and is made of series of building blocks vendors can choose from. The NFV Architecture depicted
in Figure7 is comprised of four main functional elemej@sliM-1]:

1 The Virtual network function (VNF) layer virtualizes a certain NF, that operatadependently of
others. A particular VNF can run on one or more VMs and it can be divided into sevefahstitns
called VNF Components (VNFCs). VNFCs monitoring is performed using Elemental Management
Systems (EMSs). Automation of the operationatpeses is feasible and results in improvement of the
efficiency and reduction of the OPEX costs.

I The NFV infrastructure (NFVI) is comprised of all the hardware and software required to deploy,
operate, and monitor the VNFs. Particularly, NFVI includesirtualization layer necessary for
abstracting the hardware resources (processing, storage, and network connectivity) to ensure
independence of the VNF software from the physical resources. The virtualization layer is usually
composed of virtual servée.g Xen [SNIM-2], Linux-KVM [SNIM -3], Dell-VMware [SNIM-4], etc.)
and network (e.g., VXLANs [SNINMB], NVGRE [SNIM-6], OpenFlow, etc.hypervisors. The NFVI
Point of Presence (NFWP0oP) defines a location for network function deployments as one or many
VNFs.

1 NFV management and orchestration (MANO)is comprised of three components:

U The virtualized infrastructure manager (VIMyhich has the responsibility to manage and control
VNFs interaction with physical resources under its supervision (e.g. resoudedioddion,
inventory),

The VNF Manager (VNFM)with the responsibility to manage VNF lhéycle (e.g. link
initialization, suspension, and termination),

U The NFV Orchestrator (NFVQith the responsibility to realize network services on NFVI and to
addtionally monitor operations of the NFVI collecting information regarding operations and
performance management.

1 Operations support systems and business support systems (OSS/B&88&nent comprises the legacy
management systems and assists MANO in theutioecof network policies. The two systems (0SS
and BSS) can be operated together by telecommunications service providers or operators, either
automatically or manually to support a range of telecommunication services.

C«

The overall framework produces a prac ¢ a | and operational Avirtual o
Virtualized Infrastructure Manager (VIM) which provides the proper functionalities to control and manage

the underlying infrastructure components, including storage, computational and nesarices. Ultimately,

VIM interconnects Virtualized Network Functions (VNFs) with the physical resources, acting like a hypervisor
on virtualization framework. VIM is connected with t8lF manager (VNFM) through ViVnfm interface.

VNFM controls and marges the lifecycle (e.g. instantiation, update, termination) of VNF instances. ETSI
specification assumes that each VNF instance has an associated VNFM; haw8NVEM may correspond to

a single or multiple instanceNFV orchestrator (NFVO) has two mainesponsibilities, the orchestration of
Network functions Virtualization infrastructure (NFVI) resources and the lifecycle management of Network
Services (NSs). Network services are compositions of individual interconnected VNFs. Generally, NFVO
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brings on n& network services and VNFs and provides a global resources management. In ,atldition
responsible for validation and authorization of NFVI resource requests.
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NFVI is a key component where#ise totality of hardware/software is accumulated and on which virtual
networks are built. In other words, it is the proper environment in which VNFs are deployed. NFVI is
categorized into three components, the hardware resources, virtualization laylee aimtlial resources. The
hardware resources of NFVI are widely available, -tmst and primarily standardized (i.e., commodity
hardware). Virtualization layer is mainly a hypervisor that ensures VNFs are decoupled from the underlying
hardware. Virtual remurces are practically VMs in which VNFs are deployed.

The NFVI may include partially virtualized network functig&NIM-7] such as hardware load balancers, DSL
Access Multiplexers, Wi access points etc. The other part of the functionality may depewendor design
choices. At this point we should mention that SDN and NFV specifications aim to provide interoperability
among vendors; therefgreome vendors may deviate from the specs to differentiate their products. OSS and
BSS are expected to havddrmation exchanges with the NFV MANO architectural framework (through OS
Ma-nfvo interface) in order to provide management and orchestration of legacy system.

The main benefits of deploying network services as virtual functions are: (1) flexibilitg iallttcation of
network functions in generglurpose hardware; (2) rapid implementation and deployment of new network
services; (3) support of multiple versions of service and fteithincy scenarios; (4) reduction in capital
expenditure (CAPEX) by managjrenergy usage efficiently; (5) automation of the operational processes, thus
improving efficiency and reducing operational expenditure (OPEX) costs.

While this was probably an initial guess in many cases, there are three essential aspects that didiviguish
from the direct application of cloud technologies to provide network infrastructure services, and therefore
require going beyond carrier clouds to implement NFV.

First of all, the workloads that NFV implies are entirely different from the workloadstie existing cloud

practice takes into account. Direct /O and memory operations, as opposed to direct processing or storage access
are heavily relied upon by VNFs. Additionally, this affects the portability of VNF instances throughout the
cloud archiecture, which is much more relevant, in addition to the performance of VNF when deployed directly
using "traditional cloud” mechanisms. Improved cloud orchestrators, hypervisors, kernels, and even hardware
drivers are required to support more precise phace policies, give better control over direct memory
communication between software instances, and bypass the virtualization layer for direct /0 to network
interfaces in order to properly achieve performance and portability goals.
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Network services alsneed to adjust to the shape of the network. While most network infrastructure services
are middlepoints (such as a router or firewall) and many of them are subject to strict latency requirements
and/or similar constraints, traditional cloud apps are entpm a connection (the prototypical web server in

many cases). This indicates that infrastructures and VM placement techniques must adjust to the network's
architecture and support both highly centralized and consolidated datacenters when theycaldesqpdi their
economies of scale can be utilized, as well as far more decentralized schemas. Supporting both types of
deployments while also being able to smoothly integrate them is crucial in this situation.

The supporting infrastructure that is alreguigsent in the current clouds and the upper network service layer
offered by VNFs and their composition into services are the two networks that we are dealing with when it
comes to the orchestration and management of the resources. Upper network seryicegd to actively
modify the underlying network infrastructure in order to ensure performance, going much beyond the typical
northbound interfaces exposed by the SDN controllers now being used in cloud datacenters.

Undoubtedly, cloud computing is a fusmdental NFV enabler and the idea of NFV itself. NFV must make use

of the technologies now used in cloud computing. These solutions rely on hypéadsor hardware
virtualization processes and virtual Ethernet switches to move traffic between virtualtessrgnd physical
interfaces (though other possible virtualization mechanisms could be applicable, the current focus of the NFV
community is on these techniques). Additionally, current cloud approaches offer ways to improve resource
availability and usagthrough orchestration and management mechanisms. These mechanisms are applicable
to the automatic instantiation of VNFs, resource managemeinifiedization of failed VMs, creation of VM

state snapshots, migration of VMs, etc.

3.1.1.3.2. Cloud-Native Network Function

Virtual network functions (VNFs) started as the virtualization of network hardware. VNFs hadt@ame
correspondence of hardware to virtualized hardware. Still the porting of software from propriety systems to
virtualized machines as monolithictm@rk functions, establishes some difficulties regarding their agility in
terms of scalability, resilience and quick application evolution among others. Design patterns, of what came to
be known agloud native software(CNF), have emerged over the lasivfyears providing complex services
decomposition into an architecture of loosely coupled, stateless components which should be able to
communicate over languaggnostic APIs. This pattern provides a vision of the cloud as an entirely new kind

of distribued computing environment, that opened up exciting possibilities for new application architectures,
instead of writing software to run on dedicated servers and then deploying it on virtual machines in the cloud.
This new approach, if appropriately implertesh may offer increased flexibility, scalability, reliability, and
portability.

From an implementation point of view the distinguishing feature of the ¢latide approach is that it uses
containers rather than VMs. This allows network functions to beiged as a softwarpackage, withall
dependencies necessary to run it included, while sharing access to the operating system and other servel
resources. This enables an easy transfer and placement of the contained components among completely differer
ernvironments (e.g. production, development) and even among clouds while at the same time they retain their
full functionality without the need of any adaptations or modifications.

By design clouehative network functions (CNFs) are implemented to run ingidatainers. This
containerization of network architecture components makes it possible to run a variety of services on the same
cluster and more easily dyoard already decomposed applications, while dynamically directing network traffic

to the correct pasl
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Figure: The journey of network functions in telecommunications
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Just the process of containerizing network functions does not guarantee a cloud native approach. In fact CNCF
has publ i s h e[8NIMaI] that providleb guitieange @n besagtices for cloud native application
development.

When applying this to cloud native network functions, we end up having to implement the network function
just |i ke any other c¢cloud native application. A s

1. Containeization of applications and dependencies with an emphasis on splitting it and deploying a set
of a coarsgyrained set of microservices.

2. Set up of a CI/CD pipeline with stateless and declarative configuration for the service or application,
so that changemay lead to an automated new service build and deployment.

3. Orchestrator support and deployment for the services lifecycle management.

4. Embody network functiomonitoring,tracking and logging, by deploying telemetry facilities for
metrics and tracing.

5. Ensure, service discovery, which will allow network service to be discovered by other consumers
inside or even outside of the cluster.

6. Facilitate declarative configuration, by outlining the importance of policies, especially network and
security policies, abeing applicable and supported through the service.

7. Distributed storage, whenever stateful workloads are used, ensuring thus compatibility with cloud
native environments.

8. Cloud native messaging like pub/sub, request/reply systems.

9. Efficient runtime delivey and software distribution (e.g. accessible registries)

The first three steps of the above described process are imperative in order to declare the architecture as clouc
native. The enforcement of these techniques enable loosely coupled systemgésiieare manageable, and
observable. Combined with robust automation, they allow engineers to makienpatt changes frequently

and predictably with minimal to[SNIM-10].

Key features of cloud native application architecture include patterns like teferred below.

9 Stateless processingyhich dictates thdeployment of a highly scalable and very fdaaolerant
storage system in which to keep all of our application state.

1 Microservicespattern, which provides composability and reusability by dewe¢pmodular
components each of which performs a very specific task and exposes a well documented API,
providing thus technology heterogeneity, efficient scaling and ease of development and deployment.
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1 Containerswhichapproach virtualization from an aspétat happens to be particularly wellited
to cloud native applications with the use of Linux Containers. Containers provide a number of
advantages which include low overhead, minimized startup latency, reduced maintenance, ease of
deployment and highgptability.

91 Design for automation,as cloud native applications comprise a large amount of different software
components. Proper orchestration is required for the deployment and management of the various
components. For thigasonprchestrators have enged to help manage microservices. Orchestrators
are in charge of the scheduling, starting, stopping, and monitoring the lifecycle of the microservices.

1 Declarative configuration allows for the whole system to be sh#aling because it makes it easier to
read and respond to what the system should look like. The system can then be made to continuously
correct itself.

CNF benefits to be considered are the provision of better resource efficiency by running more services on the
same server (using the nativeusture of microservices and concept of containerizatres)liency and higher
availability, as microservices are spread over multiple servers and machines and the processisydoed] is
higher development velocity for scaling the network using Kub&Fa orchestrator, less downtime in the
network using rolling upgrades of microservices.

3.1.1.3.1. 5G Network App (5G-NetApp)

Considering the 5G openness capabilities, materialized through APIs, as described above, in this section the
concept of the Network Applicain (NetApp) is defined. More precisely, in the context of EVOLVED as

NetApp is defined a software piece that interacts with the control plane of a mobile network by consuming
exposed APIs (e.g., Northbound APIs of 5G core and/or MEC APIs) in a steredbadd trusted way (i.e., for

a 5G network a NetApp should be CAPIF compligntor! No se encuentra el origen de la referencia.to

compose services for the vertical industries.

A NetApp shall provide services to verticalpdipations either as an integral part of the vertical application or

by exposing APIs, which are referred to as business APIs. In this context, vertical industries will be able to
develop NetApps that compose new services by consuming 3GPP APls asatledirdelco assets (referring

to business support systénBSS APIs, e.g., service orchestration APISs).

For example, authors [BNIM-11]iError! No se encuentra el origen de la referenciaproposed a framework

that leverages BF APIs (i.e., TrafficInfluence API to influence daiath configurations and MonitoringEvent

API to retrieve location information) to plan where to place Video on Demand (VoD) content. The framework
distributes segments of the full video to MEC cachespbly a portion will effectively be consumed while the
user traverses MECO6s coverage area, minimizing ac
the core network. The components that carry out this activity in the proposed framendih& considered

as NetApps. Note that, this potential NetApp not only receives information from the 5G Core but utilizes these
data to perform a more intelligent task. Machine learning algorithms can be applied on the framework to predict
where to placghe segments. Therefore, considering the way that the services are provided to verticals, the
NetApps can be classified to:

i Standalone NetAppA standalone NetApp provides complete services to one or more vertical
industries, either directly or througls integration to a vertical application. A NetApp that is integrated
into a vertical application, enhances the functionality of the application by adding network management
and monitoring capabilities exposed by the 5G network.

1 Non-Standalone NetAppNetApp that operates as a wrapper of Northbound APIs to expose services
through Business APIs. It is an auxiliary retandalone software piece (in the sense that it becomes
functional when its business APIs are consumed by an app). AStmadalone NetApp ales vertical
applications to be developed/upgraded (and take advantage of the 5G exposure capabilities) without
changing integral parts of their software, i.e., only by consuming the business APIs.

The two types of NetApps are presenteéigure9:
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The NetApp ecosystem is something more than the introduction of new vertical applications that -have 5G
interaction capabilities; it responds to the request for a separated middleware layer that will simplify the
implementation and deployment of vertical systems at large scale (considering also the adaptation needed for
Non-Public 5G Network 5G NPN deployments). Thiis the same request that triggered the development of
Vertical Application Enablers (VAE) by 3GPP SA6. NetApps can also be categorized by the level of interaction
and trust with the Mobile Network Operator (MNO):

9 Third-party NetApp.NetApp that residest a trusted thirgharty domain. A thireparty NetApp
consumes Northbound APIs and, also, supports trust mechanisms and security policies defined by the
network for the verticals.

9 Operator NetAppNetApps that reside at the operator domain, consideringyrédn-Public Network
(NPN) deployments, and, potentially, can have further access to 5G network capabilities, beyond those
provided through the Northbound APIs (e.g., vertical specific functionality at the OSS for slice
management) and those avhltaina third-party NetApp. In that case, the NetApp may interact directly
with the 5GC NFs.

Considering the 5G SBA, a NetApp can be an Application Function (AF) that assists the vertical server client
to communicate with the 5GC network (i.e., control plame) atilize its capabilities to enable netwalware
applications. Note that, a NetApp is part of the VAS as defined by 3GPP SA6, thus a NetApp is instantiated
during the development time of a VAS.

Control
interface
Northbound APIs
[
UE 5G Network Slice-A NEF
-
i -z | Access Network UPF
VHVJ-I'?W —Hi Service data flow #1 \l
- Service data flow #2 i

\z

a
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3.1.2. Resource orchestration approaches

Resourcerchestration, from the perspective of aerOS, can be conceived as the distribution of computing power
based on the deployment of servicesthis sense, it has beg@owered by the recent advances in network
function virtualization (NFV) technologies and software defined networking (SDN) technolafjfesugh the

smart networking has been thoroughly reviewed in the previous section, it@sre@yforce some ideas related

to SDN and NFV in order to understand how resources orchestration can behave in the continuum. In this
section, these advances are analysed ftom the point of view of resources distribution across the computing
elements.

It supports seamless and elastic service deployment for verticals while efficiently reusing the available
resources, and thus, reducing incurred costs and consumed energy. It is becoming more and more as ar
inevitable solution that enables fast service dejiveeduces human intervention and ensures a good and
consistent Quality of Service for the deployed services.
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Effectively, with NFV, Virtual Network Functions (VNFs) deployable inside telcos datacenters decrease the
operating cost and improve performan¢élFs are easy to deploy, upgrade, and scale up or down. They are
also more faultolerant than their counterpart functions built on dedicated hardware. Moreover, SDN
technologies can be integrated with NFV to provide easy and remote configuration okreguipment. This

allows better management of the infrastructure with the concept of netlicriy [ROA-1] Currently, ETSI

and IETF are the maintainers of both NFV and SDN specifications, respectively. ETSI has defined a NFV
reference architectural fraawork illustrated inFigure11. SDN resources, controllers and applications can be
placed at different locations in this architecture as reported@Af2]. ETSENFV defines a network service
architecturally as dorwarding graph of Network Functions (NFs) interconnected by supported network
infrastructure as illustrated Figure12.

NFV Management and Orchestration
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In a single administrative domain, the NFV Management and Orchestration (MANO) orchestrates the different
network services and manages the VNFs and the urignhitualized infrastructure. NFV descriptors based
on TOSCA specification are used for the VNF deploymeR@A-4].
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Supportfor multiple administrative domains is also importalRig(re 13). ETSI has defined the functional
requirements, interfaces and operations to support the provision of network services across multiple
administratie domains. They are based on the interactions between NFV Orchestrators in different
administrative domains (supported over the@rreference point)ROA-5]. ETSI has also reported the
different architectural options to support multiple administrativenalos for NFV MANO ROA-6].
Effectively, with the advent of 5G and its different traffic types and supported service, orchestration
encompasses now the Radio Access Network, edges and clouds. Thafshem@ajor challenges for Service
Orchestration isa efficiently orchestrate services in this heterogeneous continuum of resources federation
(Authority, Technology, Location).
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As oppaed to the single domain orchestration where the orchestrator has full control over the resources, the
multi-domain orchestrain requires some sort of coordination between the different domains. Where in the
former case, the resource orchestrators caumsbd to optimize against one or a set of objectives (e.g., QoS,
Cost, and EnergyHOA-7], in the latter case, the coordination between the domains should find some sort of
equilibrium of the objectives inside each domain and across the domains whilegtiserQoS of the E2E
service. In this vein, different solutions have been proposed. For example, the WeR@AF8] proposes an

entire framework that incorporates SDN and NFV components to the basic 3GPP network slice management.
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The framework consistsf four major strata: mukilomain service conductor stratum, doregfirecific fully-
fledged orchestration stratum, sdbmain management and orchestration (MANO) and connectivity stratum,
and logical multidomain slice instance stratuRig(re 14). Each of these strata has its own fundamental
operational specifics for instantiating and managing the resulting federated network slices.

There are many concepts and solutions that permit the management of end to esdr{&@ts), above all in a
zerotouch mannerROA-9][ROA-10]. However, their orchestration approaches may differ according to at
which extent their decision engines are centralized or distributed. Indeed, centralized orchestrators have a
complete knowledgen the underlying infrastructure. Such orchestrators offer relatively short convergence
times, but they have limited scalability and they represent a single point of failure. While for the distributed
orchestrators, they are robust and have good scalabilit the convergence times are longer due to-joeer

peer negotiations that require complex interactiR®A-11]. Due to the evegrowing virtualization, lately,

more research is targeted towards hierarchical orchestration. In such orchestrationreachocdthestrator
manages its own resources and services and they are coordinated byehiglhachestrators that can be also
coordinated by even hightervel orchestratordJOA-12].

The growing complexity in orchestrating services calls towards amated orchestration and management of

the service. As stated earlier, NFV and SDN have played a crucial role in the softwarisation of the network and
its management. However, the latter still remains traditional, in a sense that it is basedefinpdpolicies

that are static over relatively long periods of time. There is still a long way to go till a 100%-lcloped
autonomous management of networks in a -teuch fashion ROA-9][ROA-13]. In this vein, different
initiatives have been kicked off, withT S| ZSM ISG (Zero Touch network and Service Management Industry
Specification Group)ROA-1 4] ETSI ENI | SG (Experienti atouciNet wo
Orchestration, Operations and Management (ZOOM) being the most noticeable oneshédiedtlow the

concept of closetbop automation (CLA) in order to realize zdouch orchestration and management. The

CLA is based on the two most notable paradigms for closed control loop which are OODA (Observe, Orient,
Decide, Act) and MAPE (MonitoAnalyse, Plan, Execute). Such as seen above, the CLAs of the domains can
be run independently (distributed), hierarchically or they can be federated. Hierarchical CLAs form a tree of
CLAs where decisions and results of a CLA are communicated to a sopgi@isA. Distributed CLAs are
physically distributed and communicate and negotiate with each other. For federated CLAs, an agent is used to
govern a set of CLAs that have the same goal but where each one of them uses its own data and where thei
decisionsare aggregated and exchanged among them.

Artificial Intelligence (Al), supported by Machine Learning (ML) and Big Data analytics techniques, is
envisioned as a key enabler to realize Zerach orchestration and managemdROA-15][ROA-16]. Such

systems wald be of no value without a robust and hyggrformance algorithmic framework that governs, in

an autonomous fashion, all operational processes and tasks, starting from the planning and design of the
network, towards its deployment, resource provisioningnitoring and optimization. The success of these
operations hinges largely on the choice of the AI/ML model and its interpretability, which, in turn, depends
heavily on the availability of higlquality data. Furthermore, the next generation -tesch maagement

system should be able to make highly accurate decision making, above all in real time or-tieze.réhls is
particularly of vital importance for next generation networks promising the further support dbwlti@ency

and ultrareliable canmunications. On the other hand, high accuracy of Al/ML teghes comes at the cost of

high demand for computation resources. Hereby, solutions to optimize and accelerate the execution of Al/ML
techniques, without any loss of accuracy and whilst keepigig tcomplexity and computation needs within an
agreeable budget, become needed. Thetreich management of the netwaektvices, along with the relevant
resource orchestratioshould be carried out in an etwend style, considering and efficientlyardinating all

possible synergies among the different segments oflitferent domaing(i.e., radio access network, core
network, transport network, edge/cloud, etc). In this context, suitable APIs among the different network
segments, along with the sugring mechanism, should be designed not only to facilitate the data sharing, but
also to ensure safe shared learning collaboration among the segments of the same mobile network and acros!
multiple mobile networks administrated by different operators.

Automated orchestration systems face many challenges that need to be addressed to realise CLA in next
generation networks. Translating vertical or service requirement in order to setup a slice is of utmost importance.
Indeed, when slice customers have a unggieof QoS requirements, thesourceorchestrator should map the
high-level QoS requirements into the appropriate set of VNFs characterized by their compute, memory and
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storage requirements, their locations, level of isolation from other slice, aridalsiks requirements between

the VNFs. Currently, the resources allocated to VNFs are handcrafted by the network operators which lead to
resources overprovisioning. Therefore, ddtizenresourcerchestration is needed in order to allocate the right
amount of resources for eashrvice Such a mechanism should be supported by powerful predictive algorithms.

3.1.3. APIs, monitoring and communication services dr the
continuum

This section reports about one of the four axis of aerOS orchestration: the steinsslves, understood as
the software that performs an action oriented to a business, operative or functional goal. It also reports about
how those services are exposed and interacted across the continuum (as far as current approaches propose).

3.1.3.1. Service Orchestration

Service orchestration is the distribution of services on the nodes of a network. Services can be applications,
micro-services, or containerized environments which can be-siané or communicate with each other. The
service orchestration caets of objectives e.g., lowest latency or lowest energy consumption and (physical)
constraints e.g., resource consumption or device capabilities. In the literature, finding a feasible service
orchestration is known as task scheduling, allocation or diifiggproblem depending on whether the focus is

on timedependent, networkpecific, or useequipmerdcentric orchestration. Thus, we use the word task
interchangeable to service. The orchestration problem is known to tafdH50-4] and can be solved by
optimal and heuristic approaches.

An orchestration is optimal if it adheres to its constraints and returns the best value for its objective. Optimal
solutions can be found by using (Mixed) Integer Linear Programni@g,[SO-7, SO-3]. After defining the

model as an ILP problem, we can use a solver like P&IOP1] and IBM CPLEX BO-2] to find the optimal
orchestration $0O-3]. Cardellini et al. §O-4] define an ILP as extendable framework for optimal data stream
processing application placement. They shioat this framework can be easily extended with additional QoS
constraints like e.g., bandwidth consumption, imede traffic and elastic energy of the network. Seeger et al.
[SO-7] extend this framework with the focus on reducing the overall energummmti®n as objective. As
identified in Seeger et alSP-7] and Buschmann et aB(Q-3], solving these ILPs scales poorly. For example,
finding a solution takes over two weeks for over 28 taSk33]. As a result, this approach may be infeasible

for dynanically changing edge networks.

Heuristics and metheuristics approximate the optimal solution and avoid the poor scalability of optimal
approachesg0O-7,S0-3]. Seeger et alJO-7] propose a heuristic by using an ILP model with an approximation

of the retwork energy consumption; thus, decreasing the complexity and scaling linearly. Other orchestration
approaches use populatibased metheuristics like the Genetic Algorithm (Skarlat et &0f8]), Particle

Swarm Optimization (You et alS[0-9], Buschman et al. 5§0-3]).

Currently, the most promising algorithms in terms of time and resource consumption are based on machine
learning. Gao et al.90-5] propose a Deep Reinforcement Learning (DRL) approach to offload workflows
consisting of one or more taskn edge servers and user equipment. They minimize the energy consumption
and completion time of the workflows with a medigents deep deterministic policy gradient algorithm. This
algorithm yields the best values and terminates as fastest in comgarismdom offloading and DQNased
offloading. In the context of the IntellloT proje&Q-6], Buschmann et alS|O-3] propose and analyze a DRL
approach for task allocation which outperforms the ILP heuristic of Seeger®Dal] ond the PSO approach

for problems with increasing complexity.

3.1.3.2. Application Programming Interfaces
AThe dynamic generative growth of a digit-all. ecosy:

APIs have a big impact oevolution on software ecosystems [&Q). It is essential for the growth of an
ecosystem that contributors need to constantly adapt to changes of the underlying APIs. Continuous change and
innovation of technology requires that APl interfaces need to adjust as wekvieashg APIs are used more

by clients than slow evolving APIs, but the average time taken to adopt new versions is longer for fast evolving
APIs [1]. This results in a dilemma for API design philosophy. For clients consuming a given API, updating to
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a new API version can be costly andi-pfitting. On the other hand, the API developer needs to be certain that
the evolvement of the API is consistent, so that it covers existing or future use cases while causing minimal
incompatibility with older versions for the migration effort on the d¢lsde [SO11].

Defining the boundaries of an ecosystem is done through the API design that allovgsttyirdevelopers to

create adebn products for a given ecosystem [32]. Based on data collected on Wordpress.orgISPthe
co-evolution of APIs bwveen creators and contributors for a digital ecosystem is crucial. Existing pure digital
ecosystems like Wordpress give insights into how an ecosystem can successfully grow. In 2012, Wordpress
featured 443 unique APIs from which only 103 originated sdtety the initial platform founder. This indicates

a thriving ecosystem that has grown outside of its initial design boundaries. From this, the following hypotheses
emerge that APIs as the core of an ecosystem are more influential than individual cospieest by a focal

platform system for the growth of a digital ecosystem.

With the relevance of API stated, it is equally important to look at further influences introduced by managing
and growing API developments. APIs have various impacts on the gevaid of ecosystems from a non
technical standpoint. Based on three ecosystems of Siemens, major challenges for business, architecture,
process, and organization perspectives can be identifiedl4EOrhese challenges lead back to the API
management fora@systems. For the business aspect, it is important to find the optimal speed of innovation for
all partners. For the architectural challenges, the management of API dependencies is crucial to the further
development and maintenance of the ecosystermhédtanbre, process and organizational challenges summarize
outside influences concerning APIs for an ecosystem. Concerningly, an API is traditionally observed as
something sole technical from an outside standpoint. However, it must be realized that rmeogrietgions
between API development and other concerns of software development exist. By respecting these
circumstances, the growth of an ecosystem can be further enabled.

With the relevance of API development stated, it is essential to investigatethiee fonplications of APl in an
ecosystem related perspective. As shown in the WordPresdJ5€rosystem development, it is crucial to

build a network of contributors outside of the core of an ecosystem. As seen in Figure 1, an ecosystem can be
represergd by the metropolis model. The kernel or core of the ecosystem is crucial to define how other entities
can interact with the ecosystem. Therefore, the API of the kernel needs to be designed in a very flexible way to
allow all kinds of prosumers and custers to interact with the ecosystem.

“Periphery: Prosume
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With multiple domains across all kinds of fields, the

existence and inclusion of mashup ecosystems with open

kernels and closed kersek very relevant. Ecosystems like

750- ROS try to reach into multiple closed source ecosystems in
Organization — order to provide a prosperous ecosystem in the domain of
T omm  robotics. However, thousands of individuals would be

200 meetzon - needed to create such eokea-kind ecosystem as wnsive

e e S ROS from scratch [SO7]. Especially, to reach a critical

mass of prosumers like companies to support the effort of an

open ecosystem, as seen in Figure 2.

1000-

Number of Packages

250-

By supporting the API given by the kernel of the ecosystem,

2010 2015 2020 prosumers are enriching theosystem but also personally
pate gain attraction in form of accessibility to the rest of the
ecosystem.

In the world of opersource ecosystems, ROS stands out
from other communities from other domains as seen in the previous figure. Ecosystems or comranrtiges ¢
seen with different kind of characteristics. The Linux Kernel is for example a very protective community. This
behavior has enabled the Linux community to provide a very robust outcome but change and therefore
innovation is hard to achieve. Other commities like NodeJS or ReactJS sesy¥ast grow in the web business
but fail to bring consistency. Analyzing these different PR governancgS@t 8 shows what different
characteristics are needed to have a thriving ecosystem that combines a nofithiie to a heterogenous
standardization effort in the case of ROS for the domain of robotics.

Equitable

OpenSUSE
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Still, with all aspects of the ROS ecosystem considering, the ROS ecosystentlgis tailored to its specific
domain. For end users, APIs and ecosystems play a secondary role. Users are primarily facing technological
problems from a usease driven standpoint. Usases are however not exclusively pinned down to a single
domain. Rather to the opposite, innovation driven -uases tend to have their core differentiation in the
combination of different domain solutions in order to address new markets.

Following, the state of API design proposals trying to combine multiple dom@nsther tenuous and have

slow momentum of the sparse community supporting such new ecosysterhi8][IR@visiting the standpoint

of the end user, combining different APIs from multiple ecosystems in one system to support a dedicated use
case is currentlyjot addressed during the design of conventional ecosystems.

In the era of the Web 1.0, APIs were designed to enable all kinds of users to take full advantage of all the
information provided [S€0]. With the growth of the Web 2.0 and following platforiiiee overall available

and defining APIs of the Web 2.0 altered the initial paradigm of the Web 1.0 drastically. Different digital
monopolies managed to capture 95% of the overall usage with only 20% of the available APIs at the given time
in 2007 [SG13]. This superior market position of a few internet giants resulted into the alteration of APIs to
direct data primarily into monopolies. This does not allow in a tefrservicecomplaint way to easily thinker

with valuable data that these monopolies po4&€321]. However, platform owners like SAP with over 13.000
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partners are starting to acknowledge these concer
how well we enab22e our partnerso [ SO

Ultimately, strict boundaries of any kinintroduced by ecosystems might not be feasible to further enable
innovation across different branches or ecosystems. As research on digital platform shows, innovation is getting
bottlenecked through platforms by enforcing new boundaries and therefbiifieriaction and growth of
ecosystems [SQ2]. Alternative decentralized approaches through defining new standards like the signal
messaging protocol [S@6] or the mastodon protocol [SZY] are ongoing efforts to bring back the Web 1.0
paradigm with reaat technological advancements in security and interoperability.

Finally, end users are dependent on utilizing APIs needed for thesages. Also, governments are continually
shifting their product development strategies towards external ecosystepgdency [SG24]. In this niche,

control algorithms and lowode tools start to develop monopdahglependent and decentralized ecosystems of
their own [SO23][SO-25]. With technology and branch independent architectures, behavior trees strive to host
APIs for all kinds of ecosystems without the need to adapt the core architecture. Furthed&otools also try

to approach a similar development but either lack the branch independency or are too simplistically designed
for programmatic extension of handlingferent kinds of technologies or ecosystems {&8).

3.1.3.3. MachinelLearning Operations

A specific type of services consists of those that are based on machine learning, often named artificial
intelligence (Al) services. Machine learning based services take data and map it to an output however neither
the developer nor thesar knows the exact logic and its exact decision boundary since it was not defined by
humans but defined or learnt by a statistical algorithm. Due to this fact, the operations of machine learning
services, the soalled machine learning operations, raisgscific needs and challengeS(f29]

In specific, those challenges are high for indusgialde Al, which comes with high requirements, for example
data privacy, low latency, high frequency data, high availability or trustworthy, reliable, and explainable
behavior of the model.

To address these challenges, it essential to monitor Al services. Thereby, two major classes of data can be
identified. On the one side, infrastructural metrics, like memory utilization, health status, response times, or
latency, tlat can also be seen as common metrics for all types of services. However, on the other side there are
also the streams of input data. Over the time, the distribution within the data may change, for example due to
changes on the production, changing envitental condition or aging effects of the sensors. When monitoring
those data streams, it is possible to take countermeasures like retraining the machine learning model, discussing
the changes with the domain expert, or taking the service offline to aaordi consequencessQ-29] Even

though there are attempts to define architectures for machine learning operations for industisaisgbiep

30] enabling this monitoring, there is until now no broad consensus.

For some industrial use cases this monitoringjadit data is in specific hard, since monitoring the performance
requires a label however labeling is extremely expensive, destructive, or contradicts with the business case of
the Al service. Before the training, the methods of active learning are abtesadg to reduce the number of

data points required for training a performant mo&e-B0] but the application in the productive phase of the
model remains so far untested.

3.1.4. Data orchestration approaches

During the Big Data eranterpises have seen a proliferation of data sources of different nature. Traditionally,
data managers kept a strict control of the data available within the enterprise by defining strict data schemas,
formal vocabularies, and metadata catalogues. Howevengtekfor quickly processing and consuming high
volumes of data led to movements like NoSQL that sought to avoid the rigid control of enterprise data

management. The NoSQL paradigm resulted into new t
or data lakes, which enabled agile application development as well as an easy way for data scientists to access
datainthese al | ed Aschema on reado fashion. As a result

unaware to the rest of the entesp. This lack of data governance had a great impact on matters like data
management regulations or applications that would require a holistic view of what the enterprise knows.
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Therefore, enterprises need to find a balance between understanding\alllttideadata while promoting agile
development for their applications.

To tackle these challenges, data infrastructures are now shifting towards dynamic, distributed approaches.
Especially, twaypes ofarchitectures are gaining traction within the indughe data fabric and the data mesh.

3.1.4.1. Data fabric

Gartner anal yst d asfaidesignsconteptehatdesvesaas an ategraied layar gfabiic) of data
and connecting processes. A data fabric utilizes continuous analytics over existovgrdisie and inferenced
metadata assets to support the design, deployment and utilization of integrated and reusable data across al
environments, including hybrid and mutfioud platforme [DOA-1].

The data fabric introduces a new architectural apprtettacilitates the integration of data regardless of their
source location. The integration layer abstracts data consumers from the heterogeneity of the underlying stores
by providing a unified view of the data. In this sense, data access to this wigfied facilitated through a
centralized interface. As a result, the data fabric propels the transition to-eedata mindset, where
consumers only need to think about what data they want rather than bothering about gathering and connecting
data fromdifferent sources.

——
APIs [t
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NoSQL  fe--

d

» AI/ML
TSDB  [a--

Streaming |1 “1--» Reverse ETL
Telemetry i

S DATA FABRIC \Jet2 consmers)

Data Sources

— —

Sitting at the core of the data fabric is the knowledge graph, which can be defthedj@ph representation

of thecombination of business data and an expligitesentation of knowledg&he term became popular after
Google unveiled their vision of a knowledge graph back in ZDT2A-2]. Google proposed a graph of real

word entities andheir relationships to one another hence, the idea of Athings,

The knowledge graph is considered a technology that can meet the requirements of a successful data fabric
[DOA-3][DOA-4]. Graph data representation enables handling connections between data among distributed
sources. The explicit representation of knowleth the graph provides semantic metadata that enables making
sense of data itself. Lastly, graph representations are particularly suited for data integration as they can
accommaodate any kind of data depending on the nature of the source (e.g., RDBM&rdatatabases, graph
databases).

In addition to the knowledge graph, another fundamental technology implemerttezldata fabric is known

as data virtualizatiofDOA-5]. This technologyllows for keeping data at the source, tlaysidng copying

datainto the data fabritor integration. Tle data fabric makes this possible by establishing smart indexes to the
data, so that when consumers of the fabric request some data in particular, the fabric goes to the respective
source system, collects the datad returns it back to the consumers.

However, data virtualization must be seen as a deardiyed sword. Virtualizing data brings many benefits such

as fast integration of new source systems, saving costs in terms of storage, and facilitating datacgo@mina

the downside, query performance could be deteriorated as every time a consumer requests for virtualized data,
the data fabric federates the query to the target source system, therefore, adding extra delay in the transaction
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This limitation could le addressed by using caching mechanisms, but still, the data fabric should be flexible
enough to specify which data must be virtualized and which must be materialized.

As of this writing, we found no trace of the concept of data fabric neither in treuitemor in SDOs, but it

seems to be mostly a commercial term. A market analysis shows that the concept is drawing much attention in
the industry as we already see several data management vendors offering the data fabric as part of their portfolio.
Some & the main vendors are IBMDOA-6], K2View [DOA-7], Informatica][DOA-8], data.worldDOA-9],

Stardog DOA-10], or TalendDOA-11].

3.1.4.2. Data mesh

Zhamak Dehghani deedécentradized sh@otechnical @ivactats shdire, access, and manage
analytial data in complex and largeale environmendswithin or across organizatiodfDOA-12].

Data mesh focuses on analytical data, so before going through the undercurrents of the data mesh paradigm, we
must first understand which are the differences betwperational data and analytical data.

Operational data can be defined as the data that keeps the current state of the business. Sometimes referred 1
as nNndata on the insideo, it represents t hiedatdiat a t
typically stored in systems like OLTP which are optimized for data access.

Analytical data is the historical, aggregated view of operational data. This kind of data is usually stored in
systems like data warehouses (OLTP) or data lakes. lothis e, known as fidata on th
is consumed by data analysts and data scientists to derive retrospective or future insights on the business. Thus
analytical data helps to optimize the business and user experience by using tedikeiguashine learning or
business reports.

The data mesh is classified as a sociotechnical paradigm that introduces not only a new data architecture, but
also an organizational operating model for the people that interact with data. This new paraldigmpoun
four principles

1 Domain Ownership: Ownership of data is decentraliznd defining business domains. This principle
aims for an architectural and organizational alignment among business, technology, and analytical data.
By logically decomposing datin separate domains, centralized bottlenecks like data warehouses and
data lakes are removed, thus enabling scalable data sharing that can keep up with the increasing diversity
of data sources, data consumers, and data use cases.

9 Data as a Product Doman-oriented data is managed as an asset to be shared with data users, as opposed
to the traditional approach of collecting data in silos. For data to become a product it must discoverable,
addressable, understandable, trustworthy, truthful, accessiblepatable, sel€ontained, and secure.
Overall, data product must be autonomous, where the lifecycle management of data and its models must
be independent from other products.

1 Self-serve Data Platform This new generation of data platform empowers efsstional domain
teams to share data. The platform implements the capabilities to manage the lifecycle of data products.
The data platform enables data users to seamlessly discover, access, and use a mesh of interconnecte
data products.

1 Federated Computaton Governance Data governance operating model with a team composed of
domain representatives. This federated model aims to defineatribisgy governance policies across a
mesh of distributed data products.
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Data mesh and data fabric architectures are considered ateomntary, being the data fabric an enabler of

the data mesfDOA-13]. The data fabric provides data owners with mechanisms for automating the creation of
data products and for managing the data peivwedict 6s
by the data fabric enables cataloguing data assets, turning these assets into products, and applying federate
governance policies. The resulting data products are exposed through the unified interface of the data fabric,
which data consumers leage to search and access data products.

Even though the paradigm of data mesh is at an early stage, we find in the industry data management vendors
like K2View or data.world that already commercialize implementations of data platforms aligned withathe dat
mesh architecture.

3.2.Review of relevant techniques for the meta operating
system

This section provides a review on key technological domains, and their recent advancement, which set the basis
for a newly introducedheterogeneous mix of enabling technolsgiei n t he communi cati o
domains and to their respective control, facilitating thus radical new use cases that extend from the data center
core to the network edges. Rapidly growing bandwidth and low latency, cost, security/privacy requirements
along with the surge in data volume that is anticipated from the massive number of devices deployed over a
variety of networks and environments, are pushing for a migration from traditional cloud based data processing
and computing towards an edgealsedorovision of services closer to the end devices and users. A seamless
synergy betweenedd¢eased and c¢cl oud based services that wildl
environment is dictating for a network and compute continuum. Recent ior@/and techniques supporting
automation and optimization across communicatanmd also newly introducedomputing and data service

planes, addressing complex project needs are discussed below.

Within aerOS architectureontainerization and virtualization techniques have a prominent role and
significance as they are key players which enable a collection of resources (e.g., network, network nodes, storage
and processing hardware) to appear to end users as a single coherent system which may seaotiefisty dev
required, per use case, fivirtual O resources. Over |
diverse needs with distinct individualized policies. Computing resources hardware and software dependencies
are separated and virtualizeetwork functions (VNF) completely transparent to the actual hardware below are
implemented on top of Virtualized Infrastructure Managers (VIM) which maoaderlying infrastructure
components, including storage, computational and network resourceain@amation of applications enable

the deployment of coarggained set of microservices. All these are transparent to the end user who just
perceives a compute and network continuum as single coherent siitezover with 10T expansion more

data is prduced and consumed at the edge and more compute tasks are executed at the edge than ever before
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so techniques enabling migration and placement of processing tasks towards the edge devices, where data i
generated, are requirdgidge nativei cloud nativetechniques across network continuunwhich will be able

to support emerging use cases with extreme service requirements in a variety of sectors are discussed in the
following sections. Techniques that will enable service provision to come closer to emtdvises and that

will also enable restricted devices be part of service execution are explored with the goal to advance the level
of edge native techniques which at the moment stay far behind relative cloud native techniques. One of the main
characteristis of the nodes that will be integrated in the aerOS loT network continuum is the heterogeneity; it

is this fact that makes IEs overall configuration and management & orchestration more difficult. In order to
provide nodesd aut selffcapabilitiasrodhetérogeheopsenoddse nequeed. A list of

self* capabilities is investigated and the more crucial ones for the project implementation are defined, the ones
that will enable a coherent and autonomous nodes management despite theimcdsgfesgarding their
architecture and software.

The aforementioned, aerOS, computing continuum will integrate a significant number of data producers. For a
smooth operation it is necessary that all the nodes that are going to be part of it have thiy tagxichange
information that can be mutual perceived and interpreted. Service based architecture will provide the possibility
for data exchange and data interoperability at least in ayntactic and semantidayer is important so that

a mutuemeftgrwi ||l enforce data to follow some prec
interpretable meaning.

Also what is important, from a data perspective, is to be able to maximize their value while protecting them and
preserving their privacyJnder this aspedata sovereignty governance and lineage policiese explored in

order to ensure their quality, integrity, security and usab#itditionally, data produced across the platform

will give the opportunity for dvanced Al management apprachesare explored for deployment within the
cloud-edgecontinuumboth as services implemented for edge IoT devices and processes but also in a platform
functional level, providing critical decisions for the best adaptation and needed reconfiguragbmarkimg

services. Based on the offeredyechodes apabilities, Al models which can perform on a federated basis and
which make use of limited data sets are described so that, beyond the demanding powerful training operations
conveyed on powerful cloudanhines, training and prediction activities can be placed at theedgardevices

and users targeting better response times for critical events and less bandwidth usage.

The extended range and the multitude of services to be deployed across thedglecmhtinuum erase the

need for a strong security and privacy framework. Development cycles require the extension of DevOps
methodologies to BevSecPrivOpsand the way in which, by design, security and privacy will be included, so

as to ensure agile lortgrm evolution, is also discussed. Moreover, beyond DevOps, a stemamtralized

security and privacy system which will support a cro$syer cybersecurity solution for all resources
management is required both due to the multitude of services deploypsd Hwe clougdge continuum and

also due the distributed nature of data production and storage. Access to network resources, services
subscriptions and utilization, data access and ownership should be governed under a holistic mutual trust
assuranmned I[/aWmb I ntegration of authN/ Z, | ogging ser
usage, consent, ownership, H/WSRW access are analyzed below.

In the next sections all above pointslaechnigues are extensively discussed.

3.2.1. Realtime corntainers in the Industry

Whendiscussingbout loT edgeloud continuum architectur@sthe Industryvirtualization technologies such

as hypervisors and containers take a very central role. Although these technologies are very prominently used
in the claud, they still must be adapted to IoT devices and the edge. In particular, if they are to be used in safety
related and regime (RT) systems there are multiple research questions to be addressed and solved. Cinque et
al. [RTC-1] displays the first protgpical implementation of an architecture for hosting-¢dhtainers which
guarantee temporal and fault isolation as a minimum, such that a fault ofaiticad component does not

affect a critical component. Instead of a kernel patched with Pregimphey proposed a dual kernel system,
where one kernel is responsible for hosting hard RT applications. In this prototype containers were scheduled
using Earliest Deadline First (EDF) and constasmdwidth server (CBS) implemented in R&ahe
Application Interface (RTAI). Results were produced for this scheduling scheme and compared to containers
scheduled with the standard policy of Linux and showed that their architecture outperformed this standard
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policy. T. Cucinotta et alHTC-2] contributed to netwd function virtualization (NFV) where their aim was

to deploy virtual network functions, e.g., switches, routers etc., intdinealcontainers. They did not aim for
hardRT guarantees, rather they used a probabilistic analysis method better suigerldadicontext, in which

NFV will find its greatest applicability. In their work, they extended the egmmce cloud software OpenStack,

such that it is possible to deploy containers to a Linux system. These containers were scheduled using
hierarchical sheduling based on the deadline scheduler extended for containers. The containers were allowed
to run on multiple cores. As communication protocol between containers, they use TTEtherndtr{jgeed
Ethernet) so they can assume constant transmisdiemcias and throughput. To analyze the system, they
modelled not only the scheduling of containers but also communication between them including the queuing
that happens in standard Ethernet networks. Furthermore, they provided for high traffic loattismodie! of

the system. This model is then able to provide-Bdfiguarantees, since is a probabilistic mod@T.C-3] Fiori

et al. propose changes to the orchestrator kubernetes that enable it to also-deplayrers. Their architecture
provides forthe use of a reservatidrased scheduler, and can thus be applied to HCBS, the standard
SCHED_DEADLINE policy or in the case of using a baretal hypervisor, like Xen, RTDS. In their tests they

use HCBS into which their rt version of kubelet interfaceset period and runtime for each cgroup. They also
further adapted the interface of HCBS such that cores could be specified with O runtime, resulting in them not
being available for executing Risks. Besides containers and hypervisors, UnikerRaIE€{] are another

novel virtualization technology which offer better performance concerning runtime overhead and boot times
and have a small code base and memory footprint.
executable image executes maly on a hypervisor. Such image contains application code, as well as all the
operating system functions required by that application.

3.2.2. Edgenative approaches: cloudnative techniques applied
along the computing continuum

The technologicdieadingcompanie have been focused on the development of the doridg the last ten to

fifteen yearswhere computing capabilities and infrastructure are offered in a central location by demand. This
involves different concepts depending on the service that is requdsfrastructure as a Service (laaS),
Platform as a Service (PaaS), Software as a Service (SaaS) and Functions as a Service (FaaS). In addition, thi
hardware located at the cloud counts with a uniform configuratianttas been completely custoeusby

vendors in order to achieve a better global performance (e.g., the machines located in a datacentre runs the sam
Linux based OS that has been developed by the owner company, specifically adapted for running the products
that they offer; or deploying raskof machines particularly configured to offer only one type of services like

K8s clusters) and fully coupled with strong and reliable network connections. On the other hand, the devices
located at the edge tier of the computing continuum are entirelgsdiveot fully controlled by its owners (some

of them are vendor locked and cannot be customized) and are deployed in a field where the network connections
areoften notreliable. For that reason, nowadays cloud computing has a grade of maturity thatyeideen

achieved at the edgk.is fair to state thathe stage of the edge computingrisw, atthe samealegree where

cloud computing s 10 years ago. Some cloud native technidees, virtualization, containerization,
container orchestration, mmservices, DevOps and CI/CD pipelipewhich are vendeagnosticdefacto
standards (despite there exist particular implementations per previdgr, cloud providers have its own
Kubernetes distribution but all of them accomplish with the standétkree and there are solutions to use
clusters of different providersjo not havetheir equivalent edge native techniques or are in an early
development stage. The challenge, thierip create edgeative techniqueselying onvendoragnostiddefacto
standards in the same way titatas been created for the cloud, and as much as possibdéeycle or adapt
cloud-native ones to the edge, taking advantage of theirtienmy production stage.

3.2.2.1. Usage of containers in the edge

One of the main differencdsetween edge and cloud is that in the latter the hardware resources are nearly
unlimited because a large number of powerful servers located on thkenwelh datacentres are connected in

order to achieve it. At the edge, a mdreterogeneous range of deagdive, which usually are resource
constrained andquipa widerange of CPU architectures. Thdsadware limitationgnake it difficultto run

the Docker Engine for some devices, which is the most used container runtime and the de facto standard for the
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container virtualization. Nevertheless, there have been developed some solution for running containers in
embedded devices with resource limitations.

The container engines are trying to reduce their memory footprint through the reduction of their internal
components and the removing of no necessary modules in order to increase their performance which appears tc
be an interesting trend for both cloud and edge. This has become a tendency since Docker releatmgkits low
runtime, runc [ENAL], as open soue; because the lclevel container runtime is only a part of a container
engine, it is the block that finally runs the container inside the system and interacts with fleeddighntainer

runtime. In the same way than Pantavisor, crun is ddeel cortainer runtime fully compliant with the Open
Container Initiative (the organization in charge of the containerization standards) runtime specification that is
written in C [ENA2], in contrast with runc, which is written in Go. Furthermore, the crun bisarpaller than

the runc binary (300KB versus 15MB) and has proved a better performance in a test consisting of running
sequentially 100 containers, where crun achieved the test goal in 1,69 seconds while runc took 3,34 seconds
[ENA-2]. Focusing on the cainer engines, an interesting container one couddifze a lightweight container

engine specifically designed for Kubernetes [EBIA Its main advantage is the reduction of the resources
consumption in comparison with Docker, Moby or rkt. Howeverpdnas not been developed for its usage in

a lowresource embedded device, the target device -of gniist be able to run Kubernetes.

BalenaOSs a host operating system with the purpose of running Docker containers on embedded devices,
specifically finetuned for containers and made survive harsh networking conditions and unexpected
shutdowngENA-4]. This OS is based on Yocto Linux, which provides a small memory footprint and the
possibility of an easy porting to more powerful devices across a setiefl\VCPU architectures. Its purpose is

to achieve the development of applications in the same way that if these applications would be deployed in a
cloud operating system through the usage of containers. For this purpose, Balena has developed its own
confiner engine (balenaEngine) based on the Moby project technology delivered by Docker and through the
removal of heavy Docker features more oriented to the cloud (Swarm, plugin support, overlay networking
driversé) that ar e notyvicesefaHe loy woncandatsa thréughrthe additior of d e d
specific features for this kind of devices. At this moment, the OS is supported by up to 20 device types.

User User User

Containers Application Application Application
Container Container Container

Supervisor
Agent

BalenaEngine
BalenaOS =

Userspace

systemd

Linux Kernel

The Balena companyffers an automated platform hosted by the company itself to manage the infrastructure
running BalenaOS and the workloads deployed in such devices that is named Balena Cloud, which has been
optimized for the edge. Last but not least, Balena has delivasaddihagement software in an opensource way

for advanced users or infrastructure managers that want to host this platform in their own infrastructure without
depending on Balena. By using this platform, developers are capable to dpplmation contaims, push

updates, check statasdview logsof the fleet of devices that has been previously registered.

According to the enterprise Pantacor, Docker has not been built having in mind the embedded devices due to
its high resource requirements, for thasen, they have developBdntavisora minimal lowlevel container

runtime written using the C programming language, like the LXC containers (LinuX Containers were the first
developed containdyased virtualization method) and the Linux Kernel [EBJAPantavisor has the purpose

of evolving the traditional embedded systems, from the legacy monolithic firmware and applications to a
modular approach using pure Linux containers, or in other words, into a set of portable and reusable
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microservices. Accordinggt Pant ac orismeBnata lbea singlsnany initsystem that boots directly

from the kernel and becomes the first process to run, which then brings up the rest of the system as a set of well
defined micrecontaineré [ EBN Fhis container ruithe is compatible wittArm, Mips, Risev, x86 and
PowerPCCPU architectures, its average size once running on a device is only of around 350 KB and requires
a minimum of 64 MB of RAM.

Applications

0s
Container

Legacy app
0s - Pantavisor container runtime

Kernel & drivers

Libraries

BSP

Hardware

Bootloader

Traditional monolithic Containerized and modular embedded

embedded Linux system Linux system with Pantavisor

In contrast with the traditional contaiRera s ed ar chi tectures, Pantavisor
on top of a container runtime. This is extremely beneficious to the embedded devices because thealye not

using all the features of a host OS, so Pantavisor containerizes the host OS layer, which becomes a containel
with the same characteristics of an application container with the advantage of having the ability to be updated
in a straightforward wayand finally Pantavisor acts as the minimal container runtime manager of the system.

In the same way than Balena, Pantacor provides a framework to manage the devices running Pantavisor and the
workloads deployed inside them that is named PantacorHub, ighichh offered opensource for shtfsting

and as a paid service hosted by the company itself.

- A _ Containerized host OS & apps
App App ) ;
_ Lightweight container manager
Host 08 -
Hardware Hardware
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Docker + OS Embecdded container runtime

Finally, EVE-OS is an Operatingystem originally developed by ZEDEDA and then donated under an
opensource license to the Linux Foundation that has included it inside its Edge researching projects stack [ENA
7]. The main purpose under the development of this OS is to provide to theadpating equipment a
universal, vendor agnostic and standardized architecture OS following the same strategy that used Google in
the smartphone market when they delivered Android. EVE has adoptekinaelh opensource projects like

Xen Project, Linuxkitand Alpine Linux for its development. Currently, the management of a fleet of devices
running EVEQOS is possible using the Adam controller, the reference implementatianLéF-EdgeAPI-
compliant Controller Furthermore, EVE provides support for runningntainerized workloads using a
container engine and for Kubernetes distributions. Last but not least, its main difference with BalenaOS and
Pantavisor, is that EMDS is designed for edge devices with more powerful equipment and not embedded
systems withdss than 512MB of RAM but allows its deployment in a wide range of CPU architectures.
Moreover, EVE has enough capabilities to be deployed on bare metal and supports a wide range of workloads
that can be combined: Docker containers, Kubernetes clustevétarad machines.
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3.2.2.2. Container orchestration at the edge

Kubernetes(K8s) has become the standard for container and microservices orchestration in the cloud
advantaging its competitors in the last years like Docker Swarm or Apache Mesos. In additicst, riregority

of the public cloud providers has delivered its own Kubernetes distribution that are fully compliant with the K8s
standard references in order to optimize the integration of K8s in their systems. One of the trends in the last
years has been take containers to the edge computing deployments, so if Kubernetes is the standard for the
container orchestration, it must be deployed at the edge, at least in the intermeddle nodes of the edge or, in othe|
words, in devices that are resource constramedhave enough capacity to carry out some more powerful
workloads in comparison with the leaf devices of the far edge tier. To achieve it, there has been appeared some
Kubernetes distributions or K8s based solutions optimized for the edge.

K3s is a lighweight fully compliant Kubernetes distribution developed by Rancher focused for running
constrained deviceas its memory footprint is much lower than other available K8s distributions{ENA3s

modifies the K8s paradigm of master and worker nodesyerting them into server and agent nodes. In
addition, offers three possible architectures: a single server with an embedded SQLite database and high
availablity servers using an embedded or an external database (SQL based database or etcdipdtios distr

is as well optimised for ARM32, ARM64 and ARMv7 platforms, hence better in case of leveraging common
embedded systems as nodes like Raspberry Pis or NVIDIA Jetson boards. Its minimum requirements are 256
MB RAM usage for an agent node and 512MBdaerver node with some workloads running in an agent node.
Rancher have also delivered an operating system optimized for running K3s with only the minimal resources of
the underlying OS: k30S [ENA]. This low memory footprint and its ability to run iexdces having diverse

CPU architectures converts K3s into the most recommended K8s distribution for building clusters at the edge.
On the other hand, Canonical has releddétoK8s, another lightweight K8s distribution with a minimal
memory usage of arodrb40 MB, but its recommended memory allocation is 4GB which is still notably higher
than K3s [ENA10]. From our experience, Microk8s has been tested in environments with only 1GB of memory

avail able and this K8s di stcroinbsuttriaoinn eddo edsenvditc ewso,r ke v
some cases. However, MicroK8s has the advantage of an easy customization through the installation of external
addons with only executing its HAinstall o codnmand

modules like CoreDNS, Helm or Istio and the possibility of achieving K8s High Availability in an easy way.
These features make MicroK8s one of the most interesting K8s distributions for development and testing in
slightly more powerful edge devices.

Another trend in bringing Kubernetes closer to the edge tier of theteddeud continuum is to adapt K8s to

the specific characteristics of the edge (unstable network connectivity, difficulty of managing heterogeneous
and lowresource equipment), maintaigiall its benefits achieved on the cloud and not only creating another
new K8s lightweight distribution. Some of these solutions try to maintain the control plane of the system at the
cloud and move only the needed workloads to the edge, converting ditanomous component of the system
regarding the application plane.

KubeEdge is an opensource framework built on top of Kubernetes with the main purpose of bringing the full
functionalities of Kubernetes to the edge that is under the umbrella of the lddire Computing Foundation

(CNCF) [ENA-11] [ENA-12]. The main idea under this technology is to move all the control plane to the cloud,
where the computing resources are higher, and leave to the edge the workloads or the application plane in ordel
to dalicate all the constrained computing resources of this tier for this purpose and as well as controlling the
communications with the far edge devices without
translated into a low memory footprirftthe EdgeCore installation of only 70MB. The KubeEdge architecture

is divided into three layers:

1 Cloud: at the cloud tier is needed a running K8s distribution that interacts with the also deployed in this
tier CloudCore, which includes controllers to dyranize the status of all the edge nodes and the
devices connected to the nodes.

1 Edge: the components deployed inside the EdgeCore handle communication between application
containers, connected devices and the cloud tier. The K8s pods are deployedayethibut its
depl oyment is controlled by the cloud. The pri
include the K8s API or its control plane. Moreover, a MQTT broker is needed to interact with the device
mappers (the available mapper types Bluetooth, Modbus and Opcua, but a Go library is provided to
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allow developers to create mappers for other protocols) that are in charge of the interaction and control
of the leaf devices, as well as of its lifecycle management.

91 Devices: leaf devicesithh almost not computing capabilities. They interact with the edge layer using
different industrial protocols for data exchange.

Moreover, KubeEdge can lead with poor network connection between cloud and edge and run the needed
synchronizations only undeonditions of network stability. This is a key issue for edge native applications that

is not resolved in K8s because it is mainly focused on the cloud. In addition, KubeEdge also provides service
mesh capabilities for the services deployed in all the Egges controlled by the same cloud.
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An illustrative use case built using KubeEdge is the deployment of a large number of monitoring devices across
the Hong Kong Zhuhai Macao bridge Theedge tier of KubeEdge is deployed in every device and all these
devices are managed in a centralized way by the cloud part deployed in a public cloud datacentre. Each
monitoring device gathers data from 14 different sensors (CO2, PM2.5, temperature, hupnid €é) t hr ot
specific mapper and the data is processed locally using Al inference programs deployed on the edge nodes (K8s
pods running inside each device). Only the selected data is finally uploaded to the cloud through a reliable 5G
connection, buin case of network issues there has been added a cache strategy at the edge for assuring that nc
data is lost during the process.

Taking advantage of the edge to cloud synergy achieved in the KubeEdge project, the same community of
developers tried to esthis technology to improve the execution of Artificial Intelligence workloads through

the edgeo-cloud continuum. For that reason, they have developed Sedna, a project focumptem@ning

across edgeloud collaborative training and collaborativéeirence capabilitielENA-13].

Another interesting technology for bringing container orchestration to the edge is the one that first was
developed by IBM and then donated to the Linux Foundation: Open Horizon (OH}IENAhis technology

shares with Kubgdge the concept of moving the workloads to the edge tier of the architecture but maintaining
the control plane (application and edge devices management) in the cloud or in a centralized environment.
Furthermore, OH promises the support of the managerheptto 10.000 edge devices simultaneously from a
unique Management Hub instance. Open Horizon architecture is divided into two main components:

1 Management Hub: located at the centralized cloud in which must be running K8s distribution, it
oversees the ctnol plane regarding the deployments and the edge nodes and devices.

1 Edge Agent: this component is divided into two subtypes depending on the workload type that will be
running in the node. The Edge Device Agent is targeted for resource constrained deicbeare
capable to run containerised workloads through a container runtime while the Edge Cluster Agent is
appropriate for equipment in which can be installed a K8s distribution.
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Open Horizon based workloads in the same way that K8s ones are natively supported, this is due to both projects
shares belonging to the Linux Falation.

Baetyl is another project which shares some key concepts with KubeEdge and Open Horizon since its
architecture is split into the Cloud Management Suite and the Edge Computing FrameworkqENAwever,

Baetyl only supports edge nodes with a mmmof 1GB of RAM that are capable to run a K8s distribution

(K3s is recommended for resource constrained environments), it does not support the single container mode
without K8s. This tool is also included inside the stage 1 of Linux Foundation Edge dewvélopment is in a
preliminary stage with a clear lack of documentation.
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The Akri project that is under the CNCF umbrella as a Sandbox project, has the purpose of developing a
Kubernets Resource Interface that allows to expose the heterogeneous range of leaf devices located at the
lowest tier of the continuum as resources in a K8s cluster like IP cameras or USB devices connected to the same
machine that is running a K8s node [ENA]. This is the main difference between it and KubeEdge, Akri is a
complement for K8s (provides a layer of abstraction for the devices in similar way the CNI does for the network)
where the devices interact with the Akri Agent service running on the nearespl&f a cluster, so Akri

extends the K8s functionalities but does not adapt it to edge native scenarios in the same way that KubeEdge,
which tries to adapt or rebuild K8s to put it closer to the edge requirements. Following with the description of
how Akri works, this technology supplies a set of device Discovery Handlers based on ONVIF, udev, and OPC
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UA as well the possibility of extending this set with custom handlers. When a new device is discovered by the
handlers, Akri creates a K8s service to manits state and gives the capability to provide high availability in
the case that a node loses network connection or is broken.
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3.2.2.3. Serverless at the edge

Serverless architectures are widatiopted in the public cloud, offering to the customers the possibility to run
their developed applications without having care of the infrastructure where it will be really deployed and only
during a specified timeframe. The main advantage of using sesseat the edge is the possibility of running

only the functionalities that are required in each moment, by creating functions on demand and scaling to zero
when these functions are not needed. This is translated into less resource and power conspeafteatlys
indicated for the resource constrained devices which are present at the edge tier of the computing continuum.

The serverless paradigm has arrived at Kubernetes through projects like OpffiRAaE/] and Knative
[ENA-18], which is an incubatingroject of the CNCF and the newest and the most interesting technology
inside this scopeKnative also provides a complete event driven engamed orCloudEventdENA-19], a
specification to standardize event data descriptions, wpems a wide rangef possibilities in K8s based
architectures and obviously to the edd¥ith the inclusion of this event driven engine, thepldyed
microservices can throw different events to activate some functionalities or workloads without the modification
of its soure code.

3.2.2.4. Public cloud providers approaches

The vast majority of cloud providers have treated its edge computing solutions like an extension of its own
cloud infrastructure and commercial solutions but located at the customers premise. In addition \titkese pro

have constructed its own hardware devices that are completely vendor locked to constrain their working scope
to their own cloud infrastructure, so it provides the great advantage of beingnuiptpy devices with zero
configuration needed from thimal user. These are its main advantages; however a great part of these solutions

is not actually edge native solutions that follow the new edge natives approaches and requirements, they are ar
strategy of moving workloads outside the cloud infrastrechwt without breaking a strong dependency on the
cloud.

Amazon Web Services (AWS) offers a solution named AWS loT Greengrass for deploying processing
capabilities in devices across the edge tier, specially 0T devices that gathers data from diffelnexlt sdtesors
[ENA-20]. This solution includes serverless based deployments in the devices using AWS Lambda, the
serverless approach of AWS, contatbesed deployments and Al inference capabilities at the edge through the
usage of created and programmeddais at the cloud. To avoid problems related to network connections,
Greengrass creates a virtual twin of the device that is constantly checking the real status of the device with the
desired one, so this status is only synchronized when the network tonneith the cloud is reliable. In
addition, inter device commutation is allowed inside a local network without depending on the cloud. Related
with device management, it has the ability to be completely configurable remotely to add and remove modules
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in order to avoid memory restrictions or extend its capabilities with a great customized software catalogue.
Another solution from AWS for the edge is AWS Snowball Edge, a device type from the AWS Snowball family
that is designed for working at the customestallations [ENA21]. Amazon offers three types of devices:
storage optimized for data transfer (80GB of usable storage capacity), storage optimized with EC2 compute
functionality (AWS product focused on proving computing capabilities on demand) and tecompiunized

(with an average 0f04 vCPUsand416 GB of memay). Snowball edge devices can be managed locally and
through the cloud, furthermore they can run powerful workloads to move all its stored local data to AWS S3
storage service at the cloud armhtrol the deployments running at the Greengrass devices. Finnlay, these
devices could be classified at the top layer of the edge tier of the computing continuum, because provides great
computing capabilities near to a small cloud datacentre.

Microsoft Azure provides a complete stack for the edge computing under its Azure loT Edge framework, with
remote equipment management, edge level virtualization and remote workload allocation and control [ENA
22]. This technology is delivered with an opensource MI&rige at the GitHub account of Azure to allow
developers to deploy and integrate all its edge stack with the customers infrastructure, nevertheless this stack is
finally depending on the Azure cloud stack, that is the opposite to opensource. Azure akstiffes a vast

range of the lowest and the medium tier of the edge tier devices (some of them are based on popular embedde
devices like Raspberry Pis, NVIDIA Jetson boards and INTEL boards) what means that experts have validated
that a devicdican connet with Azure 0T Hub and securely provision through the Device Provisioning Service
OPSp [ 2ZMA . Whatdés more, following the same strate:
offers a line of powerful equipment to bring all the Azure sertodée customer installations and avoiding the
uploading of heavy workloads to the cloud under the name of Azure Stack Edge. This equipment is divided into
two lines of products: Edge Pro Series, a line focused on powerful products to be located blottain a
datacentre (Pro and Pro 2) and a transportable equipment that can contain an uninterruptable power supply (Prc
R); Edge Mini Series, a constrained portable device operated by a battern2lNA

Google Cloud integrates edge computing solutions utx@oogle Distributed Cloud solution. One of the most
interesting features of this solution is that Google a really-&migloud continuum by offering services of all
the tier of the edgeo-cloud continuum architecture layers, including the telecomnatioit service provider
network layer and the possibility of virtualization of the telcos 5G network elements-PBENA
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Google Distributed Cloud
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3.2.2.5. Alternatives to containers

In the previous sectiorthere have only been presented technologies that rely on containers for virtualization
due to containers are the de facto standard for running virtualized deployments at the cloud and also are the
natural evolution of the legacy virtual machine (VM) badedloyments, moreover, since Docker was released

in 2013, this virtualization technique has been s
private clouds for different purposes. Nevertheless, containers are not perfect becausestmyspme
weaknesses (e.g. in security) and a reduced capacity for improvement. For that reason, other virtualization
techniques and future tendencies that could compete with containers in the short time have been appeared.

First, containers were createdreplace VMs, but an interesting capability of the latter are that provide a better
i sol ation because donot share the kernel of t he
hypervisor isolated, this separation occurs at a lower leveith@mtainers. This could solve the challenges in
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securing user workloads based on containers within #teul#int untrusted environments. For taking advantage

of this, VMs are being reduced to achieve the so called microVMs or lightweight VMs that ar@faslighter

as containers. Kata Containers is an OpenStack technology that makes it possible, its main goal is to run lighter
VMs instead of containers using its fully OCI compliant container runtime, which means that the popular OCI
image specification like Dockerfiles are compliant with this runtime and can be run natively using the Kata
Containers approach [EN26].

T’ad”lonal conla‘ners

Virtual Machine Virtual Machine Process C

Linux Kernel A

1] I

Memory Network Storage

Additional isolation with a lightweight VM
and individual kernels

Isolation by namespaces, cgroups with shared kernel

Another approach teeplace the containers with microVMs are Unikernels. According to ZNAUnikérnels

are singlepurpose appliances that are comyilee specializednto standalone kernels, and sealed against
modification when deployed to a cloud platfarm T h e  begonchUnikedhelsais to only use the strictly
necessary part of the user and kernel space of an operating system to obtaimaedi€dS that will be run

by ahypervisor without the need of a host OS. This is translated into a reduction of imagtsesibmoting

time as well as their footprint and their possible attack surface. However, this virtualization technology has
many disadvantages, the main one is the lack of standardization compared with containers, followed by the
limitation of debuggingad monitoring capabilities [ENA&8]. As an example, MirageOS is a library operating
system that builds Unikernels using the OCaml language together with libraries that provide networking, storage
and concurrency support [EN29]. Nabla containers is an IBMsearch project focused on building a platform

to handle Unikernel workloads (for instance, workloads built using MirageOS) through the usage of its OCI
compliant lowlevel container runtime runc [ENBOQ]. Its main limitation is that Nabla is not OCI ig&aspec
compliant, so it is not able to run software that is packaged using other container image specification other than
Nabla specific built ones.
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Finally, the most promisgnand novel trend to be established as a strong alternative to containers is the one

based on WebAssembly (Wasm). Wa s m -b &ss efida vbiirntaurayl i
developed by World Wide Web Consortium (W3C) which allows that softwaiten in a set of different
| anguages (C++, Go, Kotl i n, €) can be compiled a
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applications that are designed to run in the web browsers {ENJAHowever, in the recent times developers

that were aware 6fs main advantages started investigating if its promising capabilities could be moved outside
web browsers, or in other words, to the server side. Its low memory footprint, improved security and isolation,
fast booting (up to 100 times faster than corges) and response times makes Wasm perfect for running
workloads in edge computing devices that are not capable to run container workloads or for resource constrained
environments, where could lead to an increase of the simultaneous running workloadsedowifh the

number that was achieved with containers. This research led to the creation of the WebAssembly System
I nt er f ace mqgdiiak §/stgm intedaceiifor WebAssentbly wi t h 't he main pur po:
execution of Wasm in the server sideotigh the creation and standardization of APIs that must be independent

of the used Wasm engine. When Wasm is executed in the web browser, it uses the web APIs provided by the
browsers to enable its interaction with external components. Nevertheless\Weisem is run outside the
browser, these standard set of APl s donot exi st
standardized set of APIs to really make Wasm portable across different platforms and its engines. Nowadays,
WASI is still beirg standardized in a subgroup of the WebAssembly Community Group of the W3CJENA

In the present, there is available a wide set of Wasm engines that perform the execution of Wasm workloads.
The most promising ar&/asmtime [ENA33] and WasmEdge [EN24]. Wasm engines should be compared

with container lowlevel runtimes (e.g., runc) because they can be managed bieb@ltontainer runtimes

like containerd or cfb, which in addition can act as the K8s CRI in order to allow the deployment of Wasm
basedworkloads in Kubernetes in a transparent way for the user. Furthermore, Docker announced in October
of 2022 the compatibility of the Docker engine with Wasm deployments through the usage of WasmEdge as
the Wasm engine together with the containgegmshimthat is in charge of the communication between the
high-level container runtime (containerd) and thedewel runtime engine (WasmEdge) [EN5].
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3.2.3. Self* capabilities of heterogeneous nodes
3.2.2.1. Context

Today, cloudcomputing is one of the most widespread and used ways to perform complex calculations that
require a large number of computing cycles, or for the analysis and processing of largesarhdata that

require the highest possible speed of execution. Also, it is considered one of the most important changes in the
field of information technology (IT) for society [SELH. The National Institute of Standards and Technology
(NIST) of the Urted States Department of Commerce defines elmrdputing as a model for enabling
anywhere, convenient, efemand network access to a set of shared and configurable computing resources
(servers, storage, services, etc.) that can be provided and releddeand with very little effort. This model

is mainly composed by three service models: Software as a Service (SaaS), Platform as a Service (PaaS) an
Infrastructure as a Service (laaS) [SERJ- This type of computing has many advantages over othes,type
however, it also has some shortcomings that are difficult to solve for certain situations.

On the one hand, the scalability, the large amount of data that it is capable of processing or the practically
unlimited processing and execution capacity of Wakions are some of the characteristics that make <loud
computing a valid solution for most cases [SE]FOn the other hand, this great work capacity requires big
computing centres that are generally far from the source of data generation. This psothedssadvantages
(among others) such as high latency and low response time as the information has to travel through many points
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throughout the network [SELB]. These drawbacks prevent calculations and data processing in real time, with

a very low respese time and close to the source of information. Moreover, these data centres consume a lot of
energy, generating a huge carbon footprint. This high energy consumption has become a big problem today
because the use of energy is not efficient enough amut Blways generated with renewable energies [SELF

4]. In fact, depending on the geographical area, the energy mix differs from the rest. On the one hand, in
countries where emissions regulations are tougher, renewable energies predominate. On thadotimer ha
countries with more lax or neexistent emission regulations, fossil energy is usually the predominant one in
the energy mix.

In order to carry out these operations in real time, with very low latency and greater security in the transfer of
informaton, the edgeomputing paradigm was created. This allows calculations and data processing to be
performed on nodes at the edge of the network, rather than on nodes in the cloud. In this way, all the information
that is produced in the edge nodes is ateagssed in them. This makes it possible to reduce the workload of
the data centres, avoids network congestion and reduces the execution time of-Hemsithee applications
[SELF5].

There are currently several ways to define edlwmputing. The Edge @nputing Consortium defines it as an

open, distributed platform at the edge of the network, close to data sources and integrating compute and data
storage capabilities [SEL6]. For Zhang et al. [SEL], edge computing is a novel form of computing that
allows the storage and the processing of resources near the source of the data, providing intelligent services thal
collaborate with clougtomputing. Shi et al. [SEL-B] defines edgeomputing as enabling technologies that

allow computations to be performeatithe edge of the network, at the proximity of data sources. These nodes
not only consume data, they also produce and process it.

In order to create a edgemputing continuum network, it is necessary that all the nodes that are going to be
part of it hae the capacity to work and coordinate together. There are different types of nodes that are capable
of connecting to the continuum, organized according to the network to which they belong. This classification
of nodes will be developed in the next section.

On the one hand, Razzaque et al. [SBLEomment that one of the main characteristics of these nodes is the
heterogeneity. On the other hand, Xiao et al. [SELBtate that this heterogeneity of the nodes makes their
configuration more varied and theinysical conditions more complex and changing, making their orchestration
difficult. Due to this great difference in node types, each one with its own architecture and software, it is essential
to have a system that is capable of executing in the sameegandless of the platform. This system not only

has to be able to connect these nodes with the@mgputing continuum, it also has to be able to manage them
automatically so that each and every one of them has autonomy of use.

This independence in comjng nodes is achieved when the common system that governs them all is capable
of offering self* capabilities. There is a wide variety of s&él€apabilities, organized and named in different
ways depending on the chosen criteria. In [SEDF IBM explans that the essence of an autonomous system

is selfmanagement. The four main aspects ofsglhagement are:

1 Selfconfiguration: autonomous systems are capable of configuring themselves and their components
following high-level policies.

1 Self-optimization the capacity of continually improve their performance by monitoring and identifying
their resources to become more efficient.

1 Selthealing: automatic diagnosis and resolution of hardware and software faults.

1 Self-protection: the ability to anticipate aasgloid problems and autonomously defend against external
attacks or internal failures with séiealing measures.

Berns et al. [SELHA1] define a more complete list of s&ltapabilities, which are: sethanagement, self
stabilization, sethealing, seHorganization, selprotection, seHoptimization, seHconfiguration and self
scaling. They also include two new s&lfapabilities:

1 Selfimmunity: the system is capable of restoring security predicates after an attack, eventually
preventing them from beg compromised again.

1 Selfcontainment: the ability to keep functional parts of the system not compromised by a malicious
attack.
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Sterritt et al. [SELFL2] define a list similar to [SELE1] of self* capabilities by completing it with the
following: selfanticipating, seHassembling, seliwareness, setfhop, selcritical, seltdefining, sel
governing, selnstalling, selfreflecting, selsimilar, seltsimulation and selfware.

For this project we have decided to use the following*setfpabilities:

1 Selfawareness.
Self-orchestrated.
Selfdiagnose.
Self-healing.
Selfscaling.
Self-configuration.
Self-optimisation.
Self-adaptation.
Selflearning.

The practical application of these stltapabilities should allow autonomy of use and awareness of the
environment.

= =4 =4 4 —a -8 -8 -2

3.2.2.2. Types of nodes able to be part of the continuum

The computing continuum (also called digital continuum or the transcontinuum) is the combination of resources
and services at the centre of the network (cloud), at its border (edg®) taaakit (fog). Data is generated and
preprocessed at the edge, partially processed by intermediate nodes and, if necessary, transferred to the clou
[SELF13]. Today there is a wide variety of nodes that are able to connect to the continuum. Eaemaofttbes

have different characteristics and architectures that make them unique. There are several ways to classify them
depending on their architecture, type, location on the network, etc. For this project we have decided to classify
the nodes according their spot on the continuum:

1 Cloud nodes: higiperformance servers and higapacity storage systems that provide services to their
users. They allow complex calculations to be executed and are capable of permanently storing a large
amount of data [SELEA4].

1 MEC nodes: smart nodes that enable the capabilities of cloud services closer to the devices of the users.
This intelligent nodes can be standard IT servers and the network devices inside or outside of the base
station [SELF15].

1 Edge nodes: any deviegth compute, storage and netweatktached capability, capable of dividing and
distributing large amounts of work. Examples of these devices are access points, routers, base stations,
etc. [SELF16].

I Faredge nodes: hardware devices capable of runningitims that collect and preprocess information
received from loT devices or versatile computing nodes [SELF

1 Versatile computing nodes: geographically distributed physical devices closer to the end user such as
personal computers, laptops, smartphoteslets, wearables, smart cards, smart vehicles, etc., with
sufficient computing power to execute tasks [SHEI4F.

1 IoT nodes: physical devices such as sensors, readers, surveillance cameras, actuators, embeddec
devices, etc. They are able to detect evemntcharacteristics of real objects and transmit them to the
upper layer for processing [SEAF[SELF14].

3.2.2.3. SeH* capabilities

In this section, all the setfcapabilities necessary to achieve independence and autonomy of use of the system
will be described.

3.2.2.3.1. Selawareness

Gotzinger et al. [SELRA8] define seHawareness as an ability of computer systems to observe and analyse the
environment that surrounds them and themselves, with the aim of making changes in their behaviour according
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to the observations made. They also comment thatgelfeness is the base in an autonomous system for all
other self* capabilities. In [SELFL9] the authors explain that obtaining knowledge of the environment can be
through the analysis of the executitme of tasks, learning or sources external to the environment. In systems
with hierarchies, knowledge can be affected due to the loss of a part between higher and lower levels. Esterle
and Brown [SELF20] state that the nodes of a network must be anfother systems and devices further

away from their immediate environment.

Lewis et al. [SELF21] describe five levels of sedfwareness of networked systems:

1 Networked stimuluswareness: allows the system to know how to respond to events in its emritonm
with the stimuli received.

1 Networked interactiomwareness: determines that the stimuli received and the actions performed form
relationships with the surrounding environment.

1 Networked timeawareness: it obtains information about historical stimubrger to predict future
stimuli and their effect on other nodes.

1 Networked goahwareness: having knowledge of the objectives, goals, constraints and preferences of
the rest of the nodes allows them to know how it affects them.

T Networked metaselfawarenes: the system is capable of determining its own level of network self
awareness and how it is exercised.

In [SELF22] Anzanpour et al. propose a monitoring and control system for the health of hospital patients with

a seltaware design. This system is bdon wearable devices (with limitations such as power consumption or
performance) that obtain data through sensors such as heart rate, blood oxygen, blood pressure or body
temperature. This information is sent to cloud servers for their storage andsprocéhis system provides
personalized care, safganization, autonomy of use for remote monitoring and intelligent desizdimg

based on the situation for patients. Andrade and Torres [EBLBropose a conceptual model of cognitive
security, withselfawareness as the main element. This computer system is capable of generating learning
models (based on sedfvare knowledge) and reasoning models (created from the defined learning models).

In 2001, IBM [SELF24] proposed a feedback loop for autonoouatrol called MAPEK. This model has five
phases:

1 Monitor: obtain data and information from the environment for the nodaselfeness.

1 Analyse: the most important information obtained in the monitoring phase is selected and studied.
1 Plan: the necessaagtions to achieve goals and objectives are defined and built.

1 Execute: the procedures for the execution of the plans are defined.

1 Knowledge: the information used in the four previous phases is stored as shared knowledge.

In [SELF25], Elhabbash et apropose a generic
system that uses symbiotic simulation to address the
Change difficulty of analysing the quality of knowledge and
Request achieving the capacity for mesal-awareness.
Analyze 4} Plan [SELR26] introduce a system for descriptive and
generative dynamic models that estgthens the
capacity for selawareness. The system is based on
the analysis and extension of three -ivispired
theories that have examined the capacity for- self

Symptom

Knowledge awareness from different points of view. Zhang et al.
) [SELR27], discuss cognitive digitaivins, examine
ol Execute | the concepts of digital twins and salfvareness
| I together, and explore the possibility of harnessing
\ 7 different levels of selawareness for cognitive

digital twin design.
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3.2.2.3.2. Selbrchestrated

Synchronous and sequential execution @wiges is called orchestratio®rchestration systems include the
application logic needed to manage serviceBLR28]. Thisis one of the most important capabilities in
distributed systems, because it allows applications to meet the requirementasdmnioreover, it improves

the scalability of applications and minimizes failures between the modules that make them ug95Based

on the definition of orchestration in [SELFD], we can define setfrchestration as the salapability of smart

devices to configure themselves, manage themselves, and coordinate with each other to achieve common goals
and objectives.

In [SELF~28] Delamer and Lastra describe the difficulties in providing rapid reconfigurability in current and
future manufacturing systes in the industrial sector. This is due to the introduction of new processes and
devices in the systems with which already implanted components are expected to interact without having
previous knowledge about the collaboration with these new devices@rebpes. Based on this, the authors
analyse the concepts and definitions of-sethestration and choreography oriented to web services at the node
level and propose the use of setthestrated semantic web services to solve the problem. KhebbdBEL&l.

30] present a rewritingased specification developed in Maude to design and verify thadsgifive and
orchestration behaviours of the cloud and fog layers in order to manage the reconfiguration of the architecture
and manage the salfiaptation ad orchestration of the cloud and fog layers based on in a centralized control
pattern to achieve low latency and resources quantity-ttisle

The authors of the paper [SEL3] propose a new reference for Building Automation Systems (BAS). This
paradigmis heavily inspired by social network interrelationship models to improveageffguration and self
orchestration of nodes in home and smart building automation. The solutions and products currently available
on the market for Home and Building AutonmatiHBA) have limited sef€onfiguration, automation and self
adaptation capabilities. However, these capabilities are superior to those offered just a few years ago, with very
limited computing power and very slow connections. For this reason, the dedvdtamework is based on

social objects and semantic description of resources and services. This increases the autonomy of use of the
devices, their capabilities to configure themselves and the relationship between them and the environment that
surroundshiiem. These devices take on the role of intelligent agents, which canosfidfure, seHcoordinate,

and selforchestrate. The proposed model was implemented on Arduino boards and on Intel Edison and Zolertia
single board computers with more resources.

In [SELF-32], Schulz focuses on the development of a model whose objective is to define-thersajement

and selorganization of a network as if it were a subsystem within automation systems. In this way, all
components of the communication architectare defined, implemented and maintained in an automated
manner. The model is applied to Intranets within companies at an industrial level, orchestrating the transport of
information through IP and legacy protocols as well as wired and wireless connauéoclsangeably. The

author intends that the developed model serve as a reference for other research and as a standard in 10T network
at an industrial level.

3.2.2.3.3. Selliagnose

Seltdiagnosis is the setfapability of a smart node or device to cantusly monitor its health status [SELF

33]. The node has the ability to detect the error and its origin, which allows the development of highly reliable
and energy efficient applications [SEL38]. However, the term seffiagnosis is also applied to netiks made

up of intelligent nodes capable of sdlgnosis or sending their health status to central nodes for further
analysis. Examples of these networks can be found in [SSBI,HSELF36], [SELF37] and [SELF38].

Already in 1999, Discenzo et al. [SE{33] evaluated the need for 10T devices for-sdignosis of components

in the industry. Thanks to a small motor together with a microprocessor, they developed a moediHgreee

its status and prevent possible future failures. In [SBRF the athor addresses the development of
"Promising”, a model capable of seifagnosing the state of a network and its nodes. The method is based on
the use of a highly reliable checking component to evaluate the state of the nodes of a network. In addition, the
author recommends monitoring in a decentralized manner to minimize network traffic.
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Rahem et al. [SELB6], describe possible failures that can occur in data aggregation. This technique is
commonly used to analyse and diagnose the status of Wireless Sketsorks (WSN) due to its low power

and bandwidth consumption, reduced execution time, etc. In this work, in addition, an analysis is made on the
data added by the central node in the cluster to evaluate the energy consumption, tdiexgneefs. T node
manages all the operations and devices that make up the group it controls. ¥B[§BHé&rte et al. also develop

a model to monitor the health status of nodes within a Wireless Sensor Network (WSN) usiiiegsel$is.

The authors focus primarilgn detecting physical problems in device -
caused by impacts or not being properly oriented.

In order to identify failures and errors in-adc mobile networks anc
wireless mesh networks, in 2007 the authors of [SBE&Fproposed a
novel selfdiagnosis moel called "AdaptiveDSDP". This protocol is
based on comparison where tasks are assigned to pairs of nodes ¢
results obtained are analysed and compared.

Cheng and Tsai [SELB9] developed a day and night traffi
surveillance system with the abilitp selfdiagnose whether or no
vehicle tracking should be performed based on road lighting
weather conditions. If so, the system tracks the vehicles one by on
generates current traffic parameters. In the negative case, an estir
of parameterss carried out by means of regression to estimate
number of vehicles that circulate through a specific sector durir.y
defined time. This selfiagnosis increases the reliability of the system.

3.2.2.3.4. Sethealing

Selthealing is a part of autonaus systems that is responsible for independently managing the recovery of the
parties affected by a failure or attack without human intervention. This mechanism provides the ability to
maintain and resume the system in an automatically set condition {8HLKhalil et al. in [SELF41] also
include failure detection as part of shHaling. In [SELFLO], IBM explains that selfiealing is the self
capability to automatically diagnose and resolve, both, hardware and software failures.

(©) (h)

In China, Yang et alSELF42] developed and implemented a dwfiling system for the electrical network

made up of Easergy T300 controllers installed in medium voltage feeders (20.000 V) that monitor the state of
the electrical network through an analysis and-lsetfling agorithm in real time to detect failures and avoid
prolonged power outages. The controllers analyse the load of the feeders, obtaining data on the temperature of
the devices, energy, etc. in order to manage the network. Thanks to theadiely algorithmthe system is

capable of identifying the type of fault and its location, isolating the sector of the network with problems and
reconfiguring the network to fenergize the areas affected by the fault. In this way, the duration of power
outages can be reced from hours to just seconds autonomously.

In [SELF43], the authors also develop an autonomous control system for the monitoring drehisedf of

the smart distribution network based on distribution automation and advanced distribution automatett. Th
healing of the system includes the preventivelse#fling, the fault selfiealing and the economical shialing.

This intelligent system is capable of adapting to the complex environment formed by these networks,
continuously monitoring and manag resources. Thanks to this, the system is able to ensure and improve the
electrical supply of the network in the event of a problem thanks to the use of resources such as power generators
widely distributed throughout the network, energy storage dewitg®ven electric vehicles connected to the
network (V2G).

Control of autonomic systems through monitoring their health status is one of the essential pasteafisglf
algorithms. [SELF40] proposes a monitor model that can improvetsedfling perfonmance by decreasing the
amount of resources spent on gedhling affected parts of the system.

Neural networks are complex algorithms used in a wide variety of applications {8l Especially in the
field of artificial intelligence. To avoid failuras these systems, there are d@hling algorithms that are based
on replacing defective hardware nodes with new ones, which causes system overloag&l[SKhEIil et al.
[SELF41] propose a novel method that using a single node per layer it is passifgblace any defective node.
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If a node fails, its neighbour will also perform its tasks (apart from those already assigned to it) sequentially. If
the neighbouring node fails, the only spare node will take over, reducing the load on the system.

Liu etal. [SELF44] show the design and implementation of a #ene selthealing communication network

for reaktime ship monitoring. This network is capable of connecting sensors, control devices and computers to
interact with the ship's maintenance team.oligh various control and surveillance mechanisms, it is capable

of automating many of the tasks carried out on ships. The objective of this novel design is to solve the
transmission, reliability and retime problems of network communications. To do thiistransmits the
information through several routes to have a seamless and instantanebeslgaif network. Thanks to this
network, the maintenance of the ship becomes easier and faster.
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In [SELF45], as in [SELF42] and [SELF43], the author exposes a model for the automatic reconstruction of
the electrical network with selealing capacity to avoid power outages to users and reduce the cost ofgepairi
the electricity network.

3.2.2.3.5. Selbcaling

Based on the definition offered by Herbst et al. [SEBIBF on scalability, we can define salfaling as the self
capability of an intelligent node to increase or decrease the use of its resourcesndepente volume of

work to be done. If the workload increases, the node is able to increase its resource usage automatically.
Otherwise, it will remove part of its resources to accommodate the volume of incoming work.

Herrera and Molt6 [SELR7] introducetwo novel biologyinspired algorithms that enable aisttaling in
architectures based on the execution ofselhaged containers. The algorithms described are:

1 Selfscaling seksufficient cell model (SCM): this model is characterized by the lack ofctdire
interactions between containers. This design, in turn, is subdivided into 3 variantsAS&8M-B
and SCMC).

1 Selfscaling interactive cell model (ICM): this model is characterized by containers that have
information about the containers that are &irtenvironment. The exchange of information can be done
directly (between containers) or through intermediate services.

In [SELF48] the authors describe a model for sslfling the resources of a network based on the task
execution times of each instanef virtual network functions (VNF). The resources used by each instance (both
physical and virtual) are assigned per cycle unit using a weighting factor. The system is made up of two
components: a se#fcaling application (which includes several contaod management modules) and a
monitoring module based on mieservices. Nikravesh et al. [SE{4D] propose an architecture for a self
scaling prediction ensemble based on empirical studies, which is capable of selecting the best prediction
algorithm basedn the amount of regime workload.

Casalicchio and Perciballi [SEESD] present a selcaling model called "KHPA" that connects to the
Kubernetes controller and is based on a type of metric called absolute. This algorithm can make use of the input
parameters used by the original "KHPA" algorithms to obtain the number of containers to be instantiated. The
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use of this type of metric allows the system to reduce the response time of the applications compared to the
current Kubernetes sedtcaling algoritm.

Chattopadhyay et al. [SELFL] propose a selcaling orchestration model for 10T applications called "Aloe".
This framework dynamically deploys lightweight controller instances close to 10T devices (which are resource
constrained) to ensure high availiay and low setup time. It is fault tolerant, can migrate instances from one
site to another in case of problems with part of the network, and uses Docker as a base to support migration.

3.2.2.3.6. Seltonfiguration

According to [SELF52], the selcorfiguration of an application or autonomous system is thecag@lacity of

being able to configure and reconfigure itself automatically and independently in any type of possible condition.
In [10], IBM explains that sel€onfiguration is the selfapability of autonomous systems to configure
themselves and their components following Higlel policies.

Yang et al. [SELF53], in 2010 developed a model to setinfigure connected terminals in 4G networks and
heterogeneous communication and service envirorsn&ihen a terminal connects to the network, the
framework puts it in pr@perational mode until the node setinfigures, at which point the node becomes
operational within the network. When a terminal leaves the network, the TMS (Terminal Managemem} Syste
notifies the rest of the nodes so that they are aware of the new state and reconfigure themselves appropriately
Wang and Vanninen [SEL$4] describe and compare different protocols for individual peers toadigure

the P2P network. To determine iath is the best protocol, they simulate srsalhle P2P networks and compare

the quality of selconfigured networks.

In 2020 Mombello et al. [SELB5] presented a setonfiguring system for a photodetector sensor. Its goal is

to use a control unit thatn be programmed to find the centre of the light beam hitting the sensor, and then set
the detection pattern. This model allows you to automate the alignment of the light beam with the detection
pattern. For this, the model is capable of obtaining data fhe light sensor to reprogram the behaviour of the
photodetector sensor in real time. In [SER#], the authors describe a setinfiguration algorithm for a
modular robotic system (MRS). This system is made up of robots which move through a virtuatigticey

reach their optimal position in the configuration space. Through local communications the robots can analyse
and plan routes within the grid to change position.

Currently, there are millions of applications
running that offer services to usetn order to be
updated, many of them must be takenliofg,
Occupied grid their components updated, rebuilt and
reconnected. This method leaves users
Connected half-occupied grid tempOrar”y without SerVice, and there are
@ systems that cannot afford these complete
] interruptions, only partial orse Abdellaoui et al.
[SELF57], propose a redime self
configuration system that is capable of
automatically connecting and disconnecting the
modules (components) that make up the
applications to reduce service outages and cause the least possihiptiotesr Each connected object in the
application is considered as a software module that is added or removed to be updated separately.

N

Disconnected half-occupied grid

Yao et al. [SELF58] have designed a system that automates theadiguration of the use of virtualised
shared resauges in graphics cards of cloud servers intended for gyamting. This framework is made up of
four modules:

1 Sensor module: gathers preliminary system and application data.

1 Modelling module: automatically analyse raw data from the sensor module.

1 Controllee module: for each virtual machine running on the graphics card, an agent monitors its
performance and sends the information to a scheduler. This analyses the information of all the virtual
machines and sends an instruction to activate the control system.

1 Selfcontrolconfiguration module: manages the smihfiguration of the controller parameters.
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In [SELF-59] the authors present a novel sghfiguration model, based on softwalefined networks (SDN)

for time-sensitive networks. In existing configu@timethods, the end nodes have to send their data to a central
management node. These methods require manual configuration of the hosts. The new algorithm allows
resources to be obtained in a transparent and automated manner, facilitatogfaglfration in heterogeneous
environments.

3.2.2.3.7. Sefbptimisation

In 2003, IBM listed selbptimisation as one of the four basic pillars of an autonomous system. IBM defined the
concept of selbptimisation in autonomous computing as the continuous improvesh#ér performance and
efficiency of an autonomous syste®ELF10]. For Nami and BertelsSSELF60], selfoptimisation is the

ability of an autonomous system to allocate resources and use them in the most efficient way possible, meeting
user requirementdn addition, they also state that autonomous system workload management and resource
usage are two important points in segftimisation.

Zheng et al. $ELF61], defined a model based on autonomous computing to automatically optimise services
offered to sers. When the system changes internally, that is, the parameters that influence the performance of
the services provided to users change during its execution, dynarapseilisation is executed. This improves

the performance of the service to makearenefficient. When there are no big changes internally in the system,

the static setbptimisation prediction is executed. Both methods are combined to automatically improve the
performance and efficiency of the services that the system provides to users.

The authors of$ELF62], propose a method to automatically optimise handover parameters for 5G networks.
In these networks, configuration of handover control parameter (HCP) settings is done manually or through
self-optimisation functions. Due to the ¢gr number of devices connected to the network, offering a stable
connection for all over time has become one of the priorities in this type of network. Device handover occurs
when a node moves between two cells of a network. The authors also clasdifiy¢he agorithms as central
optimization models, that is, the optimization is performed based on the performance of the network as a whole
and not individually for each connected device. To change these behaviours of the network, in tisEp&per [

62] the authors describe a handover -sgifimisation technique for each user independently. To do this, the
algorithm predicts the HCP configuration for each user based on a weight function.
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In [SELF63], Sanchefsonzalez et al. propose a rlilased selbptimisation model for mobile networks that
improves and speeds up convergence in the search for solutions. These rules are really informatida on ho
solve specific problems. In addition, the authors state that this system has b&emneith® improve coverage

and cell overlap within the same network. Trumler et 8EL[F64], presented a model for creating self
organising autonomous systems tha based on nodes located in the network. This system employs a mode
of operation based on the hormonal system of humans. Each node sends informatiorofgaisistition
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through messages without using any extra communication system to avoid overlbadimgtwork. The
objective of these messages is to know the consumption of the resources of the nodes to be able to optimise
them in the most efficient way. The algorithm works in conjunction with a middleware also developed by the
authors of the paper.

In [SELF65], the authors implement a sefftimisation model for the nodes of cognitive wireless home
net wor ks, call ed fAHome Cognitive ResouUr-@gpémisdiannager
algorithms and information captured from the exeecutiovironment in order to perform efficient radio resource
management. To achieve its goal, the framework uses tdiggd reasoning and compliance with policy
regulations.

Wang et al., describe in the pap8ELF66] an autonomous system for sefitimisation of the course of a
ship. To do this, the objective to be achieved by the system is established and, through various algorithms, it
determines the most optimal and efficient control parameters of the ship's course.

3.2.2.3.8. Seladaptation

Selfadagtation is the sel€apability of the autonomous systems to adjust their behaviour during execution in
reaktime. This adaptation is made to respond to changes in the perception of its environment and of the system
itself [SELF67][SELF68].

Amiri et al. [SELF69], propose an autonomous system that uses a dynamic router architecture capable of
adapting at runtime. Several studies by the authors of the paper indicate that centralised routings offer greater
reliability, while decentralised ones offer morefpemance. This system performs mudtiteria analysis to
optimise and seldapt the architecture between more centralised or more distributed routing to deliver the
highest reliability and maximise performance.

The work described irSELF70], deals wittlthe variation of the Particle Swarm Optimization (PSO) algorithm

with dual selfadaptation and dual variation to improve the premature convergence problems of the standard
version. The goal is to widen the search range for the optimal solution and intipeosearch accuracy, the
algorithm's rate of convergence, and its response speed. The authors affirm that applied to the optimization of
objective functions, their version of the PSO improves performance and results compared to the standard
version.

Onthe one hand, irELF71] the authors describe

a multitier seltadaptation model for microservic: Self-Adaptation Requirements
systems that aims to improve the sadfaptation
capabilities of microservice frameworks. | l[“p‘"
addition, they also present a satfaptive Microservice System
description languag with which to determine the Service Layer
adaptation logic at the different levels « Q O Legends
microservice systems and a platform call - @  Variation Point
"AdaptiveK8s" to provide support as a Kubernet h‘%“‘““ - _
. . D Container
extension. The goal of all these efforts is to spec |© ‘Oj ‘ j | j
selfadaptation requirements at ttiéferent levels
and to provide the necessary components J,Der”oy
improve selfadaptation in microservice system | Platform |

On the other hand, Nallur and Bahso8&E[F72]

propose a decentralised model in the cloud that uses

heuristics so that servidesed applicationsan

self-adapt at runtime to the quality of service requirements they offer to users.

Ardito [SELF73], developed a system to satlapt the operation of smartphone applications intieal
depending on the current battery consumption of the devicegddlds to reduce the energy consumption of
smartphones and extend the life of their batteries. The method has several phases of operation. First, the powe
management module of the operating system obtains the consumption values through the hardwayé&eco
module analyses and divides the energy expenditure between each running application based on the current us
of each one. Finally, it sends the information with a maximum threshold that must not be exceeded. If the
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application exceeds the threshollde operating system sends it a warning to modify its operation, adapting
itself according to its energy consumption.

rol network In [SELF74], Yuan et al. present a selflaptive

Logging Adaptation Contstte | M model called "CASC", based on MAPSELF24],
Loganl o volaion | Graze to adapt the composition of servicesraaktime.
T Seltadaptive composite services can automatically

Read context

| adjust in reatime to changes in their surrounding
ioser environments. This system is capable of -self
(Prometheus) [ | . . . .
777777 oo n sty Qo sy adapting by selecting new services or gent_eratmg
o new schemes for the composition of the service.

= R— Boyapati and Szab&ELF75], developed a self
adaptive system for larggale microservice
pumcutor | changeconty | Lowd | L e e architectures, based on MARE[SELFR24]. The
Fine 200 AP system is made up of two independent networks. In
a network, the MAPEK loop monitors the
Resalve backend Demo Server environment, analyses thaformation received,
o | L sereo - and schedules tasks. On the other network, the
=il scheduled tasks are executed on the managed
system. All components are deployed on Docker
and are related to each other through REST API.
The authors emphasise the use of open source

tools for the development and implementation of the proposed system.

3.2.2.3.9. SeHfearning

Based on [SELF 6], we can define seléarning as the setfapability of an autonomous system to improve its
performance using unsupervised artificial intelligenoe machine learning over time.

Stress test

Dongzhi et al. [SELF7], developed a seléarning system for fault diagnosis based on an ontology knowledge
data store. To achieve a correct diagnosis of failures, the model is capable of drawing conclusions from the
knowledge stored in the data warehouse. This hew information is stored in the fault diagnosis ontology to adjust
the knowledge of the database and automate and improve the process of diagnosing system faults. In [SELF
78], Zhang et al. created a controller basedhe seHearning of parameters for the propulsion system of an
electric vehicle in order to improve acceleration from a standstill and speed recovery while driving.
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WenBin [SELF79], in 2012 proposed a model with skdarning of parameters to control the temperature
inside a spacecraft constantly. The objective was to guarantee that both the components of the ship and the
control and work systems, as well as livehg beings that lived inside, all had the correct temperature. To
achieve this goal, the temperature control parameter is capable-lgflaspihg from the ambient temperature.

Unlike direct on/off temperature control systems, this algorithm is capdibtentinuously modifying the

amount of time the heating system has to be on and its intensity (power) to maintain the temperature of the
object controlled in the optimal range.
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Jamshidpour et al. [SEL80], implemented a

R:‘“O‘?Pata system based on seétfarning for the
I"‘EEQZS“ Statistical analysis|  classification of higkresolution hyperspectral
2. Acceleration a“dT ‘ld‘é‘g’“ images. The system works with two learning

algorithms, active learning (AL) and semi

supervised learning (SSL). The SSL algorithm
semitags those untagged samples. The best
labels are added to the traigi set for the
classifier. The AL algorithm also selects
unlabelled samples and adds them to the
training set but classifies them by human
experience. The advantage of this system is the
reduction of human interaction and the ability
to vary the degree oinvolvement of each
algorithm.
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To increase the efficiency and decrease the energy consumption of electric vehidlestial. SELF81]
developed a selkarning algorithm of the
driving cycle for these vehicles. This system,
by means of a device cogeted to the car via the CAN bus, obtains up to 28 different parameters on the driving
of the vehicle and its status and sends them wirelessly to a data server via the Internet. Based on the result
obtained after analysing the data, the driving cycle idifieal to optimise the vehicle's efficiency. With each
cycle of analysis of the information received, the-fedfning system is able to more efficiently optimise the
vehicle's control parameters.

Chen and HeJELF82], applied in 2016 for a patent for @melligent system that saves electricity in drinking

water dispensers in offices and homes. This ingenious system is made up of hardware components (composite
control switch, time switch, control unit, etc.) managed by alsathing fuzzy control algghm to reduce
unnecessary heating of water. The model has four parameters: initial heating time (T1), reheating time (T2),
reheating time if the water is not removed (T3) and time between two reheatings if the water is not removed
(T4). Depending on theeason of the year, the outside temperature, the use, etc. these parameters vary
constantly. However, the system, through its-kelfning module, is able to determine the best initial
combination to efficiently heat the water and save energy.

In [SELF83], Abeysinghe and Bandara present a newlsathing algorithm to detect the incompatibility of
opinions in the TripAdvisor travel social network. The model, applied to hotel reviews on the social network,
is capable of finding inconsistencies betweendhimions written by users and the bubble ratings extracted
from the reviews. These bubbles define the overall experience of the place. The system is capable of reliably
determining correct reviews and ratings, to train thelsalining method to detectviews that do not match

the ratings using the matching reviews. One of the novelties of the algorithm is the use of three types of ratings
(positive, neutral and negative) instead of the common two (positive and negative).

3.2.4. Data syntactic and semantic in the

continuum

We are currently witnessing an exponential growth in the number of solutions that offer/procéssressing
amounts of diverse data. To some extent, this is
of 10T devices, but also to a significant increase in the number of solutions and systems whose applications are
already entering virtually every area of our | ives
in anunstructured form (g., most loT devices) or using dedicated, often proprietary, data formats. Since aerOS,
through its modular architecture, will provide the basis for a scalable, decutiatid adaptable computational
continuum, one of its core components needs to afftensive support for datavel interoperability,
considering many aspects of data sharing/processing. For simplicity, let us treat all the devices, services,
systems, etc. that aerOS can manage uniformly, and namattiicts

inteoperability
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3.2.4.1. Interoperability levels

Although interoperability is a relatively complex concepti t h many aspects to cons
definitions, boil down to the observation that interoperability is the ability of two or more artifacts to work
together despite differences imuage, interfageor execution platformiDIC-1]. Literature offers several
classifications, known as Al evels of interoperahbi
of the most popular ones is the LCIM (Levels of Conceptual Ingzadgility Model)[DIC-2] classification. It

consists of sevelevels named LO to L6, ranging from no interoperability at all, to conceptual interoperability.
The classification, originally created in the context of simulation theory, provides/recodmezésidwing

levels:

1 Level Oi No interoperability

1 Level 11 Technical interoperability Artifacts have technical connection(s) and can exchange data
between themselves. The premise are common communication protocols (such asT@rPP,
UDP/IP etc.) ad the network connectivity.

9 Level 21 Syntactic interoperability Artifacts have an agreed protocol to exchange the right forms of
data in the right order, but the meaning of data elements is not established. The contents clearly defined
are the format othe information exchanged (XML, SOAPSON, etc.).

1 Level 31 Semantic interoperabilityinteroperating artifacts are exchanging a set of terms that they can
semantically recognize. The information defined are the meaning of the data and the content of
information exchanged.

1 Level 41 Pragmatic interoperability Artifacts are aware of the context (their states, processes, etc.)
and meaning of information being exchanged. The information defined are the use of the data and the
context of information to be ekanged.

1 Level 57 Dynamic interoperability Interoperating artifacts can-egient information production and
consumption based on understood changes to meaning, due to context changes over time.

1 Level 61 Conceptual interoperabilityThe interoperatingtri f act s are compl etely
information, processes, contexts, and modeling assumptions. The level is focused on the composability
and the abstract modelling of the domain.

Another, more compact, classification has been proposed as 4 {rertturopean interoperability framework
for PanEuropean @overnment servicefDIC-3]. It recognizes three levels of interoperabilitgchnical
semantic and organizational Yet another classification proposal, provided by ETSI and AIDIC-4],
defines four levelstechnical syntactic, semantic andorganizationa) where some&echnicallevelaspecthave
been movetbeparateéhto a new category (syntactic interoperability).

9 Technical interoperability It is usually associated with artifacts, thatlele machingo-machine
communication to take place, mostly communication protocols and the infrastructure needed for those
protocols to operate. Some protocols in common use include: CoAP, HTTP, WebSocket, MQTT and
AMQP.

1 Syntactic interoperability It is usually associated with data formats. The messages transferred by
communication protocols needtohaveawled f i ned fAsyntacticd represer

1 Semantic interoperabilityRefers tahe meaning of data and concerns the human rather than machine
level intepretation of the data. Thus, interoperability on this level means that there is a common
understanding of the meaning of data being exchanged between artifacts.

1 Organizational interoperability Refers to an organizatiém ability to effectively communicatand
transfer (meaningful) information (data) despite the fact that they may use many different information
systems, as well as operate under different geographic or cultural conditions that can have a significant
impact on their operations.

From the techi c al , fdata | ayero point of Vi ew, tshalkk i ng
concentrate on two aspeétshe syntacticandsemantianteroperability.
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3.2.4.2. Data-centric interoperability

Syntactic interoperability involves the use of common fat@ats and common data structure protocols. It is

a necessary prerequisite for the existence of semantic interoperability, enabling and facilitating data sharing and
processing. Semantic interoperability, on the other hand, refers to the ability ctsaittfaxchange and process

data based on a uniquely defined common meaning/interpretation.

Since aerOShalloffer support for computations ranging over the emtitgecloud continuumin particular, it

will need to utilize/provide interoperability mecha s ms st arting from the Al ow
devices. Here, due to the rapid technological development, there is still some lack of standardization. In
particular, there are no dof fi ci aprodscedatilizbdby dasiotis f o r
types of |1 oT devices. Fortunately, in most cases,
commonly used representations at a relatively low (computational) cost. Therefore, the task of achieving the
syntactic interoperability is generally well understood and, thanks to the existence of popular, well documented
and widely supported data formats, such as XNALC-5] or JSON[DIC-6] relatively straightforward to
accomplish.

In contrast, the task of achievisgmantic interoperability is much harder, since it requires machine interpretable
(and Aunderstandabl ed) semantic descriptions. Suc

data models and data types,

models describing the interaction with artifacts,
frameworks for describing different versions of artifacts,
semantic descriptions of artifacts and the context,

privacy and security policies covering use of data,

=A =4 =4 =4 4 4

smart contracts and terms & conditions
can be further utilized to establish semantic interdphfyasolutions.

To minimize barriers for digital services that span different platforms, there is a strong need to encourage
convergence on modelling frameworks and languages. Some relevant wadnib@tconsidered includes:

1 Resource Description Framerk [DIC-7] (RDF)i usnggraphs with directed labelled atosrepresent
information

1 JSONLD [DIC-8]i JSONbasedserialization of RDFusing JSON Schen®IC-9] for describing the
data types.

Web Ontology Languag®IC-10] (OWL) and RDF Schemi®IC-11].
Entity Relationship Diagrani®IC-12] (ERD) and Unified Modelling LanguagiIC-13] (UML).

The most general yet promising approach to the problem of semantic description of artifacts and the data
exchanged between them seems to be the use of techsalegedoped so far for the Semantic VilgatC-14].

This includes application of languages such as, mentioned above, RDF andLDSfoN representing
Aisemantically annotatedodo dat a. These, i n t urnn, re
the form ofontologies which aresets of objects and relationships used to define and repgigentarea of
concern.Ontologiesprovidean abstraction which aims to hide heterogeneity of artitaotisenables them to
exchange and process data withamei n g f ul content, thanks to fiseman
Ontologies, which are the necessary component of the solution, can be formally defined using languages such
as RDF Schema (RDFS) and (restricted Avariantso o

Defining ontologiegequires a certain amount of expertise, or at least knowledge of the modeling language one
wants to use. In some cases, however, you can use tools such as Ont¢DialiAér] or ReDeFefDIC-16]

to automatically generate an ontdleay model. In the casef XML, such a model can be obtained from a data
structure definition expressed, for example, in the XSD language, orfiesst XML data. Of course, the
quality of the resulting ontology may leave a bit to be desired.
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The choice of a particular set oftotogies will, of course, depend on the application drfeavever, gven the
nature of the edgeloud continuum environment in which aerOS instances will operateagelafedsolutions

will play an important role Therefore, poper semantic treatment adrssors, sensor networks, actuators, and
their operations, i.e. observations and actuatiail,be of fundamental importance. Many ontologies for
describing these concepts/entities have been propbiseid overview can be found [PIC-17]. More recently

as a result of the INTERT project, two modular ontologies, targeted at 0T platforms deployments have been
proposedDIC-18].

Usually, for obvious reasons, the kal€dicated ontologiesould alsobe combined withor utilize other, high

level or domainspecificontologies Among highl evel ont ol ogliewel d henmteo lacg gi di:
very general conceptdidt are common across all domdDEC-19]. 0t her types of fAgener a
typically beontologiesrepresenting widely used moepts/domains, such gsolocatione.g., LinkedGeoData
[DIC-20], GeoSPARQLDIC-21], or WGS84DIC-22]), units of measure (e.g., DIC-23], OM [DIC-24],

or SWEET unitgDIC-25], time (e.g., Time OWIDIC-26]), or provenance (e.g. PRGY[DIC-27]). A useful

survey of data management and integration related ontologies can be ffiDIE-28].

In most realistic applications, to achieve interoperability of artifacts at the data level, it is not enough for the
data to be semantically annotated. In genewdifacts working together within an ecosystem will not use a
unified semantic modelTherefore, it becomes extremely important to be ablétrianslaté data while
preserving its meaning, expressed in the semantics of the sender and receiver, respdotivelythe data
produced and processed in the environments that aerOS will support is streaming inGeataral stream
processing solutions, such as offered by Apache prdjekiafka [DIC-29], Storm[DIC-30], and Flink[DIC-

31] offer modern toolsdr stream dtaprocessingHowever, they do not provide direct semantics handling
capabilities An interesting, scalable, and highly efficient solution to this problem was provided by the INTER
loT project, through the Intd?latform Semantic Mediator todPSM) [DIC-32]. In its implementationlPSM
utilizes Apache Kafka,and offershigh-performance, scalable and highly configurable semantic translation
mechanismsRecently, a general RDF etmend streaming solution, named Jelly has been proD$€e33].

It is simple to implement/utie, flexible and applicable to wide variety of use cadelyy can be considered as
an efficient complement to treemantidranslation rechanisms offered by the IPSM platform.

3.2.5. Data sovereigty, governanceand lineage poicies

3.2.5.1. Overview

Data governance is defined as fAa data management
usability of the data collected by an organizadion| D-H.&Rpanding the definition, data governance seeks

to engage people, process and technologies to maximize the value of data while preserving privacy and
protecting access to the dizSGR2].

( Discoverability | Security

Metadata '
management [ Data privacy ]

Data quality [ Data security ]

e

Master data
management
S ——

[ Classification and access control ]

\ JU

s

Accountability

Domain-based
governance
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The purpose of data governance is to build trustaita. To this end, the data governance strategy address
three key aspectsas captured iigure40:

9 Discoverability

Data consumers should have easy and reliable mechanisms for finding the right data within the
organization. It is essential for them to know the location of the data, its meaning, and potentially, its
relationship withother data assets. In this sense, metadata enables the discovery and governance of data
across the organization. Metadata can be automatically generated by crawling data sources and
monitoring data pipelines, but also it can be manually curated by hummatiss sense, several
technologies like metadata management tools or data catalogues have emerged to facilitate the
collection and exposing of metad@x5GR-3] i [DSGP-6].

Metadata can be divided into four main categories: business, technical, opkratioheeference.
Business metadata relates to the meaning of data and how it is used by business applications, i.e., the
definitions to properly use data. Technical metadata describes technical details on data during its
lifecycle such as data models,|fienappings, data lineage, or workflow orchestration. Operational
metadata helps at monitoring the processes involved in the lifecycle of data by providing information
such us runtime logs, statistics, or job IDs. Reference metadata helps classifylrasddtan standard
references that can either internal or external.

Other key dimension of discoverability is data quality. Data quality is the process that optimizes data
by making sure it meets a set of requirements such as accuracy, completenesgliapdgim

Lastly, master data management focuses on the definition of consistent entities across the organizations.
This harmonization guarantees the proper classification of data, which then facilitates the application
of data protection and data acceshcjas.

1 Security

Organizations must handle data in conformance with regulations (e.g., GDPR) along with a careful
management of sensitive data (e.g., PIl). On the other hand, data access policies and protection systems
must be prepared to protect agaihseats like data leakage or unauthorized data access.

1 Accountability

Assigns people responsible to govern a fragment of data. These people are also known as owners or
governors. Data owners can be responsible of data at different levels of granulengtyhbelomain
level the current trend with new approaches like data mesh.

3.2.5.2. European Data Governance Act

Data keeps growing at an unprecedented pace, and unlocking its full potential is essential for driving innovation
in industries and SMEs. A correct aafficient processing of data can help in developing new services and
products which citizens can benefit from. But to correctly exploit data rules and measures must be applied to
guarantee trust in the data.

As part of t he ES8rategpfe data thatan@ovesnancecAdtiza) provides guidelines
for increasing trust in data, improving the mechanisms for accessing data, and promoting data reusability. This
initiative seeks to involve parties both from the public and private sectors withottieofycreating and
developing ecosystems for data sharing across the EU in strategic domains such as energy, health, or mobility.

3.2.6. Advanced Al management approaches

Al activities require a lot of computing and are typically trained, developed, and usethitenters with
specialized servers. However, with growing power of mobile devices, significant number of intelligent
applications are anticipated to be implemented at the edges of cellular connectidhb¢Agfiting from the
concepts of Internet ofhiings, edgecloud continuum [Ad2]. Al at the edge of the network promises to be
beneficial not just at functional but also at business level, allowing the realisation of federated/distributed Al
scenarios and adjusting to the capabilities of the contimpptying techniques such as frugal Al. Moreover,
processing data close to the edge of the network can reduce latency and improve privacy by eliminating data
sharing.
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3.2.6.1. Federated Learning

Federated Learning (FL) is an approach to machine learning, wharmdraf a model involves multiple

dat asets stored in fAlocal nodeso (clients), while
words, there exists a central (shared) model whoseexgiions are trained in each participating nodegus
only its local data. Next, model parameters are fnc
the updated central model is redistributed (back) to the nodes that participated in the training. Here, the loop
closes, and the processpe at s, unt il the common model i s consi
process specific criteria).

The rationale behind FL is: rather than splitting data of a single stakeholder, and training the model in parallel,
the focus is on the use ofclal data that may belong to different stakeholders (without sharing it). It is easy to
see that only local nodes have actual access to their own data (which is not shared), while the central (shared)
model is updated on the basis of results delivereddiyidual nodes.

In the articles [A13, Al-4], the foundations of FL and an architecture of thebBked system, have been
proposed. The used machine learning software was TensorFlow, while the application area was related to word
prediction and suggestitno be provi ded as a service when smartop

Designing an Fibased system requires addressing problems that are (typically) not present in other popular
ML approaches [AB]. These problems are mostly related to the fact thatiddn multiple locations which

has consequences: (1) cost of communication needs to be considered, and (2) data can be unbalanced in a serio
way, different from the situation when data is not distributed.

The article [AF6] focuses on the problem agéd to the communication between the FL participating nodes and

the global server. Specifically, authors propose an encoding, which allows to reduce the size of transferred data
by up to 32 times. This is especially applicable in a situation where lodatiinish the work in a similar time

and send updates to the server causing congestion.

One example of an FL application is described in an articlé’JAll.e. a solution for classifying signals from

the electroencephalogram (EEG). Here, due to the foequbrsonal data protection, multiple small data sets

exist that, due to privacy policy, cannot be combined into one large (training) data set. An algorithm using the
method of covariance, based on neural networks, has been proposed. The articlesdeseribignals are
processed to constitute an input to the neural network. Next, an averaging method is applied, and the model is
updated on its basis. The achieved results are satisfactory, compared to other algorithms.

The authors of [A8] describe theiFL solution for processing medical data. The proposed approach is tested
using the MIMIGIII database. The authors do not describe, in detail, the used algorithms, but only the
components that they consist of. The client consists of three parts: théofitsaining, the second for
communicating with the servers, and the third for performance testing.

Another healthcare application example is described in the NVIDIA blog article. The Nvidia Clara platform is
used to implement the proposed approachand-L capable platform designed to process medical images and
genomes. The main motivation behind the described approach is, again, protection of patient privacy. Servers
in hospitals train the global model on local data. Local results are sent sectinelgkobal server.

In [AlI-9] an FlL-based solution for keyword detection is described. The model uses the esecader
architecture. A modified FedAVG algorithm was used, in which the Nesterov accelerated gradients were used
for the servesside updatesvarious methods of servside optimization were also compared, inducing Adam,
Yogi and LAMB.

In [Al-10] a system supporting maintenance of industrial machines is described. Normally, machine learning is
based on local data available within each machiise. of FL, allows one to benefit from the data of business
partners, without the need to share the actual data. Additionally, FL applied in this case requires appropriate
data preparation e.g. handling interoperability.

The publication [A#11] discusseshe possibility of combining FL with Generative Adversarial Networks
(GANSs) that are used to generate elements in various categories. They consist of two components: a generatol
and a discriminator. The generator learns how to create elements like agitee gor y of Aobj
di scriminator, on the ot her hand, | earns to disti
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the described system each client has a generator and a discriminator module. Clients also update the global
(sharedl generator and discriminator, located on the server. It is claimed that, due to the system consisting of
two modules, the problem of model synchronization is more complex. Four methods of synchronization are
discussed: synchronization of the generatar,discriminator, both elements, and lack of synchronization are
considered and compared. For the fgatld cases, where communication costs are very high, it is suggested
that generateonly synchronization should be used. In other cases, use of syrzati@miof both generator and

discriminator is proposed.

Caffe2 Deep learning framework with multiple algorithms merged into PyTorch A

CNTK The Microsoft Cognitive ®olkit - cloudbased deep learning framework (i
longer actively developed)

DIANNE Modular ML framework for designing, training and evaluating artificial ne
networks

TensorFlow Google ML framework

Theano Python library and compiler to optimize math calculations

Caffe (Convolutional Architecture for Fast Feature Embedding) deep learning
framework

SciKit-learn Python ML library featuring various classification, regression and clusterir
algorithms

PyTorch ML framework based on Torch library under the Linux Foundation umbre

MLPack Machine learning software library for C++

NVIDIA libraries

Rapids, cuBLAS, faster ML training

PaddleFL from Baidu

Opensourcefederated learningdmework based on PaddlePaddle: Python
C++, GPU support library

Flower

Federated learning framework: customizable, extendable, framegadstic
(can be used with e.g. PyTorch, TensorFlow, MXNet, stédtn)

Google TensorFlow
Federated

OpensourcePython federated learning, TensorFlow based framework cre
by Google

Threepio- PyTorch,
Tensorflow.js, and
TensorFlow

Javascript library enabling to run visual training with TensorFlow

IBM Federated Learning

ProprietaryPython framework with large nurabof implemented ML
algorithms to build FL systems supporting Keras, PyTorch, Skésitn and
TensorFlow

Federated Core

Programming environment for implementing distributed computations,
tensorflow federated

Federated Al Technology
Enabler (FATE)

Opensour ce project initi at dstibutey Py
framework with Docker, k8s aligned to big data

KubeFate Environment for distributed and federated learning using docker and k8s
Python Spark
Fate Cloud Cloud infrastructure woikg with KubeFate

OpenMined PySyft

Python federated learning using PyTorch

syft.js

PyTorch and PySyftJavascript frameworks enabling to run visual training
browser
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Federated Learning and | Simple, opeprsource FL framework integrating TensorFlow for deep learni
Differential Privacy SciKit-learn for linear models including privacy mechanisms

(FL&DP) framework
from Sherpa.Al
NVIDIA Clara Train Proprietary solution with FL support added from version 2.0. It uses
SDK TensorFlow and supports AutoML.

The FL frameworks for 10T are discussed in{].

3.2.6.2. Explainable Al

Explainable Al (XAl) is understood as a set of tools and techniques to help to understand and interpret
predictions made by ML models. It has become crucial for understanding how an éll neaches decisions

and for identifying possible sources of errdrsere are two approaches to achieve explainability: (I) build a
transparent ML model, (ii) use blatiox model and apply pesibc technique to explain its behaviour. The
former is a curmet and challenging research topic. For the latter different techniques can be used, including
modetspecific or modehgnostic, local or global, e.g. data visualization, decision tree, logistic regression
model, neural network model, SHAP (SHapley Addiex®lanations).

The National Institute of Standards (NIST), part of the U.S. Department of Commerce, defines four principles
of explainable artificial intelligence [AL3]:
T An Al system should supply Aevidence, support,
1 An Al system should provide explanations that its users can understand.

1 Explanation accuracy. An explanation should accurately reflect the process the Al system used to arrive
at the output.

1 Knowledge limits. An Al system should operate only under the condittomas designed for and not
provide output when it lacks sufficient confidence in the result.

NIST defines 5 types of explanation:

1 Inform the subject of an algorithm.

9 Build societal trust in an Al system.

9 Satisfy compliance or regulatory requirements.

1 Assist with further system development.

1T Benefit the algorithmbés owner.
XAl can be divided into three categories that can be addressed separately:

1 Explainable data
1 Explainable predictions
1 Explainable algorithms

One can also distinguish the following typesX#l [Al -17]: interpretable Al (user cannot only see, but also
study and understand how inputs are mathematically mapped to outputs), transparent Al (user can see how Al
operates using, e.g. summaries, visualizations, descriptions) and interactablerg\céumsateract with the
machine learning model to understand why it made a specific decision).

Activation | Google collaborates with OpenAl to develop this techniquestalize the interaction
Atlases between neural networks. It monitors the way neural networks expand their horizon w|
information and various layers.
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AIX360 IBM framework to enable the interpretability and explainability of various datasets in &
machine learmg model. A Python package that includes comprehensive algorithms th
monitor various dimensions of explanations and their proxy explainability metrics.

Alibi An open source Python library aimed at ML model inspection and interpretation. It foc
on poviding the code needed to produce explanations for {laglkalgorithms.

DeepLIFT |A comparative technique for activati on

InterpretML | Microsoft toolkit aimed at improving explainability.

LIME Local Interpreable ModelAgnostic Explanations is a technique developed by researchg
from the University of Washington. It helps attain a higher level of transparency within
algorithm.

Shapley SHAP (Shapley Additive Explanations)dsmethod to explain individualredictions, base
on the game theoretically optimal Shapley values.

Skater It provides model interpretation for all types of models. It also helps to develop an
understandable machine learning system.

Rulex Rulex is a company that ddeps predictive models for firgirder conditional logic rules.

Explainable

Al

Whatf Framework by TensorFlow that visually represents datasets and provides comprehen

Tool (WIT) | results.

Note that the above described tools were not designed for distributedoAUaction in edgeloud continuum
based solutions. The issue of how to address explainability in edge computing environments is an emerging area
of study [AF14].

3.2.6.3. Frugal Al

The current challenge is to develop new Al methods that are able to makeesetadihing data than current
stateof-the-art deep learning algorithms while maintaining similar performance. Noteworthy is that data is
crucial to provide an effective and efficient Miased solution. Here, salled frugal artificial intelligence
systems that require less data and less computing power to build them, may be a solution. One can distinguish
three options of frugality [AL5]: input frugality (related to cost of data, may result in less training data or
features), learning process frugalifselated to cost of computational and memory resources) and model
frugality (related to costs of storing and using ML model). In-1A] the authors outline the concept of frugal

Al and experiment with supervised learning (classification) using datadnoemtwatchesA new framework

for the analysis of machine learning algorithms in terms of their frugality, i.e., of how proficient they are at
delivering accurate predictions when working with limited resources. A novel evaluation measure was
introduced- the frugality score, which trades off predictive accuracy for resource consumption and can be
adjusted to the resources available to a learning algorithm.

It is difficult to train a model from a relatively small amount of data, or even from a singladediane shot
learning). However, there are methods to overcome or bypass this lack of data. Moreover, Al models trained
with smaller datasets can reduce compute resource requirements, storage infrastructure, data processing cost:
energy costs.

Note thatlack of data can refer to data itself or to labels (used in supervised learnirifj][Alabeling data
very often cannot be automated and require human involvement. Different techniques can be applied depending
on the situation: (i) low data, low labetransfer learning, domain randomization, synthetic data, (ii) low data,
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no labels synthetic data, (iii) high data, low labelselfsupervision, selflistillation, synthetic data, (iv) high
data, no labelsself-supervision, seltlistillation.

3.2.6.3.1. Transfer learning

This technique is based on using knowledge gained while solving one problem to a different but related problem,
e.g. reusing an existing pteained Al model that has learnt from a sufficient dataset that is similar to the missing
data [AF20, Al-21, Al-22]. It is a popular approach to deep learning problems whergimed computer

vision and natural language processing models are used to save resources required to develop neural networl
projects. Depending on the task domain and the amouabeled and/or unlabeled data available, transfer
learning falls into three main categories:

1 unsupervised transfer learning- a model is trained on a source dataset, and then used to learn a target
task on a different dataset. It can be used when there lisbeled data available for the target task.
When model is trained on multiple datasets its generalizability can be improved.

9 inductive transfer learning i a model is learnt on a source dataset and then is applied to the target
dataset. It is used whelmet source and target datasets are very different in size or structure.

9 transductive transfer learning i is applied when there is a large dataset that should not be revealed,
instead a small subset of data is provided for learning. One of the techniguzsitba used is leave
oneout crossvalidation.

Transfer learning is related to problem of mtdisks learning and concepts drift. Malsk learning is an ML
approach in which multiple tasks (with some level of correlation) are learnt simultanecaiskgther than

training independent models for a group of tasks there is a single model for all of the tasks. Often all of the
available data across the different tasks are used together to provide generalized representations of the data the
canbeused n mul ti ple contexts. Concept dri ft i s when
properties change over time (contrary to data drift when dataset changes over time).

The following subsections outline types of transfer learning that casdzkin different scenarios.

3.2.6.3.1.1Zero-shot learning

Zero-shot learning [AI18] is a method where a prained model is used to evaluate test data of classes that
have not been used during training, i.e. ability to complete a task without having receivad &eamples for

it. Zerashot methods work by associating observed andobserved classes usually through some form of
auxiliary information, which encodes observable distinguishing properties of objects. An example of such
approach is zershot trangdtion in the Neural Translation model (GNMT) by Google that offers diogsal
translations. Translation between two discreet languages is done with a pivot language. For instance, if
translation needs to be done from Norwegian to Japanese, first Namedransferred to English and then

from English to Japanese. The translation uses data to learn the translation techniques for language pairs.

3.2.6.3.1.20ne-shot learning

Oneshot learning [AI26] is a method of learning information about object categories @mentraining
example by treating classification problem more like differesaduation problem. Most popular usage area

is computer vision e.g. facial recognition, documents checkf)l Oneshot deep learning model takes two
images (e.g., the image frothe document and the image of the person looking at the camera) and returns a
value representing the similarity between the two images based on which it can be indicated if this is the same
person with respect to a predefined treshold.

3.2.6.3.1.Few-shot learning

Fewshot learning [Al19, Al-23] is an example of metaarning, where training is done on several related
tasks, so that it can generalize well to unseen (but related) tasks with just a few examples. The most common
application areas of fesshot learningare: computer vision, natural language processing (parsing, translation,
sentence completion), audio processing (voice cloning, conversations). Scenarios addressed include models tha
imitate human cognition (learning from a few examples), models thabecganeralized across similar tasks,
models that should recognize rare cases.
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3.2.6.3.2. Active learning

Active learning is a method used in situations when data is available but without labels and labelling is expensive
[Al-27]. This semisupervised learning introdue s fAan oracled into the proc
gueries i.e. chooses data to be labelled by the oracle. The goal is to find optimal queries with respect to
information gain, i.e. to select data which should be labelled in order to have thsthigpact to training a
supervised model. Two types of sampling can be distinguised: sbhased (unlabelled data is continuously

fed to an active learning system, the learner decides whether to send data to a human oracle based on a learnin
strategy) ad pootbased (the data samples are chosen from a pool of unlabelled data based on the informative
value scores and sent for manual labeling). Strategies for subsampling include: committee based strategies,
probability-based strategies and langergin baed strategies. Popular frameworks for active learning are:
modAL, alpacaTag and libact.

3.2.6.3.3. Hybrid Al

Hybrid Al [Al-24] means combining different tools/algorithms (e.g.-apmbolic Al with symbolic Al or
human intelligence) to address a problem from diffessrgles, using different models in order to deriver
optimal output and require less data for training.

3.2.6.3.4. Data generation and data augmentation

The goal in using this technigue is to generate artificial data but as close as possible to data coming from a real
environment using a simulation environment. Then this data can be used for training. If the data cannot be
generated Afrom scratcho then data augmentation t
data. Data augmentation techniques for gotar vision include: adding noise, cropping, flipping, translation,
scaling, rotation, brightness, saturation etc. Augmentation techniques in natural language models include:
synonym replacement, text substitution, random insertion/swap/deletion, bestktica, text generation etc

3.2.7. Security, integrity, trust, privacy and policy enforcementin
the computing continuum

The massive growth of loT devices and in extend to the huge amount of data traffic have created additional
issues on the bandwidth and reszes of the centralized cloud computing paradigm. The recent advancements

in the computer continuum have contribute on tackling this issue by employing the edge computing strategy.
Even though, this strategy improves the QoS, it has introduced additismes$ in data security, privacy, and

trust. Furthermore, the last couple of years both academia and industry focus on the enhancement of security
and privacy aspects in the computer continuum as well as on the evolvement of trust mechanisms between
different components in Edgeloud (EC) architectures. Following, are discussed the major challenges and
prominent solutions in terms of security, privacy, and trust in EC architectures.

3.2.7.1. Edge-Cloud Security

Challengedssues

The main issue regarding the secudtyhe EC is the protection of the data and the components that constitute
the EC infrastructure. Malicious actions in the EC can be encountered during the three main processes, namely
communication, computation, and storage. The literature has idemtifibdtudied several attacks that can be
occurred at different levels and layers (e.g., EC devices, communication and EC servers/nodes, and cloud
servers). The main attacks/challenges that have been identified are:

1. Malicious hardware/software injection: wersaries can add unauthorized software and hardware
components to the communication or node levels of the infrastructure. The malicious injections will
aim to exploit service providers to perform malicious actions on their behalf, such as bypassing
authetiication, stealing data, exposing database integrity or reporting false data. As one can understand,
this type of attack can have serious consequences on the EC infrastructure compromising the whole
infrastructurg SCG-1]
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2. Denial of Service: Adversaries oftiding the network with counterfeit messages to exhaust
communication, computing, and/or storage resources. This will have as a result authorized users to not
be able to use the EC services.

3. Eavesdropping/Sniffing: Attackers secretly monitor communicdtides to obtain access or control
information of the EC nodes, such as nodeds co
information unauthorized users can obtain access on the EC infrastructure.

4. Security threats from/on IoT devices: Migbbotnets, loT malwares, and ransomwares are on the rise
affecting both edge users and applications leadirgpdication freeze up or data leakage

5. Causative attacks against machine learning models: Machine learning (ML) is heavily used on EC
applicatims and are often target of causative attacks, namely attacks that manipulate or inject
misleading examples on the training dataset. Causative attacks on ML might affect the performance of
the ML models and based on t les (em.oidsefficiéns seduritys k r
unexpected actions, etc.).

6. Policy violation: Malicious actions that violate the existing policies of an EC infrastructure.

Solutions

1. Intrusion Detection SysterfiDS): IDSs are essential security solutions that play ar&ky for the
protection of EC continuum against malicious actions.

2. Securing firmware updatetoT devices should always by up to date to the latest firmware updates.
Therefore, the firmware updates should be performed in an automatic manner.

3. Access contrb Authentication, identity management, and access control are of utmost importance in
EC applications to maintain the security of applications and protect them from unauthorized access.
Access control should answer three questiSi&C-2]: Who should havaccess? What should access?

For how long should have access?
4. Policy-based mechanisms: Employing a set of policies to manage the systerBir@rsystemrlhe

policy-based mechanisms can be usedetedt violation of policies by assuring that standatds are
applied and are not breachH&CC-3].

3.2.7.2. EdgeCloud Privacy

Challengedssues

Ensuring the privacy of the EC infrastructure is a challenging task to be achieved. Several issues have been
identified in the literature related with maintaining the acdy in EC. The main challengas well as novel
solutions that enhance the protection of privacy are discussed below.

1.

Data privacy: Huge amounts of data are processed and stored witli€ #@osystem, which have
been acquired fr odevieep pdspitethetsecorityand erustwartBiress sedel that
has been applied in theC, there are always threats that might compromise its operation. Thus,
maintaining the privacy of the datadtso crucial and challenging.

Privacy leakageFor some ogerations EC devices might need to obtain personal information from the
data, regardless of whether this information is sensitive it must belong to information owners. However,
this information could be transmitted with other users or entities within soneth wi t hou't 0
permission. This could make them vulnerable to attackers during the data transmission.

Locatond at a | eakage: Several applications in orde
(e.g., in smart home environments). Locai data are sensitive, and i
privacy.

Solutions

1.

Cryptographicprimitives: In 2021, only 24% of loT devices encrypt the data before transnijssion
namely the remaining 76% transmit data unencrypted. Thus, provable seqiograyhic schemes
should be deployed to encrypt the data both when stored and transmitted within EC continuum. In this

! https://www.venafi.com/blog/cybettacksiot-devicesare-growing-alarmingratesencryptiondigest64
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way, an extra level of protection will be employed on the data enhancing the total data privacy of the
systems and reducing the possipibf privacy leakage.

2. Anonymization: Data anonymization methods are often an essential solution to preserve data privacy
and due to the fact that it is an active research field for almost two decades, several innovate solutions
have been proposed ovéetyearsThe main purpose of anonymization is to hide information related
to Personally Identifiable Information (PIl) (e.g., names, credit card details, mobile humbers, etc.)
[SCCA4]. Stateof-the-art methods for maintaining anonymity in EC ararfonymty, |-diversity, T
closeness, differential privacy, and hashing funct{&&C-5].

3. Decentralization: Distributing the sensitive information through various EC nodes, hence no node will
have full knowledge of the information.

4. Secure Data AggregationA privacy-preserving data compression strategy that is based on
homomaorphic encryption to encrypt data and then send it to the EC nodes. The EC nodes aggregate the
data to calculate the multiplication of individual data and send the aggregated results temlersd s
[SCGC6].

3.2.7.3. EdgeCloud Trust

Challengedssues

Trust is a critical issue in the EC environment an
in EC applications. Trust is the combination of security, privacy, and availability. Henoaler to establish

trust in a system, the security, privacy, and availability should be solid. However, maintaining trust in a complex
environment such as EC is not an easy task and comes with several chdg&3. Some of these
challenges aradted below:

1. Identification of thelevel oftrust: A concern regarding the trustworthiness of EC ecosystems is how
much trusthevarious entitie®f the EC they can put on each other when they exchange data and work
with each otherThis trust level shodlbe visible and transparent in the most possible extend.

2. Defamation(badmouth attack): A common attack that targets trust management systems that includes
Aibado nodes, which recommend incorrect values
reduce their reputation. This attack may have a severe effect on the EC environment depending on the
number of f@Abado nodes.

3. Handoff attack: Migrating a device from one place to another in a network looking for new EC nodes
to sink. It is often used to derm malicious activities, such as reduce network performancfs&
2] consume network resources.

4. Collision attack: A group of malicious nodes collaborate to influence the trust level of EC nodes.
Solutions

1. Trust evaluation: Is a common method for ertiag the degree of trust in EC. Particularly, Gao et al.
[SCG3] introduced a multidimensional trust evaluation method to solve the trust evaluation problem
on edge devices in 0T environments[&CC9] the authors proposed a trust evaluation methoedbas
on crowdsourcing and hierarchical trust management for trust evaluation inptysétal and cloud
computing systems. A trust computation framework propos¢8$€10] that leverages black/white
lists to select trusted communication parties.

2. Holistic Trust Management: Hybrid uthenticationand aithorization combining seHsovereign
identities, distributed identifiers, verifiable credentials, as well as FIDO, TEE, and hyperledger fabric
for storing trust scores.

The following table gathers the seityr privacy, and trust challenges in the EC continuum that mentioned in
the previous sections along with the solutions that have been developed to tackle these challenges.

u - o o| Malicious hardware/software injection Access control, IDS
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Denial of Service:

IDS

Eavesdropping/Sniffing

Access control

Security threats from/on IoT devices

Securing firmware updates

Causative attackagainst machine learning models

Access control, IDS

Policy violation

Policy-based mechanisms

Data privacy Cryptographic primitives,
S Decentralization
>
o _ Privacy leakage Decentralization, Secure Data
% 3 Aggregation
D >
o& Location data leakage Anonymization

Identification of thdevel oftrust Trust evaluation
o _ -
3 Defamation(badmouth attack): Trust evaluation, Trust managems
% o Handoffattack Trust evaluation, Trust managems
D 5
= Collision attack Trust evaluation, Trust managent

In order aerOS to tackle the aforementioned challenges a holistic solution will be developed that will be based
on holistic trust management. Particularly, authentication, authorization, and trust management methods will be
combined including technogies such as sedovereign identities, distributed identifiers, verifiable credentials,
TEE, and blockchain (e.g., hyperledger fabric).

3.2.8. From DevOps to DevSecOps to DevPrivSecOps

The project will follow the DevPrivSecOps approach as a continuous nandiehus, will contribute to develop
security, privacy and operation in systems that require continuous privacy and security. This is an evolution
from the DevOps methodology, that is a weibwn industry standard for software development in a
continuousfluid and agile way; first to DevSecOps approach with the aim of including security concerns and
controls in all the phases of the SW development cycle, so that cybersecurity can be considered and included
by design; and then to DevPrivSecOps with thepse of increasing the privacy knowledge and partnership

of developers, testers, operations staff and security experts.

The next figure shows a higbvel overview of the evolution from DevOps to DevSecOps to DevPrivSecOps.

~

e Automation
DevOps

® Security

DevSecOps

® Privacy

DevPrivSecOps
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This section will highlight the main characteristics of eangthodologyand the motivation to go a step further
to include aspects of security and privacy in the process.

3.2.8.1. DevOps

Historically, the &ck of cooperation among the development and operations teams in software production often
resulted in facing a lot of challenges along the software development lifecycle. Hence, the plan of deploying so
many changes at once leads to very hard forensicegsing on identifying what, where and why are located
those bugs that crashes the new release available.

This is where DevOps came into play. The term coined by Patrick Debois, in OctobeDE@ED]] is about

fast, flexible development and provisiogiof business processes, which by efficiently integrating development,
delivery, and operations, facilitates a lean, fluid connection of these traditionally separatd2PHG]. The

most consolidated definition of DevOASRSG3] is: "DevOps is a coflborative and multidisciplinary effort
within an organization to automate continuous delivery of new software versions, while guaranteeing their
correctness and reliability".

DevOps integrates the two worlds of development and operations, using autoevetiegmient, deployment,

and infrastructure monitoring. It is an organizational shift in which, instead of distributed siloed groups
performing functions separately, cradssctional teams work on continuous operational feature deliveries. This
approach hgs to deliver value faster and continuously, reducing problems due to miscommunication between
team members, and accelerating problem resolution.

There are various phases in the DevOps lifecycle. The DevOps lifecycle refers to a continuous software
developnent process that uses DevOps best practices throughout the lifecycle of the software. It is often
presented in a continuous loop. Although there are several approaches aiming to identify which are the different
DevOps stages or phases, those that arefregstently adopted in DevOps culture includes eight phases: Plan,
Code, Build, Test, Release, Deploy, Operate, Monitor, as presented in the following figure.

B Continuous Integration (Cl) B Continuous Deployment (CD)

B Continuous Delivery (CD) B Continuous Feedback (CF)

A short description of phas®PSQ4] is described next:

1 Plan: The Plan stage covers everything that happens before the developers start writing code, and it is
mainly relate with the Product/Project Manager role. Requirements and feedback are gathered from
stakeholders and/or customers and usduiid a product roadmap to guide future development.

1 Code: This is the phase where the developments start. In addition to the standard toolkit of a software
developer, the DevOps team has a set of plugins installed in their development environmemi® to aid
development process, including consistent estgittng and avoiding common security flak&esulting
in developers good coding practiaedin fewer failed builds.
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9 Build: Once a developer has finalized a task, the resulting code is committed tedacsitsr repository
typically througha pull request. Another developer then reviews these changes and once there are no
issues, the pullequest is approved. Simultaneously, the pull request triggers an automated process,
which builds the codebase and sumseriesf tests to identify any regressions. If the build fails, or any
of the tests fail, the putequest fails, and the developer is notified to resolve the issue.

1 Test: Once a build succeeds, it is automatically deployed to a staging environnageger, ouof-
band testing. Once the application is deployed to the test environment, a series of manual and automated
tests are performed.

1 Release: The Release phase is a milestone in a DevOps pipeline, as it is the point where a build is ready
for deployment into the production environment. By this stage, each code change has passed a series of
manual and automated tests, and the operations team can be confident that breaking issues and
regressions are unlikely.

91 Deploy: This stage is when a buildr&deased into production. The new environment is built, and it sits
alongside the existing production environment. When the new environment is ready, the hosting service
points all new requests to the new environment. If at any point, an issue is folrnkdennew build, it
is just necessary to tell the hosting service to point requests back to the old environment.

1 Operate: The new release is now live and being used by the customers. In this stage, the operations tean
should make sure that everything isiming smoothly. It is recommended to build a way for the
customers/stakeholders to provide feedback on their service

1 Monitor: The final phase of the DevOps cycle is to monitor the environment, sustained by the customer
feedback, by collecting data and picing analytics on customer behavior. All this informatisifed
back to the Product Manager and the development team to close the loop on the DevOpsTpiscess.
should be considereas aDevOps continuous process.

3.2.8.2. DevSecOps

In the past, the role of earity was isolated to a specific team in the final stage of development, but those days
are over. Now, in the collaborative framework of DevOps, security is a shared responsibility integrated from

end to end. Security is so important that it led to doiet t er m fiDevSecOpso to emph
security foundation into DevOps initiatives.

DevSecOpsPPSG5] means thinking about application and infrastructure security from the beginning and also
embedding DevOps with security controls providountinuous security assurance. DevSecOps is a natural
extension of DevOps to include secuity-design and continuous security testing by automating some security
controls in the DevOps workflow. Next figure presents how DevSecOps embeds security eantsssthe
DevOps lifecycle phases.

Security J Security J Security { Securityl Security J

[Security ‘ Security [ Security

The core concept of DevSecOps is that everyone is responsible for security. Management must take into
consideration when defining regements and developing schedules. Developers must incorporate it into every
facet of code and specifications. Security must be tested by QA professionals in addition to functionality.
Finally, operations teams must monitor software behaviour and respaktyqaiproblems. Therefore, security
awareness must be incorporated into each stage (Plan, Code, Build, Test, Release, Deploy, Operate, Monitor)
[DPSO6].
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1 Plan: The planning phases involves collaboration, discussion, review, and a strategy for security
aralysis. Teams must conduct a security analysis and develop a schedule for security testing that
specifies where, when, and how it will carry it out.

9 Code: Developers can produce better secure code using DevSecOps technologies during the code phase
Code reiews, static code analysis, and jommmit hooks are important cog@dase security
procedures. Every commit and merges automatically should start a security test or review when security
technol ogies are directly integrated into deve

1 Build: In this step the primary objective of DevSecOps build tools is automated security analysis of the
build output artifact. Static application software testing (SAST), unit testing, and software component
analysis are crucial security procedures. Tools iogrement into an existing CI/CD pipeline to
automate these tests.

9 Test: Dynamic application security testing (DAST) tools are used throughout the testing process to
detect application flows such as authorization, user authentication, endpoints cormed®s and
SQL injection.

1 Release: This stage focuses on protecting the runtime environment architecture by reviewing
environment configuration values, including user access control, network firewall access, and personal
data management. One of the maimagrns of the release stage is the principle of least privilege
(PoLP), it signifies that each program, process, and user need the minimum access to carry out its task
and combines checking access tokens and API keys to limit access for the owners.

1 Deploy. The security problems that only affect the live production system should be addressed during
deployment. It is essential to carefully examine any configuration variations between the current
production environment and the initial staging and developsettings. The deploy stage is a good
time for runtime verification tools to gather data from an active system to assess if it functions as
intended.

1 Operation: Operation teams should monitor vulnerabilities frequently. DevSecOps should use
appropriate todlo protect the organization infrastructure from cyber threats.

1 Monitor: A breach can be avoided if security is constantly being monitored for anomalies. It is essential
to deploy a robust continuous monitoring tool that operates irtinealto maintainrack of system
performance and detect any exploits at an early stage.

3.2.8.3. DevPrivSecOps

DevPrivSecOpss an evolution from DevSecOptth the purpose of increasing the privacy knowledge and
partnership of developers, testers, operations staff and securityseapeshown in the following figure.

Privacy Privacy Privacy Privacy Privacy
Security J Security J Security J Security{ Security J

[Security [ Security } Security
Privacy

Privacy Privacy

Again, DevPrivSecOps is about introducing automated privacy controls in the DevOps workflow. A key point
will be to introdue privacy techniques in the SW design phase, in order to take into account mechanisms such
as anonymization of data and data separation and to take privacy concerns into consideration when storing this
data.
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DevPrivSecOps methodology will be further deyelwd and det ail ed in fAD2. 4 De
specification V10 and AD2.5 DevPrivSecOps Methodol
respectively.

3.2.9. Distributed multiplane analytics

Distributed analytics spreads data analysis woddaaver multiple nodes in a cluster of servers, rather than
asking a single node to tackle a big problem. The same algorithms run across each of the nodes, processing :
subset of the data. Traditionally analytics involved the collection, transportatigmauessing of large data in

the backend. Large data sets were preferable as they often produced more insights than smaller ones. Therefore
research focused on the scaling challenges to keep up with growing data sets, these led to properties such a
Map Reduce, Hadoop and Hive. Applying this form of analytics to the networking domain is especially
challenging as the data sets grow exponentially as the networks become larger. The effectiveness of analytics
depends on the networks ability to generate telgmadta which is limited by available resources. Also
monitoring interfaces often expose a polling mechanism which is available periodically and provides a sampled
version of monitoring data. This may be problematic for time sensitive and complex diagnastt e nar i o s .
Datao techniques are | imited by the availability
inherent wastefulness of many Big Data applications, where large amounts of generated data are effectively
thrown away while in imdsight other data may have been more valuable. Such dsrrealetwork monitoring

data focused on outliers and anomalies or summarizations and aggregations of particular areas of the network.
Instead of collecting data from many locations to be maderally available for processing, distributed
analytics provides this processing at the source. This is achieved through a software function embedded in the
network device allowing for more control over what data is generated. Data sources can bedeatjystad

to generate exactly the data needed to support the analytics task. Instead of large volumes of raw data, device:
export small volumes of condensed information, or Smart [Dd¢sA -1].

The proliferation of data in modern networks has led to as&d analytics from both the management and
business perspective. Datdven functions and services rely on insights generated using large data sets
comprised of information from a range of components and users. Most current approaches to process this dat
utilise centralised, cloutdased storage. Models can be trained using large diverse data sets on resources
available through the public cloud. This allows for straightforward analyses of the datasets but also incurs
several disadvantages:

1. Changes ineggulation may affect the risk and cost of centralised storage.

2. The processing and/or merging of multiple independent datasets is complicated when working with
algorithms initially designed for centrally stored data.

3. Datasharing is restricted due tmcertain commercial risks.
4. Data collection is becoming more restricted

Alternatively, distributed data analytics moves the code and models for training away from the centralised cloud
and closer to the location where data is collected. This approacbhesm enabled through the increased
processing power and memory capacity of devices at the edge of the network. Concerns around privacy and
security has also motivated the distributed approach as they carry less risk when compared to centralised storage
The distributed approach is also viewed as being more energy efficient, reducing the movement of large data
around the network frees up resources for other services improving performance for current users or allows
them to be spun down in during quite peis[DMA -2].

Distributed analytics in the 10T domain is a continued research topic both in terms of tooling for straightforward
implementation and deployment efforts and distributing computational workloads around the syi&&é 1n

3] the authors desigand develop a configurable engine for distributed data analytics for lloT applications. The
engine utilises state of the art data streaming middleware platforms and updates with new digital models
reducing the effort needed to implement and deploy diggithdata analytics in lloT environments[MA -

4] the authors present fapecific decomposition of multivariate linear regression and apply the decomposition
method to the analytics model to run in a distributed manner in thenfaigled 10T deploymesit The approach

avoids sending raw data to the cloud and offers balanced computation in the infrastru¢idikéA i8] the

authors acknowledge the challenges of distributed deployment of DNN models onto resmstcained fog
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nodes with low latency in Ibdomain. Model compression techniques and horizonal model partition techniques
are identified as existing solutions with limitations. Alternatively, the authors propose an integrated Efficient
Distributed Deep Learning (EDDL) framework to addresses pus\imitations through a Balanced Incomplete
Block Design (BIBD), joint horizontal and vertical model partition and makk and ensemble learning
techniques.

The research community has put large efforts into bringing concepts from distributed ahatyticsi Bi g Da't
This is pursued to produce faster an [DMm6]theautadrsf i c i ¢
introduce a distributed and se@lfganizing algorithm to build a management system for big data analytics in the
healthcare donmia. Local autonomous operations performed by hosts in the distributed system feed resource
discovery operations making them faster and more efficient. AIJ@NA-7] the authors acknowledge the
cost, time and scal abi |l i tthe ndedfer altersative ppréaBhiesgsuch astdatad a
|l ess fiBig Datao where analytics is performed by
accessing any raw data. A distributed apprf@Veh t o
8] the authors provide a current state of the art for Big Data management through a number of topics from
advanced fABig Datao, Privacy Preserving ABi g Dat ac
Dat ao i n distr iThewttt®rd hageralsd providednemsitesations for driving future research
efforts in the field. IIDMA-9]t he aut hors acknowl edge that fBig Dat
data is processed as it arrives by distributed anddtemcy computa&nal frameworks. The authors provide a
comparative study of distributed data stream processing and analytics frameworks. The authors also present a
critical review of representative open source and commercial distributed data stream processing frameworks.

The visualisation of distributed analytics is also a research consideration with emphasis on simplifying the
process for users. [[DMA -10] the authors propose a visual analytics framework that addresses the complex
user interactions required through amwoandline interface to run analyses in distributed data analysis systems.

The visual analytics framework facilitates the user to manage access to the distributed servers and provides a
number of analysis and visualisation functions to the user.

Dask Dask offers a distributed framework as a thaked environment to compy
resource using dynamic task scheduler. The central dask scheduler i
coordinates the actions of several dask worker, which processes m
machines and caters to concurrent requests of several clients.

Dataiku Dataiku data science platform which allows analysts and data scientists t
predictive applications moreffigiently and deploy them into a productic
environment. It supports a range of features and applications.

RAY Ray is an opessource unified compute framework that makes it easy to scg
and Python workload® from reinforcement learning to deep leiag to
tuning, and model serving.

pandas pandas is an open source, Bft2nsed library providing higperformance
easyto-use data structures and data analysis tools for the Python progra
language.

scikit-learn Scikit-learn is an opesource macime learning library that supports supervis

and unsupervised learning. It also provides various tools for model fitting
pre-processing, model selection, model evaluation, and many other utiliti
NumPy NumPy is the fundamental package for scientbmputing in Python. It is
Python library that provides a multidimensional array object, various de
objects (such as masked arrays and matrices), and an assortment of rou
fast operations on arrays, including mathematical, logical, stapéulation,
sorting, selecting, I/O, discrete Fourier transforms, basic linear algebra,
statistical operations, random simulation and much more.

Practically, all existing implementations of algorithms operate with the training set entirely imeraiory. If

the computational complexity of the algorithm exceeds the main memory then the algorithm will not scale well,
will not be able to process the whole training data set or will be unfeasible to run due to time or memory
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restrictions. Thus,inorde t o handl e fAvery | arged data sewmle a n
learning techniques such as dask with Dataiku, RAY, Federated Learning (Edge Al) and Efficient Distributed
Deep Learning (EDDL) often increases the accuracy achidvé@utends to develop efficient and scalable
algorithms with regard to accuracy and to requirements of computation (memory, time and communication
needs)DMA -11].

3.3. Surrounding ecosystem

As organizations around the world embrace digital transformation amorenore data from Internet of Things
(1'oT) devi ces, smart sensors, and other devices al
Those data are collected, stored, and processed across clouds, edges, data centres, and colodati®ons, and t
each organization must-sxamine the ability of its existing technology to meet the demands of the data growth,
edge expansion, I0T, and distributed workforces. Additionally, new applications create a growing need for real
time datadriven decision mking, especially at the edgthat could be negatively affected by the quick data
growth.

While many data still reside on premises, other types of data are collected, processed, and managed at the edg
T outside of traditional data centers or public ckudnd are expected to grow significantly in the near future,
managing workstreams across these remote sites, in addition to gmresriges is a challenging task.

Tackling the aforementioned challenges, an edg#oud approach is designed to bring theud experience

to al/l of an organizationbés apps and dat a, regard
Strategy sets the edg@cloud hybrid paradigm as a strategic technology towards European leadership in the
digital space.

aelOSandotherDATA105 cl uster projects will contribute to
supply and value chains in clotitedge computing. More specifically, aerOS developments and impact are
significant in order to ensure EU marketdesship in distributed and decentralized data processing since aerOS
will break the current circle of smadkcale aehoc industrial edge implementation solutions and transition
industrial stakeholders through a virtuous pathway of industriaetige econmies of scale and open multi
sectorial solution provisioning.

3.3.1. Industrial approach to edgecloud continuum in Industry
(14.0 and 15.0

3.3.1.1. From Industry 3.0 t0 5.0

The advances made in manufacturing technologies, industrial processes and other sciestifiachree
physics, electronics and computing has led to several industrial revolutions throughout history, aiming at
improving throughputs, reducing downtimes and lowering costs. It all started with the first industrial revolution
in the form of mechanizain and the steam engine, helping to accelerate the economy. The second industrial
revolution came with the creation of the internal combustion engine, new methods of communications
(telegraph and telephone) and the invention of automobile. Finally, isettwnd half of the 20century the

third and the most recent industrial revolution took place: The third Industrial Revolution.

The third industrial revolutionliidustry 3.0) comprised an important advance related with the utilisation of
field-level computers and automation ruled the industrial scene. 13.0 is considered to begin, alongside computer
era, in 1950°s. During this era, automation tools (Programmable Logic Controller, robots) and technologies
were introduced in manufacturing process, enabliegautomation of tasks that were previously carried out by
humans. The most important advances that took place in the third industrial revolution can be séggurethe

45.
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Factory automation

AThe introductionof new automatiortechnologiege.g robotic arms,automatecassemblylines...) enabled
anincreasegroductivty,improvedquality robustnesshusreducingdirecthumanlabor costsanderrors

Emergence of PLCs and microprocesors

AThe development of advanced hardware such as ProgammableLogic Controlers (PLCs) and
microprocesorsenableda programmableindustrial environment,leveraginga full automation,data
acquisitionandadvancedaontrolof complexindustrialprocesses

Development of industrial robotics

AThe developmenbf newtechnologiedor advancedoboticsallowedfully programmable@utomatedines
which were capableof movementon three or more axes, enablingautomationon previously manual
applicationssuchaswelding, painting,packaginglabellingandproductinspection/testing

Development of supercomputers

AThe latestadvancesn microprocesorsallowed the developmenbf high level performancecomputers,
which enablechigh dataprocessingapabilitiefor newautomatiortoolsandrobotics

Business software

An line with the previoustechnologicabdvancesthe developmenbf computationatechnologiesallowed
the creationof advancedoftwarethat canexploit the new datageneratedn manufacturingprocessesnd
otherbusinessinitsin acompanye.g ERP,CRM, MRP...

Arrival of the internet

AThe arrival of internet and World Wide Web is consideredas the most inportant revolution in
communicationtechnologies This allowed a very efficient way to sharedataand information between
companiesandremotelylocatedmachineswhich enabledurtheradvancesn automatiortechniquesdata
sharingandprocessing

The latest developments in advanced technologies such as Ciber Physical Production Systems (CPPS) and sma
devices lead to the fourth industrial revolutidndustry 4.0) which is an initiative originated in 2011 from a

project in the higkiech strategy of the German government. Industry 4.0 comprises rapid advances and changes
in interconnectivity of processes and factories, as well as smart automation which is allowed due to the fast
development of artificial intelliggce and advanced robotics that integrate physical, digital and biological
worlds.

The industry 4.0 relies on bigata technologies and Internet of Things (I0T), as the interconnectivity between
complex production processes are expected to generate bighlatees within an advanced 14.0 facility which,

at the same time, require connexion reliability, low latency and high computation performance. This is where
edgecloud continuum approach plays a vital role as Industry 4.0 enabler.

The most important advaaes in Industry 4.0 are shownkigure46.
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Emergence of smart factory

AThe smart factory conceptcomprisesan ideal environmentin which an industrial facility can be
automaticallyoperatedvithout humanintervention

Datadriven automation

AThe automation of processesin Industry 4.0 framework no longer depends exclusively on
programmableontrollers putit acquiresa higherdimensionby takingdecissiondasedn datainputs

Machineto-Machine communication

Ans an industrial process must be interconnected, industrial devices are capable to communicate each
other, taking automated decissions by difaen automation.

Predictive capabiblities

ABased on advanced dagaalytics and new IA technologies, an intelligent industrial process is capable
to predict accurately different scenarios.

Currently, a new concept that complements Industry 4.0 has been defined driven by the ithpaatrademics,
which is considered thadustry 5.0. The term Industry 5.0 is not considered an industrial revolution itself, as
it is a complement or a correction of the concept Industry 4.0.

The Industry 5.0 comes to solve one of the most intimidatictg faf 14.0: a fully automated factory would not
require the presence of human intervention for its successful operation. In contrast, Industry 5.0 brings back
empowered humans to factories by using advanced technologies, as sikigumed?7.

Technology enablers of Industry 5.0

. Additive
| Technology

[ Y
Drones m 5G and
Beyond
Top
Technology Enablers
of
) Industry 5.0
Industrial | | Mixed
Blockchain:\ Reality
FROST & SULLIVAN

On the other hand, 15.0 brings new business concepts aided by advanced technology themes, focused or
delivering tailored customer experiences by defining prodsetyjces and solutions individually. This will
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drive market interests toward hyper customization, as each individual product will be unique to its intended
costumer and manufactured accordingly.

To achieve this, manufacturers will have robotized intelligeatories around the globe to manufacture the
basic design of the product in bulk. The basic material will then be sent to local factories, where the final stages
of the product will be completed using manual laqte€C-2].

As it is shown inFigure 48, the main differences between 14.0 and 15.0 are related to customer experience,
customization, a distributed supply chain, interactive products and the use of manpower in factories.

Highlights of Industry 5.0 compared to Industry 4.0

INDUSTRY 5.0
Focus on delivering customer
INDUSTRY 4.0 experience
Focus on connecting
machines

Hyper customization

Mass customization
Responsive & Distributed

supply chain

Intelligent Supply Chain
Experience Activated

(Interactive) Products

Smart products

Return of Manpower
to factories

Manpowerdistanced from
factories

FROST & SULLIVAN
Fuente

especificada no valida.

3.3.1.2. Reference Architectures for EdgePowered 14.0

In this section, different existing initiatives regarding reference architectures for Industry 4.0 will beatiscus
While currently exist reference architectures specifically designed for Industry 4.0 and edge computing, other
kind of reference architectures regarding data spaces andefex manufacturing will be also presented, as
their functionalities are pentially applicable to aerOS project.

3.3.1.2.1. Reference Architecture Model for Industry 4.0

Currently, one of the most popular initiative regarding reference architectdres Reference Architecture

Model for Industrie 4.0 (RAMI 4.0). It was first defined byhe German Electrical and Electronic
Manufacturer’s Association (ZVEI), aiming to support Industry 4.0 initiatives as they are gaining broad
acceptance throughout the world.

RAMI4.0 is a threadimensional map showing how to approach the issue of Indd<irie a structured manner.

RAMI 4.0 combines all elements and IT components in a layer and life cycle model, breaking down complex
processes into easy to grasp packages, including data privacy and IT security. This gives companies a framewaork
to approachtthe deployment of Industry 4.0.
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RAMI 4.0 defines a servieeriented architecture (SOA) where application components provide services to the
other components through a communication protocol over a neBuerite especificada no validaThe basic
principles of SOA are independent of vendors, products, and technologies. The goal is to break down complex
processes into easg-grasp packages, including data privacy and information technology (IT) security, as it is
shown inFigure49.

Functional

Information

Communication

integration

Each of the axis of RAMI 4.0 are further detailed in the following lines:

Axis 1: Hierarchy Levels

There is a big difference betes the Industrie 3.0 hierarchy levels and the Industrie 4.0 ones. While
the Industrie 3.0 was a hardwdrased structure, hierarclyased communications and the product was
isolated, the latter brings a new paradigm based on distributed functions throtlghaetwork,
communication among all participants and the product as a part of the network.

The right horizontal axis corresponds to hierarchy levels IEC 62264, the international standards series
for enterprise IT and control systems. These hierarchgiderepresent the different functionalities
within factories or facilities. To represent the industry 4.0 environment, these functionalities have been
expanded to include work pieces, labelled "Product,” and the connection to the Internet of Things and
savices, labelled "Connected World."

Axis 2: Product Life Cycle:

The left horizontal axis represents the life cycle of facilities and products, based on IEC 62890, Life
cycle management for systems and products, used in indysticdss measurement, caht and
automation. Furthermore, a distinction is made between "types" and "instances": A "type" becomes an
"instance" when design and prototyping have been completed and the actual product is being
manufactured. The model also combines all elementsardrhponents in the layer and hégcle

model. This Axis is graphically detailed kigure50.
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The Product: From the First Idea to the Scrapyard

viaintenance - viaintenance
Development % Usage

Type Instance

Construction Plan: Construction Plan: Production: Facility

Development Software Updates Product Management:

Construction Instruction Manual Data Usage

Computer Simulation Maintenance Cycles Serial Number Service

Prototype .. . Maintenance
Recycling
Scrapping ...

Figure 50. Product Life Cycle axis.

- Axis 3: Architecture
The six layers on the vertical axis describedbeomposition of a machine into its properties, structured
layer by layer, i.e., the virtual mapping of a machine. Such representations originate from information
and communication technology, where properties of complex systems are commonly brokertaown in
layers Figure51).

Organisation and Business Processes =
Functions of the Asset

Necessary Data . -.

Communication Access to Information ﬁ

ntegration Transition from Real to Digital World =

Physical Things in the Real World

Figure 51. Architecture layers.

Within these three axes, all crucial aspects of Industry 4.0 can be mapped, allowing objects such as machines
to be classified according to the dab. Highly flexible Industry 4.0 concepts can thus be described and
implemented using RAMI 4.0. The model allows for dtgpstep migration from the present into the world of
Industry 4.0.

Currently, others similar reference architecture models can uoed féor Industry 4.0, such dadustrial
Internet Reference Architecture (IIRA) [IECC-4]. IIRA is a crosdndustry reference architecture which
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relates to a wide range of industries including energy, healthcare, manufacturing, and transportations. Similar
to RAMI 4.0, It provides a fivdayer description of the functions in an industrial system, their interrelation,
structure and interactions. As it can be sedfignire52, both architecture models offer viewpoints that begin

from the physical world and regiilme data acquisition (Arrows 1,2,3) to higher level manufacturing controls
(Arrow 4), data analytics (Arrows 5, 6), services and APIs (Arrows 7, 8), and business operations (Arow 9).

Functional Domains

el
Business Lif VLe“ v
Layers Ite Cycle & oo
©) ~~ V. &
2 Business RSl
G EX P
5 Functional
® :
Information

Communication
Integration

COnne
Asset : E”‘Erpris;ted Worly™ -

«
[ e
,
,

Physical Systems

(b)

On the other handBM recently published a two-layer reference architecturefor Industry 4.0, based on:

- Platform/Hybrid cloud layerplantwide data processing and analytics are performed, being sent, at the
same time, to the enterprise layer. Commands are then sent back down to the edge, providing similar
functions than previously discussed reference architectures, but with a broader scope and utilizing data
from multiple plants.

- Equipment/device layebitilizing the edge, it is responsible from receiving data form physical devices,
providing basic analytics and determining which information is sent to the higher levels. It sends
commands to the smart devices at the same time.

3.3.1.2.2. Open Industry 4.0 Alliance for Industry 4.0

The aim of the Open Industry 4.0 Alliance (OI4.0) is to institute an alliance of innovative asset manufacturers
(including asset digitization enablers) that adopts standesisd common semantic data models to enable the
immediate instrumentativof smart assets in the etadend production life cycle of an operator, while bringing
together the required critical mass of industry players. The vision of OI4.0 is to simplify the deployment and
integration of intelligent assets into the operatonsof oper ator (the end user, e
andpl ay o | evel -integrated pighvalue sokitions fram Alliance members that can operate with
operatordesired architecture openness.

An architecture that is presented by the Oletustry 4.0 Alliance and implemented by its members appears
advantageous and is sketched prototypically: an open, scalable ecosystem with the following layers:

1 Edge Connectivity (to the world of physical things).

1 Edge Computing.

1 Operator Cloud.

1 A centralrepository for asset information and semantics.
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Key principles are open interfaces, an open edge application layer and cloud application layer for the operator
of a facility (either locally or in the cloud), data custodianship,-balged authorizatiorof data access and
private data and algorithms at every level for each provider and subscriber.

The Open Industry 4.0 alliance has designed a holistic architecture framework, keeping in mind to embrace all
the important industry 4.0 standards and protocols

ROCK SOLID SECURITY INDUSTRY GRADE STANDARDS

OPEN MANUFACTURERS T
CLOUD PLATFORM LOUD & APPLICATIONS

o L Twi Asset
igital:lwin Collaboration Open API
Repository Services

ENTERPRISE CLOUD PLATFORM

Scope
of the
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Member
Component
Catalogue

COMMON
CLOUD CENTRAL

Central Asset
Repository

OPEN OPERATOR :
CLOUD PLATFORM (Ui Member Apps &

OPEN CLOUD APPLICATION LAYER

Custom Apps

OPERATOR IT BACKEND

........ Z FIREWALL ssssssssss SECURE CLOUD TO EDGE CONNECTOR ssssssssssllecssssnnssssnsssssnsssnnssscnnssnnns ERP, CRM/PLM ...
Legacy Systems,
Data Lake

OPEN EDGE APPLICATION LAYER

OPEN EDGE 0l4 Member Apps == 014 Services OPEN API &

2 INTEGRATION SERVICES
COMEULING Edon Mardware CONTAINERIZED ENTERPRISE
ge o COMPUTING PLATFORM
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PHYSICAL THINGS )_ E Q u'v

Figure 53. The open Industry 4.0 Alliance Technical ArchitectufEECC-9].

As it is can be seen in tlivégure53, the architecture comprises 4 main building blocks or layers:

1. Open Edge Connectivity: The open edge connectivity layer covers a wide range of possible data
sources and possible communication technologies used.

Enable greenfield or brownfield connectivity For connectivity of brownfield devices with
scenarios for: analog protocols:
- Device (asset) identification - Enable conversion of analog to digital protocols (e.g.

- Data conversion to compatible open edge computing using HART or |0 Link)

platforms (e.g. MQTT, OPC UA, etc.)

* | ocal diagnostics

2. OpenEdge Computing: Provides local data processing and an applications platform for plant
operators, supervisors, warehouse ysexs for reatime information about operational performance
statistics. Edge computing is an emerging trend that provides direct access to applications for the
users/operators of the machines.

Version 1.0 i 2-DEC-2022 - aerOS° - Page91 of 233



D2.17 Stateof-the-Art and narket analysis report =aer0S

On thefollowing lines, each of the mandatory components of the open edge computing layer will be discussed:

Open Operator Cloud Connector In the Ol4 architecture framework, every edge computing solution is
expected to have a nofttound inerface to communicate with the open operator cloud platform chosen by the
operator. This component exposes an-Gitpliant communication and information model interface towards
the message bus for tasks like device onboarding, while offering a platbonpatible interface to the Open
Operator Cloud Platform layer.

Master Asset Model Generator In order to allow identification and handling of assets in the Ol4 architecture,
each asset has to be assigned both an OI14.0 identifier and a master asset msagehpdnent is responsible
for generating these critical pieces of data for each asset being onboarded.

Protocol Adapters. In order to access the diverse and heterogeneous communication technologies on the open
edge connectivity layer, a range of protoadapters will have to be provided in the form of OIl4.0 containers.
These protocol adapters have the responsibility to encapsulate OT (operational technology) access both for
onboarding and data acquisition tasks as well as any other access to the QK thetywvere written for that

is requested over the message bus.

Registry: The registry has the critical task of keeping track of all onboarded assets as well as all containers
deployed on the particular open edge computing platform. It serves as ardicdcawailable entities to be
addressed through appropriate topic structures in the message bus.

3. Open Operator Cloud Platform: Designed for enabling a trusaised environment, which would also
provide consistent E2E interoperability and achieves theajdaster adoption. The operator cloud as
an lloT platform should have all basic technical modules, e.g., device management and diagnostic,
application enablement tools, data storage and processing, E2E security concepts, user management
etc., as depicteih the solution.

The main technical modules of the Open Operator Cloud platform are described in the following lines:

Ol4 APl to Common Cloud Central: This API provides a standardized interactimiween the Cloud Apps
and Additional Platform Services of the Open Operator Cloud Platform and the Common Cloud Central of the
Open Industry 4.0 Alliance.
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Ol4 General Open APIL The module Ol4 General Open API standardizes across Open Industry 4.0 Alliance
members a secure access to other modules of the Open Operator Cloud, e.g., the access to the OIl4 containe
registry or Ol4 compliant device information.

Depending on the business and technology strategy of a company, there are several choicesridatiua fou
of the Open Operator Cloud Platform. The Open Operator Cloud Platform may be based on one of the following
scenarios or any composition of them:

- Operatorside or datacentdocated IloT platforms as private or hybrid cloud, based on-ipatal or
virtualized infrastructure

- Operator Cloud platform based on hyperscalers (e.g., Microsoft Azure, Amazon Web Services, Google
Cloud Services, é) or other highly scalable cl

- Operator Cloud platform based on lloT platform offeripgsvided by vendors or service providers for
specific industrial use cases.

Cloud Data Ingest/Southbound connection Data from multiple connected edge gateways can be ingested to
the operator cloud via the technical module Cloud data ingest. Using dpisiendata is forwarded to further
cloud components such as the module Stream processing or the module Data storage.

4. Common Cloud Central: use of a common cloud central layer as the main interoperability component
by using a central asset informationtsys to create a standardized semantic model. This enables the
adoption of common data semantics in both the open operator cloud and open edge computing layers.
It also helps to standardize and simplify application development efforts.

I P T s e . T T, N - =
/. COMMON f Member Compone e | ntral Asset Repository W Digital Twin R y N Asset Collaboration Services N3
J CLOUD CENTR ( / A\ ) Jpen 2
| 1 CLOUD CENTRAL A I\ A p\ A
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The core elements of the common cloud central are structured as follows:

Ol4 component catalogue In order to allow acquisition and utilization of application functions in an Ol4
context, containers have to be loddato the Open Edge Computing and Open Operator Cloud Platform layers.
In addition, operators have to have an overview of existing solutions in Ol4 compliant devices and solutions.

Semantic Models Repository The Semantic Models Repository will allow cputerized access to the
supported domain information standards. Thereby, even assets not fully covered by detailed type descriptions
can be utilized and interpreted.

Type Information Repository: In order to allow the best effect of the Common Cloud Ceptaddorm of the

Open Industry 4.0 Alliance, asset manufacturers are to supply information on the products they sell. This
information is type specific and serves as a template for the Asset Administration Shells of concrete pieces of
equipment. The inforation provided by manufacturers will be accessed through the Type Information
Repository.

Instance Information Repository. In an Instance Information Repository, Digital Twins of assets are
maintained that allow referencing asset instances and look up angt or i c a | informatio
lifecycle. This is a central component for the added value of Ol4, as it makes asset information persistent beyond
organizational boundaries. Due to this crbesindary use case, access rights of the Instance kmtiorm
Repository differ from those to the Type Information Repository. The semantics of the Instance Information
Repository are modelled after those given in the Type Information Repository. Common cloud central will be
part of a semantic network of asseformation. For any one operator cloud, the common cloud central it
addresses shall be unique. Differing providers of common cloud central services will have to interact in order
to allow full information accessibility over all platforms. However, esplgciar brownfield use cases, where

no information on a type might be present, the Semantic Models Repository can be utilized as a substitute for a
baseline model. Hence, from the point of view of the Instance Information Repository, both the Type
Informaion Repository and the Semantic Models Repository fulfil the same role.
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Asset Network The Asset Network structures the interactions of Asset Administration Shells that represent
asset types and instances on the Common Cloud Central layer. The Assekletivisrallows the business
processes of the Common Cloud Central layer and also other layers to fulfil their interaction needs with the
repositories present on this layer. The data custodianship concept of the Open Industry 4.0 Alliance will be
implemerned through the Asset Network services.

Security concept of the OI4.0 Reference ArchitectureFrom the security point of view, Ol4 members are
jointly working on various aspects of industrial cybersecurity in order to develop sustainable high valtye securi
concepts for customers use cases:

- Securityby-design: The pragmatic nature of the OI4 Alliance also underlies the Ol4 cybersecurity
workgroup. Security concepts are elaborated and tested closely together with the technical Ol4
workgroups.

- The Ol4 Alliance asserts a clear and comprehensible security concept. Every chosen technology in the
Ol4 ecosystem must meet the stateéhe-art requirements of security for encryption, authentication,
data protection, and data privacy.

- The subject of industrial cgosecurity is considered holistically in the OI4 Alliance. Vertical and
horizontal deeplives along the 1loT ecosystem are handled dynamically upon request or based on a
specific use case relevance.

3.3.1.2.3. loT-Edge data space continuum Approaches

One of the mosimportant European initiatives regarding data spaces is The International Data Spaces
Association (IDSA). IDSA is a coalition of more than 130 member companies that share a vision of a world
where all companies selfetermine usage rules and realize thlevialue of their data in secure, trusted, equal
partnerships.

IDSA aims to reach a global standard for international data spaces (IDS) and interfaces, as well as fostering the
related technologies and business models that will drive the data econtimayfuifire across industries.

Recently, IDSA has designed the IDSA Reference Architecture Model (R¥&M) in order to establish a
reference framework for data spafie<CC-8].

IDSA Reference Architecture Model aims at meeting the following requirements:

9 Trust: Trust is the basis of the International Data Spaces. Each participant is evaluated and certified
before being granted access to the trusted business ecosystem.

1 Security and data sovereigntySecurity is mainly ensured by the evaluation and cettiificadf each
technical component used in the International Data Spaces. In line with the central aspect of ensuring
data sovereignty, a data owner in the International Data Spaces attaches usage restriction information
to their data before it is transfedréo a data consumer. To use the data, the data consumer must fully
accept the data owner's usage policy.

1 Ecosystem of data:lt pursues the idea of decentralization of data storage, which means that data
physically remains with the respective data ownéit itiis transferred to a trusted party. This approach
requires a comprehensive description of each data source and the value and usability of data for other
companies, combined with the ability to integrate dorspiecific data vocabularies. In addition,
brokers in the ecosystem provide services fortiesd data search.

i Standardized interoperability: The International Data Spaces Connector, being a central component
of the architecture, is implemented in different variants and can be acquired frorandiffendors.
Nevertheless, each Connector is able to communicate with any other Connector (or other technical
component) in the ecosystem of the International Data Space.

1 Value adding apps:The International Data Spaces allows to inject apps into theCiirfhectors in
order to provide services on top of data exchange processes. This includes services for data processing,
data format alignment, and data exchange protocols, for example. Furthermore, data analytics services
can be provided by remote execut@fralgorithms.
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The reference architecture is shownFigure 57, which is based in 5 general layers: Business, Functional,
Process, Information and Systems. In addition, it comprises three perspectives that need to be implemented
across all five layers: Security, Certification and Governance.

International Data Spaces

Business

Each of thdayers of IDSA-RAM are briefly discussed in the following lines:

- BusinessThe Business Layer of the Reénce Architecture Model defines and categorizes the different
roles the participants in the International Data Spaces may assume. Furthermore, it specifies basic
patterns of interaction taking place between these roles. It thereby contributes to thpndent of
innovative business models and digital, edti@en services to be used by the participants in the
International Data Spaces. While the Business Layer provides an abstract description of the roles in the
International Data Spaces, it can be @de®d a blueprint for the other, more technical layers.

- Functional: It defines the functional requirements and the values to be implemented. The functional
layer subdivides the requirements into six groups of software functionality to be provided Bygthe |
which comply with the strategic goals shown previously:

o0 Trust: The Trust group comprises three main aspects (roles, identity management, and user
certification), which are complemented by governance aspects

0 Security & Data Sovereigntyfhe Security andlata sovereignty group contains four major
aspects: authentication authorization; usage policies usage enforcement; trustworthy
communication security by design; and technical certification.

0 Ecosystem of DatdBeing able to describe, find and correctlteipret data is another key aspect
of the International Data Spaces. The Ecosystem of Data group comprises three major aspects:
data source description, brokering, and vocabularies.

0 Standardized interoperability:Standardized data exchange between paatit®p is the
fundamental aspect of the International Data Spaces. The IDS Connector is the main technical
component for this purpose.

o Value adding appsBefore or after the actual data exchange, data may need to be processed or
transformed. For this purpasthe International Data Spaces offers Data Apps. Each Data App
has a lifecycle, spanning its implementation, provision in the App Store, installation, and
support.

o Data marketsData to be exchanged in the International Data Spaces may have monetary value
Therefore, the International Data Spaces has to integrate data market concepts, like clearing and
billing, but also governance.

- Process:The Process Layer specifies the interactions taking place between the different components of
the International Dat&paces. It thereby provides a dynamic view of the Reference Architecture Model:

o Onboarding,.e., what to do to be granted access to the International Data Spaces as a Data
Provider or Data Consumer.

o Data Offering i.e., offering data or searching for atable data.
o Contract Negotiationi.e., accept data offers by negotiating the usage policies.
o0 Exchanging Datai.e., transfer data between IDS Participants.
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0 Publishing and using Data Appise., interacting with an IDS App Store or using IDS Data
Apps.

- Information: The Information Layer specifies the Information Model, the doragimostic, common
language of the International Data Spaces. The Information Model is an essential agreement shared by
the participants and components of the IDS, facilitating @tifitity and interoperability. The primary
purpose of this formal model is to enable (s¢mitomated exchange of digital resources within a trusted
ecosystem of distributed parties, while preserving data sovereignty of Data Owners. The Information
Model therefore supports the description, publication and identification of data products and reusable
data processing software (both referred to hereinafter as Digital Resources, or simply Resources). Once
the relevant Resources are identified, they can beaeged and consumed via easily discoverable
services. Apart from those core commodities, the Information Model describes essential constituents of
the International Data Spaces, its participants, its infrastructure components, and its processes.

. Conceptual Representation
generic constraints ‘ IDS Reference
i Analysis, overview, explanation Lo ... Architecture

Document, visual notation (UML) . . .

T i
[t ]
Declarative Representation feedback
transformation
| Specification, definition, reasoning |- e ..o eeeoc e IDS Vocabulary
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SHACL shapes, etc. '}/
A
feedback

Programmatic Representation

e e DS Infon_n ation
ﬁ Model Library
specific Java, Python, C++ shared library E;

executable descriptive

The three crossectionaperspectivesare directly related to the five layers of the IDBAM, which are further
detailed in the following lines:

- Security: As discused previously, one strategic requirement of the IDS is to provide secure data supply
chains. The IDS Security Architecture provides means to identify devices in the IDS, protect
communication and data exchange transactions, and control the use of ditthaftbeen exchanged.

To control the use of data, Access Control restricts access to resources. Authorization is the process of
granting permission to resources. There are several models of Access Control, such as Discretionary
Access Control (DAC), Mathatory Access Control (MAC), RoBased Access Control (RBAC),
Attribute-Based Access Control (ABAC), etc. RBAC and ABAC are the most frequently used models.

- Certification: As stated previously, data sovereignty is one of the fundamental value propdsitions
the IDS. Data sovereignty can be defined as a natural person's or legal entity's capability of being in full
control of its data. To enable this control, each participant needs to follow the agreed rules for the IDS
and requires reliable informatiorb@ut the guarantees offered by potential business partners. This
requires a certification based on different roles: applicants, evaluation facilities and certification body.
It consists of collecting evidence in form of documentation and interviews wigogees in four
different assessmentQuality Management Syster8ecurity Management Systgbompetence of the
EvaluatorsandTesting equipment and its usage (only relevant for Component Certification)

- Governance: It defines the roles, functions, and peeses of the International Data Spaces from a
governance and compliance point of view. It thereby defines the requirements to be met by the business
ecosystem to achieve secure and reliable corporate interoperability. The International Data Spaces
supports governance issues byi) Providing an infrastructure for data exchange, corporate
interoperability, and the use of new, digital business mpdgl€stablishing trustworthy relationships
between Data Owners, Data Providers, and Data Consu(iBrgcting as a trustee for mediation
between participants(iv) Facilitating negotiation of agreements and contra¢®3 Aiming at
transparency and traceability of data exchange and datguijséllowing private and public data
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exchange (vii) Taking into acount individual requirements of the participaatsd (viii) Offering a
decentralized architecture that does not require a central authority.

By proposing an architecture for secure data exchange and trusted data sharing, the International Data Space
contibutes to the design of enterprise architectures in commercial and industrial digitization scenarios. It does
so by bridging the gaps between research, industrial stakeholders, political stakeholders, and standards bodies.

3.3.1.2.4. Fiware Smart Industry ReferenceArchitecture

Together with its members and partners, FIWARE Foundation drives the definiéind the Open Source
implementationi of key open standards that enable the development of portable and interoperable smart
solutions in a faster, easier and affable way, avoiding vendor logk scenarios, whilst also nurturing
FIWARE as a sustainable and innovataniven business ecosystem. Keeping freedom in decision making,
openness, transparency and meritocracy are the cornerstones and principles ofAlRE El@vnmunity. An

i mportant factor of the AFI WARE Cultureo driving
between individuals who invest time and effort, companies that build businesses with and on FIWARE, and the
researchers, developeend integrators who develop and deploy new applications based on FIWARE
technol ogi es .-sourck MEveR e and usiness empower communities from different sectors,
backgrounds and geographies to contribute ardcoe at e. |t 6 s éenhtleat nlakeSMBeBVAREC 0 s ¥
users successfuhmong FIWARE's ecosystem, the FIWARE’'S Smart Industry Reference Architeligued

59) enables smart industry applications:

- Building a smart manufacturing platform, based on standard®other open source components, that
support reatime, highvalue applications to optimize production systems and value chains.

- Creating a reference architecture, compliant with existing industry architectures such as the Reference
Architecture Model Indstrie 4.0, the Industrial Data Space Reference Architecture or the Industrial
Internet Consortium Reference Architecture which are capable of transforming the industrial sector into
a networked, datdriven environment.

- Breaking the information silos anthleashing the potential of context data from the Internet of Things
and different systems, which can be exploited together using Big Data and Atrtificial Intelligence services
on the Cloud to achieve higher degrees of efficiency and automation.

- Using a daa-driven approach through the decoupling of industrial processes while warranting
sovereignty on a strategic asset: data.

The FIWARE Smart Industry Reference Architecture
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FIWARE reference architecture technologinde used in key scenaritSCC-4]:

- A Machine Data Bus is the reaforld data exchange, active on the factory shop floor, in the operations
of a product or in transportation and logistics

- A Unit Data Bus uses dedicated edge/fog data gateways as a lbeisiggeen real and digital worlds.
Here, a cloueedge programming system can process the data stream through a series of distributed
components, using tHFWARE NGSI API to harmonize access to data published using many different
data formats.

- A Site Data Bs implements the data exchange in a single administrative domain, be it a company, an
IT department, a plant or a fleet of vehicles. This would make usdVdARE Context Broker
technology for managing the entire lifecycle of context information includipdates, queries,
registrations, and subscriptions.

- An Inter-site Data Bus materializes B2B data exchange and sharing of data between business processes
distributed across at least two different administrative domains. FIWARE Context Broker technology
canalso be used for this purpose.

Regarding the use of data space, previously presented IDSA and FIARE have a shared vision, as they are
currently working together on the first opsaurce implementation of the IDS Reference Architecture. Its main
component g the IDS Connector which, based on the FIWARE Context Broker and other complementary
FIWARE technologies, manages all aspects related to the publication of and the access to data. Both the IDS
and FIWARE platforms are listed as promising digital indulspiatforms build on European strength in a

recent report published by the European Union on the progress of the Digitising European Industry (DEI)
initiative [10].

The core communication component of an IDS Connector implemented using FIWARE is the ER@é¢itext
Broker component (Orion). Orion Context Broker comes together with components enabling:

- Enforcement of data usage control policies: Wilma (PEP)

- Federation with Context Brokers associated to remote IDS Connectors
- Accounting of interactions (geiests, notifications): Wilma (CDR gen)

- Connection with alternative processing engines or data sinks: Cygnus

Tools enable the automated deployment of data system adapters or data processing engines and configure
connections to preserve defined polici@sithorization and Access Control components adhere to widely
accepted open standards (XACML: PEP + PDP/PAP) while automated deployment tools rely on latest
developments with Docker or Kubernetes.

3.3.1.2.5. Data-driven DFA reference models for zerex manufacturing

The digital factory alliance (DFA) is born under the umbrella of European Commission projects aiming at
modernizing and digitalizing the assets of the factories of the future, with the strong conviction that these actions
will have a critical influence in tihway these factories will be operated and managed in the years to come, by
promoting the use of Atrtificial Intelligence Technologies and Data Intelligence to strive for Zero X
Manufacturing Environments.

This initiative allows its members to get accesstoe mo st wupdat ed k n eond eepd goey, 0 t
products in the digital manufacturing field, gaining exposure to a growing Zero X Manufacturing marketplace,
with the added brand recognition and access to new business opportunities. The DFfo\atkes @n
opportunity to participate in unique business networks that will allow its participants to quickly and effectively
respond to crisis scenarios and critical manufacturing demands where supply chains are compromised, gaining
resilience and the capity to keep operating in repurposed manufacturing scenarios.

DFA Reference Models is the starting point towards digital service integration. The DFA provides a common
framework for integration of digital products and ddtaven service platforms. The BFprovides a unified
approach to gradual digital transformation based on adoption of secure Industrial 10T, Big Data Analytics,
Artificial Intelligence & Machine Learning, Edge Computing and Digital Twin technologies.
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As discussed in the previous sectithe industry 4.0 initiative proposed the digital transformation of European
factories towards smart digital production systems through intense vertical and horizontal integration, with the
objective to increase operational efficiency, scrap reductiorscpptive quality management, energy
efficiency, defect avoidance and improved smart product customer experience, fostering new digital business
models. This demands for the definition of reference models and system architectural approaches that could
helpto manage the complexity of this revolution. The challenges developing the Reference Architecture for
digital ZeraDefect Manufacturing (ZDM) solutions for smart manufacturing, based on relevant sector standards
and adopting the most mature innovativehtedogies for digital manufacturing, based on innovative
technologies and on relevant sector standards such as RAMI 4.0, as it is skaguna60.
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Figure 60. Digital Factory Alliance Reference Architure for Industry 4.0[IECC-7]

The DFA SDRA design complies with ISO/IEC/IEEE 420[1®] architectural design principles and provides

an integrated yet manageable view of digital factory services. In fact, DFR/Sihtegrates functional,
information,networking and system deployment views under one unified framework. The DifjAZddress

the need for an integrated approach to how (autonomous) services can be engineered, deployed and
operated/optimized in the context of the digital factory. With #ims, the DFA SBRA is composed of three

main pillars, as depicted Figure60:

- Digital Service Engineering. This pillar provides the capability in the architecture to support
collaborative modebased service enterprise approacteedigital service engineering of (autonomous)
datadriven processes with a focus on supporting smart digital engineering and smart digital planning
and commissioning solutions to the digital factory. The pillar is mainly concerned with the
harmonizatiorof digital models and vocabularies. It is this pillar that should develop interoperability
assurance layer capabilities with a focus on mature digital factory standards adoption and evolution
towards an fAindustry ¢ ommo n sdata irtgymatiory prochssing amd a c
management . It is this pillar where fAsecurit.y
manufacturing process and shared data space levels.
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- Digital Manufacturing Platforms and Service Operations. This pillar supportghe deployment of
services and DMPs across the different layers of the digital factory to enadrigatasmart digital
workplaces, smart connected production and smart service and maintenance manufacturing processes.
The pillar is fundamental in the deepment of three enabling capabilities central to the gradual
evolution of autonomy in advanced manufacturing processes, i.e-stal® Alpowered cognitive
processes, humagentric collaborative intelligence and adaptive Intelligent Automation (IAe Th
enablement of both knowleddpased (multscale artificial intelligence) and datliven approaches
(collaborative intelligence) to digital factory intelligence is facilitated by the support of senrged
and evendriven architectures (interconried OT and IT interworking event and data buses) embracing
international and common standard data models and open APIs, thereby enabling enhanced automated
context development and management for advanceeldsata decision support.

- Sovereign Digital Serice Infrastructures. The operation of advanced digital engineering and digital
manufacturing platforms relies on the availability of suitable digital infrastructures and the ability to
effectively develop a digital thread within and across the digitabfastalue chain. DFA SIRA relies
on infrastructure federation and sovereignty as the main design principles for the development of the
datadriven architecture. This pillar is responsible for capturing the different digital computing
infrastructures thaheed to be resiliently networked and orchestrated to support the development of
different levels and types of intelligence across the digital factory. In particular, the DARASD
considers three main networking domains for big data service operatiofgct@y, corporate and
internet domain. Each of these domains needs to be equipped with a suitable security and safety level so
that a seamless and crafsmain distributed and trustworthy computing continuum can be realized. The
pilar considers from faoty-level digital infrastructure deployment such as PLC, industrial PC or
Fog/Edge to the deployment of telecomanaged infrastructure such as 5G rratttess edge computing
platforms (MEP). At the corporate level, the reference architecture addresseeetthefor the
development of 10T Hubs that are able to process continuous data streams as well as dedicated big data
lake infrastructures, where batch processing and advanced analytic/learning services can be
implemented. It is at this corporate level thevate ledger infrastructures are unveiled. Finally, at the
internet or data centre level, the digital factory deploys advanced computing infrastructures exploiting
HPC, Cloud or value chain ledger infrastructures that interact with the federated atdstiarspaces.

The DFA RA is aligned with ISO 20547 Big Data Reference Architecture. The DFA Sovereign Digital Service
Infrastructures pillar allows reference model to additionally address the ISO 20547 Big Data Framework
Provider layer. The DFA RA is cqmosed of four layerfl1] that address the implementation of the 6 big data
ACd (Connection, Cloud/ edge, Cyber, Context, Co mn
intelligence (smart asset functioning, reactive reasoning, deliberatigeniag and collaborative decision
support) to be orchestrated and maps to the 6 layers of the RAMI 4.0 (product, devices, station, WorkCentre,
enterprise and connected world), which target all relevant layers required for the implementatipowérdd
datadriven digital manufacturing processes:

1- The lower layer of the DFA RA contains the field devices in the shopfloor: machines, robots, conveyer
belts as well as controllers, sensors and actuators are positioned. Also in this layer the smart product
would be placed. This layer is responsible for supporting the development of different levels of
autonomy and smart product and device (asset) services leveraging on intelligent automation and self
adaptive manufacturing asset capabilities.

2- The workcell/prodution line layer represents the individual production line or cell within a factory,
which includes individual machines, robots, etc. It covers both the services, that can be grouped in two
those that provide information about the process and the condittdhautomation services), and the
actuation and control services (automation control services); and the infrastructure, typically
represented in the form of PLC, industrial PCs, edge and fog computing systems or managed telecom
infrastructures such as ME This layer is responsible for developing reactive (fast) reasoning
capabilities (automated decision) in the-BB and leveraging augmented distributed intelligence
capacities based on enhanced management of context anghybimal production collabation.

3- Atthe factory level, a single factory is depicted, including all the work cells or production lines available
for the complete production, as well as the facspgcific infrastructure. Three kinds of services are
typically mapped in this layerl) AI/ML training, analytics and datdriven services; (2) digital twin
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multi-layer planning services; and (3) simulation and visualization services. The infrastructure that
corresponds to this layer is the loT Hubs, data lakes and Al and big data ucftastr This layer is
responsible for supporting the implementation of deliberative reasoning approaches in the digital
factory with planning (analytical, predictive and prescriptive capabilities) and orchestration capabilities,
which combine and optimizéhe use of analytical models (knowledge and physics based), machine
learning (datadriven), highfidelity simulation (complex physical model) and hybrid analytics
(combining datadriven and modebased methods) under a unified computing framework. This
leverages in the architecture collaborative assisted intelligence for explainabléveéxd decision
processes in the manufacturing environment.

4- The higher layer refers to the enterprise/ecosystem level, that encompasses all enterprise and ecosysten
(connectd world) services, platforms and infrastructures as well as interaction with third parties (value
chains) and other factories. The global software systems that are common to all the factories
(collaboration business and operation services as well as erigtneand planning services) are
supported usually by Cloud or HPC infrastructures. It is this layer that supports the implementation of
shared data spaces and vathainlevel distributed ledger infrastructures for implementation of trusted
information change and federated processing across shared digital twins and asset administration
shells (AAS). This layer leverages a huntamtric augmented visualization and interaction capability
in the context of datdriven advanced decision support or geneeatimanufacturing process
engineering.

As discussed in this section, the development of Industry 4.0 and Industry 5.0 concepts requires the design of
architecture models that support technological enablers, such as low latency communication protocols, smart
devices, edge computing and advanced automation, among others. Currently existing reference architectures,
such as RAMI4.0, Ol4.0 Reference Architecture and DFA reference model for zero x manufacturing, aim to
face new industrial challenges, intending ¢bas 14.0 and 15.0 enablers.

3.3.2. Current existing standards related to aerOS

Developing a metaperating system for the edgud continuum, intended for several verticals such as
industry or logistics, undoubtedly means adhering to-defined internatiodastandards for technologies,
protocols, and good practices. This section discusses some of the standards that, at the moment of publicatior
of this report, are of relevance for the development and implementation of aerOS.

The standards and their develogpiorganizations (SDOs) are classified by their technology areas as follows:

i Standards on Data Exchange and Modelling
9 Standards on Networking and Communication Technologies

3.3.2.1. Standards on Data Exchange and Modelling

3.3.2.1.1. Data Distribution Service (DDS)
SDO: Obect Management Group (OMG).

The Data Distribution Service (DDS) standard creates a framework fetimealdata exchange between
machines. It describes a Ddlantric PubliskSubscribe (DCPS) model that provides applications with a single
interface to iformation generated and stored in a distributed manner. The standard specification summarizes
itself as an enabler of the AEfficient and Robust
Ti meCE®1] [

The goal of this technology teen the efficient delivery of information from producers and-dadeage agents
to matching consumers. To achieve that, the standard sets the guidelines for the creation of a communications
middleware that handles all transfer functions. Once thelevidde is executed by a device, it becomes a

Afinodeo in the DDS networ k. If it produces or stor
categorizes information in the form of dohsomeihats 0 a
data, in the other hand, are called fAsubscriberso

topics. After that intention is acknowledged by the publisher in charge of the topic, this will send the samples
to the subsaber at the rate described by the subscription req@EsE].
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Traditionally, the Pub/Sub messaging pattern relies on a Pub/Sub broker sitting in the network whose function
is to match publishers and subscribers, however DDS removes that broker acesrigplith a virtual databus
(inspired by databuses used in reale fieldbus communication protocols). This allows for a better scalation

of the network and the removal of a single point of failure. Both constraints of other Pub/Sub communication
technologies. CES2]

3.3.2.1.2. OPC Unified Architecture (OPC UA)
SDGO OPC Foundation (Development), IEC (Publication).
Published as: IEC 62514.

OPC UA is a set of opesource standards for data exchange and modelling developed mainly for industrial use
cases. It desitres a platforrindependent and serviagiented framework that aims to provide common data
models to be used simultaneously by sensors and actuators in the factory floor (OT), as well as control,
management, planning and accounting systems (IT). Thateedhe logical constraints imposed by the
division between those two technology realms, and allows for the use of one shbasédRnfrastructure, in
contrast to several eexistent heterogeneous network technologds$3].

Given its goal to put tagher all the traffic into a single #Pased infrastructure, OPC UA has become a very
important complement of network technology standards that share a similar approach, such as TSN. However,
OPC UA is independent from the underlying communication pratocbhe standard provides mappings to
several protocols, such as TCP/IP, UPPWebSockets, AMQP and MQTCES3].

Even though, the standard gives a great deal of freedom from the communication technology perspective, it
addresses other aspects of thadaichange with detail, such as security, extensibility, platform independence,
ard access to information mod¢{SES4].

Two messaging patterns are considered by the OPC UA standardssetigrttcommunication and Pub/Sub.
The former is achieved viasrices provided by a server to the clients, following the design paradigm of service
oriented architecture. The latter, Pub/Sub, relies on a messagéed middleware that acts as broker, handling
the message exchange and dedagppublishers and sutisbers| CESA4].

3.3.2.1.3. Yet Another Next Generation (YANG)
SDQ Internet Engineering Task Force (IETF).

Published as: IETF RFC 7950

The YANG standards describe a data modelling language developed mainly for network management protocols,
such as NETCONF. Giverhe rapid industry adoption of NETCONF, YANG is very common in highly
automated networks. It has become théagto standard language to describe attributes of network elements.

YANG provides a set of buiin data types as well as the capability tametustom types, thanks to itdike
syntax and hierarchical data organization. It emphasizes readability, modularity and flex@HB5][

A YANG module defines a single data model and determines its encoding. A module can be a complete, stand
alone entity, or it can reference definitions in other modules, as well as augment other data models with
additional nodes. This allows for the creation of syntactic configuration data that meets constraint requirements
and the validation of the data in the reblefore it is loaded and committed to a network devicES5]

3.3.2.1.4. Next Generation Service Interfacelinked Data (NGSI-LD)
SDO:ETSI Industry Specification Group (ISG) Cremsiting Context Information Management (CIM)

TheETSI CIM defines a standard for éxanging contextualized data between smart applications. To this end,
the standard introduces the NA@® protocol, which is composed of two innovations: the NGBI
information model and the NG&D API.

The NGSILD information mode builds on the Labell®loperty Graph (LPG) model, which has become the
main option by popular graph databases like Neo4j. The LPG model defines entities that have relationships with
other entities. In turn, both entities and relationships can have properties that provideadidiaracteristics.
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The foundational classes of the LPG model are formally described in thelNdG8etamodel with an OWL
ontology as depicted in Figufle
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Grounding on the Semantic Wetaisdards (e.g., RDF, RDFS, OWL) enables the N@3Information model

to map the NGSLD metamodel with higher level ontologies such as crdemain or domahspecific
ontologies. Therefore, NG&ID information models combine the best of both graph modedpproaches: (i)

the compact, natural representation of property graphs; (ii) referencing public ontologies that can we leveraged
for semantic reasoning. Additionally, the NEAID information model extends the expressiveness of the LPG
model by suppontig the definition of propertiesf-properties, relationshipf-relationships, and relationships
of-properties.

The second main innovation introduced by the standard is the-NG3IP| [CES7]. The NGSILD API
implements a RESTfibased API for exchangingotext information that follows the structure of the NGSI

LD information model. The standard does not define any specific architecture for this API, though some
prototypical architectures are considered such as the distributed architecture depictec i Figu
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This architecture illustrates the different components and their interactions to exchange context information.
The Context Broker represents the core of the architecture elemeris responsible for storing context
information and exposing it through the NG API. At the bottom, we find two types of Context Providers:
Context Producers and Context Sources. The role of the Context Producer is to write in the Context Broker
cortext information that has been collected from a given data source. On the other hand, the role of the Context
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Source is slightly more complex. This component registers in the Context Registry what kind of context
information it can provide, so when the @axt Broker needs such information, it forwards the request to the
Context Source. Lastly, at the top of the architecture we find the Context Consumer. This role interacts with the
Context Broker to search for context information or to subscribe for ugpdateontext information, which can

be sent either periodically or based on changes. Additionally, Context Consumers can inspect the contents of
the Context Registry to find Context Sources, so then they can consume context information directly from the
Context Source without having to go through the Context Broker

3.3.2.1.5. Smart Data Models

Smart Data Modelds a collaborative programiming to allow data interchange between organizations
providing multi-sector agile-standardizedfree and opeticensed data motiebased omrurrentuse cases and
open standards

Currently FIWARE Foundation, IUDX, TMForum, and OASC are its steering board members but more than
other 70 organizations have already contributed to the program.

A data model is the description of any piogs$ or logical entity used in any system. It lists their elements
(attributes, fields, whatever you called them), the type of data each element stores and a text description of the
attribute. This data models are coded using JSON Schema, a subset afJiSION is a declarative language

that allows you to annotate and validate JSON documents.

Smart Data Models program provides data models for digital twins and data spaces on the following basis:

1 Free and opeficenseddatmodel s f or digit al mar ket (00 cost)
Multi-sector

Based on real use cases and adopted open standards. Collaborative development.

At market speed

Customizable to local needs

Compatible with linked data

The reason for this initiative comes from the need sfesys on any organization to interchange data with
external entities for many different purposes or just to make business with suppliers and clients. NGSI and
NGSLLD standards allows requesting data from many systems with a standard format, REST amntipaitibl

can cope with most of the needs including geoquerying, next ttimeatequests and heterogeneous sources.

So, sharing data models can help to gain full interoperability between different systems providing the how to
request for data and the stture of the retrieved data.

=A =4 =4 -4 =4

Currently, there are several Domains available in Smart Data Model, each of the domains contains their own
data model s. Each domain has its own github repo
i h ar mo n.iTkzeatubated reépository is where new data models are contributed and tested before they can
officially belong to one of the official domains. Another special repository is Harmonization, where data models
are to be completed or to be harmonized witleottata models or regulations.

Smart Cities Smart Agrifood Smart Water Smart Energy Smart Logistics
Smart Robotics Smart Sensoring  Cross sector Smart Health Smart Destination
Smart Smart Smart Incubated Harmonization
Environment Aeronautics Manufacturing

As explained previously, data models are contributed to the program by individuals or organizations on some
well defined basis which imply écontribution of the data model with an Open licence. The data model must

be based on the implementation of a real case scenario and must meet the defined code guide lines, the
contribution must be consistent with the current naming of attributes. Thigbotion must privide the
correspoding JSO$chema and must provide an example on JSON or 4SDN
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The Smart Data Models activity is based on the seven principles of agile standardization as a complementary
approach to the classical standardization.lliwess a very quick (days) definition of the data models, the
documentation in 7 languages, searchable in a specific tool, and the generation of additional examples.

3.3.2.2. Standards on Networking and Communication Technologies

3.3.2.2.1. Time Sensitive Networking (TSN)
SDQ Institute of Electrical and Electronic Engineers (IEEE)
Published as: IEEE 802

Time-sensitive networking (TSN) is a set of open standards that provide deterministic, reliabbsridghdth,
low-latency communicationJES8]. TSN is specified by IEEE@® and aims to enable Ethernet networks to

give QoS guarantees for tirsensitive and/or missiecritical traffic and applications. Different QoS
assurances are offered by the different TSN standards. Profiles are being defined as devices from several
sumliers must offer functional compatibility. To reduce the complexity that can be brought on by potential
variations in standards, these profiles concentrate on a common set of functions and settings.

The functions standardized in the profiles, can be oatzg in three main elements that constitute the complete
TSN solution. Those are: Time synchronization, scheduling, and traffic shaping / path control.

Time synchronization is necessary to achieve determinism on a TSN network. Additionally, & thiéow
network to carry TSN scheduled traffic. The standard protocol for time synchronization in TSN is the IEEE
802.1AS generalized Precision Time Protocol (gPTFE$9], which derives from the IEEE 1588 Precision
Time Protocol (PTP)ZES10] and allowsdr time synchronization over Ethernet only.

The gPTP synchronization process is described in IEEE I8B810]: A central PTP instance (also called a
Agr-mmadtero), sends its current time infor nilathei on t
use of Ethernet multicast, for instance. With this information, the receiving gPTP instances adjust their clocks,
correcting for the propagation time between them and the grand master. This propagation delay is continuously
updated by measuringuind trip times between the grandhster and each other gPTP instance.

Scheduled traffic is a timbased resource allocation mechanism, where traffic classes with different priorities
are given different time windows to transmit on certain links, popgldiinffers mainly with lowepriority

traffic. Those priorities are determined by looking at the priority code point (PCP) indicator in the VLAN tag
of the Ethernet headers. This mechanism is standardized in IEEE 8GESQT].

TSN also defines severthffic shaping and path control mechanisms. One of those is Frareenptin,
where packets of higher priority peenpt those of lower, to guarantee that the former traverse the network
without much interference. This mechanism can be combined wffft tscheduling. Frame premption is
standardized in IEEE 802.8ES12] and also IEEE 802.1@ES11].

Another important path control mechanism that provides reliability is Frame replication and elimination. In this
scenario, the IEEE 802.1CB FramegRcation and Elimination standard (FRER)HS13] defines how TSN

frames belonging to a critical stream can be multiplied and sent through different paths towards their destination.
This protects the stream against faults in any of the paths. Thevsghanism ensures that the duplicates are
merged and the excess is eliminated, to guarantee resource hygiene. At the point where the paths are joined an
the extraFrames eliminated, the redundancy ends.

3.3.2.2.2. Deterministic Networking (DetNet)
SDO:Internet Egineering Task Force (IETF).

DetNet is a networking technology that aims to provide determinism to the IP Layer 3. It delivers data flows
with extremely low packet loss and bounded-emdnd delivery latency. This is possible with the active
reservain of network resources, such as buffer space or transmission GlE&14] In the current state of
standardization, DetNet is set to operate on top of IP or Multiprotocol Label Switching (MPLS) setups.
Additionally, since its conception, DetNet has ekeveloped to interoperate with TSN, the other prominent
deterministic initiative for wired networks. In the same way, integrations with 5G and other innovative wireless
technologies are in the works.
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The status of standardization of DetNet is showtalohe 1. Despite its premature state, commercial solutions
based on this technology have already been advertised.

RFC 8557 DetNet
Statement

Probler

draftietf-detnetyang

draftietf-detnetmpls-overip-
preof

RFC 8578 DetNet Use Cases

draftietf-detnetbounded

latency

draftietf-detnetoamframework

RFC 8655 DetNet Architecture

draftietf-detnetmpls-oam

RFC 9055 DetNet
Considerations

Security

draftietf-detnetip-oam

RFC 8938 DetNet Data Plar
Framework

draftietf-detnetcontroller
planeframework

RFC 8939 DetNet Data Plane:

draft-ietf-detnet-pof

Information Model

RFC 8964 DetNet Data Plane: MPLUSFC 9025 DetNet Data &te: MPLS over UDP/IPRFC 9056
DetNet Data Plane: IP over MPLBFC 9023 DetNet Data Plane: IP over TRW¥FC 9037 DetNet Dat
Plane: MPLS over TSNRFC 9024 DetNet Data Plane: TSN VPN over MPREC 9016 DetNet Flov

3.3.3. Review ofthe DATA-01-05 cluster
aerOS has been funded under the topic DAIA5-2021, together with other 5 Research and Innovation

Actions. These

perspectives

five Nsi

stero

t hee ffsduepnpal nydod ssiiddee oofr

projects
nde t a

ar e

target

operating

some of them are tiltetbwards specific technical domains according to the structure proposed by the DG
CNECT of the European Commission (see next figure):

HPC

Cloud Edge

5G Network Edge

Operational Edge

Device Edge

FLUIDOS

NEBULOUS

J¥3adH

AEROS

NEPHELE

OpenContinuum

The projects are the following:

Unlock-CE|

Version 1.0 i 2-DEC-2022 - aerOS°- Pagel060of 233

C

<



D2.171 Stateof-the-Art and nmarket analysis report =aer0S

1 FLUIDOS - Flexible, scalLable and secUre decentrallSeD Operationg Systefdxible, scaLable
and secUre decentrallzeD Operationg | FLUIDOS Project | Fact Sheet | HORIZON | CORDIS |
European Commission ysopa.eu): The idea behind a project likEluiDOS is born from the
opportunity provided by the enormous processing capacity at the Edge, currently almost completely
unused and spread across heterogeneous Edge devices that struggle to integrate athiter eaahto
form a coherent computing continuum. The solution aims at being a disruptivesaper paradigm
that hinges upon secure protocols for advertisement and discovgrgwelred resource orchestration
and interdbased service integration. FILLS wants to create a fluid, dynamic, scalable and trustable
computing continuum that spans across devices, unifies Edge and Cloud in a sustainable way, and
possibly extends beyond administrative boundaries. Despite its innovation signature, FluiDOS will
build upon already consolidated Operating Systems and orchestration solutions like Kubernetes, on top
of which it will provide a new, enriched layer enacting resource sharing through advertisement and
agreement procedures (in the horizontal dimension), i@ndrbhical aggregation of nodes, inspired by
Inter-domain routing in the Internet (in the vertical dimension). Inb&rgted orchestration will leverage
advanced Al Algorithms to optimise costs and energy usage in the continuum, promoting efficient usage
of Edge resources. A Zefbrust paradigm will allow FluiDOS to securely control and access
geographically diverse resources, while Trusted Platform Modules will provide strong isolation and
guarantee a safe deployment of applications and services. Thmafti@ned goals will be reached
thanks to an open, collaborative ecosystem, whose creation will be focused on the development of a
multi-stakeholder market of Edge services and applications, promoting European digital autonomy and
sovereignty. Stakeholderfsom different fields will be involved in pilots and demonstrator for:
Intelligent Energy, Agriculture and Logistics, which will challenge FluiDOS capabilities to adapt to
different environments and operating conditions.

HORIZON EUROPE

Grant agreementID: 101070473

Start date: 1 September 2022End date: 31 August 2025

Funded under: Digital, Industry and Space

Totalcost: 8, 4 1 5EWMCSBribf@icn: U 8, 406 433. 95
Coordinated by: MARTEL INNOVATE BV (Netherlands)

= =4 =4 -4 -4

1 ICOS - Towards a functional contihnuum operating system( Towards a functional continuum
operating system | ICOS Project | Fact Sheet | HORIZON | CORDIS | European Commission
(europa.eu): The proliferation of novel computinand sensing device technologies is a constantly
increasing phenomenon of our time, and the growing demand feintiahaive applications in the Edge
and Cloud, are driving a paradigm shift in computing around dynamic, intelligent and yet seamless
interconnection of loT, Edge and Cloud resources, in a single continuum. ICOS solution is intended to
be an extended, open, secure, trustable, adaptable, technology agnostic and much more complete
management strategy, covering the full continuum, e.g-tdeHdge-to-Cloud, with a specific focus on
the network connecting the whole stack, leveraginghaffshell technologies (e.g., Al, data, and so
on.), but also open to accommodate novel services as technology progress goes on. The ICOS project
aims at proposin@n approach embedding a weé#fined set of functionalities, ending up in the
definition of an loT2cloud Operating System (ICOS). The main objective of the project is to
conceptualise, to develop and to validate a Meta Operating System for a continutacjnigy
unresolved matters such as devices heterogeneity, continuum infrastructure virtualisation and diverse
network connectivity. ICOS intends to give an optimised and scalable service execution and
performance and to guarantee trust, security and grivaaddition to the reduction of integration costs
and effective mitigation of Cloud provider logk effects, in a datdriven system built upon the
principles of openness, adaptability and data sharing.

HORIZON EUROPE
1 Grant agreement ID: 101070177
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Start date: 1 September 2022End date: 31 August 2025

Funded under: Digital, Industry and Space

Totalcost: 1 0, 9-&U Coftribétion: 4 10, 997 . 675
Coordinated by: ATOS SPAIN SA (Spain)

= =4 -8

1 NEBULOUS - A Meta Operating System For Brokering Hyperdistributed Applications On
Cloud Computing Continuums (A META OPERATING SYSTEM FOR BROKERING HYPER
DISTRIBUTED APPLICATIONS ON CLOUD COMPUTING CONTINUUMS | NebulOus Project |
Fact Sheet | HORIZON | CORDIS | European Commission (europg.€lpud computing is a
centralised system. Fog computing is aribsted decentralised infrastructure that bridges the gap
bet ween the cloud and | oT devices. In the real
to introduce advanced methods and tools. This is the aim of tfierteldd NebulOus project. Neldus
will enable secure and optimal application provisioning and reconfiguration over the cloud computing
continuum. Specifically, it will develop a novel Meta Operating System and platform for enabling
transient fog brokerage ecosystems that seamlesglpieedge and fog nodes. This will be in
conjunction with multicloud resources, to cope with the requirements posed by low latency
applications.
NebulOus will accomplish substantial research contributions in the realms of cloud and fog computing
brokerage by introducing advanced methods and tools for enabling secure and optimal application
provisioning and reconfiguration over the cloud computing continuum. NebulOus will develop a novel
Meta Operating System and platform for enabling transient fog lagkercosystems that seamlessly
exploit edge and fog nodes, in conjunction with meilkiud resources, to cope with the requirements
posed by low latency applications. The envisaged BRONCO solution includes the following main
directions of work:

I) Developnent of appropriate modelling methods and tools for describing the cloud computing
continuum, application requirements, and data streams; these methods and tools will be used for
assuring the QoS of the provisioned brokered services.

II) Efficient comparisa of available offerings, using appropriate muliteria decisiormaking
methods that are able to consider all dimensions of consumer requirements.

IIl) Intelligent applications, workflows and data streams management in the cloud computing
continuum.

IV) Addressing in a unified manner the security aspects emerging in of transient cloud computing
continuums (e.g., access control, secure network overlay etc.).

V) Conducting and monitoring smart contrabtssed service level agreements.

HORIZON EUROPE

Grant agreement ID: 101070516

Start date:1 September 2022End date: 31 August 2025

Funded under: Digital, Industry and Spac

Totalcost: 0 8, 4 7 8 EUlQor@riblticn: 0 8, 478 106. 25

Coordinated by: FUNDACIO EURECAT (Spain)

= =4 =4 -4 4

1 NEMO 1 Next Generation Meta Operating system (Next Generation Meta Operating System |
NEMO Project| Fact Sheet | HORIZON | CORDIS | European Commission (europaH&EMO
established as a main goal the introduction of an open source, flexible, adaptable, cybersecure and multi
technology Meta Operating System, sustainable during and after the @edpobject, via the Eclipse
foundation (NEMO consortium member). To achieve technology maturity, NEMO will take existing
systems as a starting point, together with technologies and Open Standards, while introducing novel
concepts, tools, Living Labs andgagement campaigns to go beyond the state of the art.
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NEMO will introduce innovations at different layers of the protocol stack, enablirdevdice
Cybersecure Federated ML/DRL, deliver tiniggered (TSN) multipath adoc/hybrid seHorganised

and zeredelay failback/selhealing multicloud clusters, mukliechnology Secure Execution
Environment and o$ervice Level Objectives Mefarchestrator, Plugin and Apps Lifecycle
Management and Intent Based programming tools. Furthermore, NEMO will be cybeasetuested
adopting Mutual TLS and Digital Identity Attestation.

The solution will be validated through 5 pilots in the following industrial sectors: Farming, Energy,
Mobility/City, Industry 4.0 and Media/XR. In addition, 8 use cases in Living Labsg usore than 30
heterogenous IoT devices and real 5G infrastructure. The impact will not only safeguard EU position
in data economy and applications verticals, but lower energy efficiency, reduce pesticides and Carbon
Footprint.

HORIZON EUROPE

Grant agreement ID: 101070118

Start date:1 September 2022End date: 31 August 2025

Funded under: Digital, Industry and Space

Totalcost: 10, 4-€9Coftdbation: U 10, 499. 650
Coordinated by: ATOS SPAIN SA (Spain)

=4 =4 =4 —a 4

1 NEPHELE - A Lightweight Software Stack and Synergetic Metaorchestration Framework For
The Next Generation Compute Continuum (A LIGHTWEIGHT SOFTWARE STACK AND
SYNERGETIC METAORCHESTRATION FRAMEWORK FOR THE NEXT GENERATION
COMPUTE CONINUUM | NEPHELE Project | Fact Sheet | HORIZON | CORDIS | European
Commission (europa.el) The project NEPHELE aims at the management of reliable and secure end
to-end hypemistributed applications across heterogeneous infrastructure in the-tGleddeto-loT
continuum, the convergence of 10T technologies and the development of synergetic orchestration
mechanisms. Several use cases across various vertical industries are considered by the project, including
Disaster Management, Logistic OperationsPiorts, Energy Management in Smart Buildings and
Remote Healthcare services. Two successive open calls will also take place, while a wislsuopen
community is envisaged to be created for supporting the intended outcomes.

The scope of NEPHELE is to useogrammable infrastructure that is spanning across the compute
continuum from Cloudo-Edgeto-loT, removing existing openness and interoperability barriers in the
convergence of 10T technologies against Cloud and Edge computing orchestration platfdrms, an
introducing automation and decentralised intelligence mechanisms powered by 5G and distributed Al
technologies.

The NEPHELE project aims to introduce two core innovations:

[) an IoT and Edge computing software stack for virtualisation of 10T devicée &dge part of the
infrastructure and supporting openness and interoperability aspects in a-iddefpendent way.

II) a synergetic metarchestration framework for managing the coordination between Cloud and Edge
computing orchestration platforms, thgh highlevel scheduling supervision and definition.

HORIZON EUROPE

Grant agreement ID: 101070487

Start date: 1 September 2022End date: 31 August 2025

Funded under: Digital, Industry and Space

Total cost:0 9, 1 2 7European Cdrribution: 4 9, 127 711. 25
Coordinated by: ETHNICON METSOVION POLYTECHNION (Greece)

= =4 =4 -8 4
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3.3.4. Other related projects

In this clapter, the global status of research of the computing continuum is overviewed. In addition, a series of
otherrelevant projects to (not in the same clusters of) aerOS are analysed. A few details are provided in order
to understand potential synergies, differentes and similarities in scope.

3.3.4.1. Global Analysis of the European Research on the Edgéloud
Computing Continuum

For a decisive push to an efficient letegm realisation of such a significant field as the loT EGgmd
Continuum, the following key principles have been identified by the main lines of research through the European
Union:

1. The growth in computingapabilities for smart devices (e.g., tiny edges): novel devices have enough
resources to run applications with substantial and-exeeasing complexity, security, privacy and
trust. This opens a new potential in the level of distribution and granwétitg computation resources
that the loT edgeloud continuum can utilise.

2. The maturity of the mukdomain orchestration tools: with regard to virtualised and containerised
functions, the computation power management has evolved providing a rich, tbatssl on related
releases, such as NFV Release 4, or powerful specialised cloud infrastructure software stacks for the
edge, e.g., StarlingX, OneEdge. This provides the guarantees for a flexibly ardrdéhigtrated
virtualisation and containerisatidrased environment.

3. The enabling of programmability for the edge segments: the recent Cloud Industry Roadmap, together
with standardisation on exposure capabilities for access network domains (ETSI GS MEC 009), opens
a clear and decisive window for applica-driven monitoring and control of resources (meaning
storage, compute, network) at any domain within the path between constrained devices and cloud. This
allows thirdparty developers to tightly integrate applications to the network infrastructure.

4. The Atrtificial Intelligence potential: the concept of opswurce has allowed the rise of dhtsed
intelligence, above all because of the vastness of data that is becoming accessible, with Al as the game
changer, in the decision making within the IoT edbpid continuum.

The IoT ecosystem is a dynamic aggregation of resources, e.g., sensors, actuators, processing and storage
populating edges of current infrastructures, e.g., edge computing with lelcat adouds, fog computing, far

edge and federated @paches. Artificial Intelligence and retiine processing may require high computing

power close to events and, sometimes, distributed across Infrastructure Elements. Horizon 2020 and, in general,
European Union funded projects, like ACCORDION and DECERT@&escribed, among others, in the general
overview of section 3.3.4.1.), already address continuum challenges, by associating edge computing with 5G,
and by realising Fog Computing platform. This distributed data and compute scenario is called Network
Conpute Fabric[ORP-1]: in a context like that, the network should host computing intertwined with
communication for the highest level of efficiency, in order to properly support heterogeneous systems, that
range from simple terminals to performassamsitiverobots and Augmented Reality (AR) nodes. It must be

noted that Edge Met@perating Systems absolutely require flexibility to serve any possible dynamic
combination of infrastructure elements while providing globally orchestrated services (e.g., policgsser
specifying behaviour; data governance; or even cognitive ser{@B$}2].

Regarding the State of the Art for Edge Meta Operating Systems, the following developments must be
underlined: Thin Edge, ROS for robotic environments, [EOSP-3] for virtudised telco networks, or VirtuOS
[ORP-4] for the cloud. 10T edgeloud continuum orchestration Service orchestration follows recent advances
in SDN/NFV, e.g., CloudNative functions (i.e., CNFs). Orchestration provides seamless, elastic service
deploymentfor verticals, while efficiently reusing the available resources, reducing incurred costs and
consumed energy. A challenge that has to be faced is the need to properly orchestrate services in a heterogeneot
continuum of resource federation, in oppositiorsingledomain orchestration where the orchestrator has full
control over resources. A muliomain orchestration, instead, requires coordination across doj@&Rs5].

There are some alternative options in terms of centralised, distributed and fgafandhestrators, in which

the growing complexity, calls for automated orchestration and management of sgDREe§]. Different
initiatives exist, like ETSI ZSM ISG; ETSI ENI ISG; ZOOM by TMF, Open RAN, NWDAF (Network Data
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Analytics Function), ETSI O8, ETSI MEC ISG[ORP-7]. Network and service providers build their business

logic around microservices and Al. Orchestrators map-kegil QoS requirements into appropriate set of tasks
characterised by resource requirements, their locations, and lésaledion. Currently, resource allocations to
network components are handcrafted by the operators, leading to resources over(under)provisioning. Therefore,
data and everdriven service orchestration is needed to allocate the right number of resoueees tlice

[ORP-8].

IoT edgecloud continuum smart networking service deployment and reconfiguration across leglaafe
continuum is challenging mostly because of the heterogeneity of the network. Standalone services have to face
network requirements ogerning data sources, to be fulfilled by leveraging technologies related to NFV and
SDN, but also 5G Network Programmability via the native service APIs (3GPP NEF/SEAL/CAPIF) and the
3GPP vertical application enablers, such as the EDGE_APP.

Composition dservices with heterogeneous requirements (e.g., latB@BP-9] can also be enacted vertically,

where reconfiguration of services (and network, if necessary) is even more complex. Furthermore, devices are
increasingly becoming smarter in collecting, gassing and transmitting data, while the incredible growth of
connected devices and sensors is promoting novel, computationally intensive, loT applications that can cause
network bottlenecks, impacting overall performance. Therefore, it is mandatory [yongpp techniques in

order to provide better support for loT operations across loT-édgd continuum, while at the same time
preventing any unnecessary communication that might affect the performance of the network, and reducing
costs of data storage drcomputation. Networks are key to achieve increasingly demanding levels of
reconfigurability and automation, in order to scale efficiently, manage resources, and optimise operation while
handling multivertical traffic with distinct demand®RP-10].

lIoT ecosystems are comprised of heterogeneous-wauiitior nodes, thus creating a huge discrepancy in their
capabilities and resources (e.g., processing power or storage capacity), and their underlying hardware.
Virtualisation allows services and applicatidngun in a homogeneous environment, no matter the hardware

or operating system. Standardised APIs allow services to access specific hardware e.g., GPUs, memory or
storagelORP-11]. Moreover, clustering multiple virtualised nodes delivers large fedepateldof resources.

To meet the instance of allowing adequate resource continuity, the compute continuum architecture needs a
common infrastructure virtualisation framewaork. Although VMs are common for the cloud, they are not suitable
for constrained devigeand edge nodes, because of the large overhead they add. For optimal resource allocation
and high QoS, virtualisation frameworks should be tailade for each specific domain with its specific
requirement$ORP-12], while being entirely hardwasiedepenént. Different frameworks strive at achieving

this goal: Docker Swarm, Kubernetes, FITQBRP-13], EPOS FodORP-14], Apache Mesos, and several
others, are already well established in the cloud but they have to be adapted to the heterogeneous nature of thi
lIoT edgecloud continuum distributed and federated deployments, to provide scalable continuum of resources
[ORP-15].

When speaking about a crucial topic such as data sovereignty, it is facing the combined ability to keep data
within a particular realm, ahthe explicit knowledge and control on how data are processed, stored, and
forwarded. Furthermore, data autonomy is related to the capacity of homogenising data models at the edge, e.g.
to query, interoperate or prepare data to be used by Al modulesnQuiractices in data processing are focused

on access control and enforcement of secure forwarding and storage, with different identity schemas (for
example, centralised, distributed, federated), authorisation models and access[p®liei&6].

Intensve use of data evidence for control and management processes needs:

9 Usability: data are provided according to the structure required by consumers.

1 Sufficiency: data are generated by required sources and processors, according to a planned topology.
9 Safety:data provenance related properties (e.g., origin, timeframe) can be verified.
1

Steadiness: availability and continuity of data flows are assured. Most, if not all, of these properties are
associated with availability of weditructured and sufficient metaé[ORP-17] to manage data access,
forwarding and processing.

According to RAMI4.0, Al can be beneficial not just at functional but also at business level (e.g., IEEE Ethically
Aligned Design for Business), when concerns about its reliability and safegddressed. Al may support an
efficient decisioAamaking, e.g., optimise sequencing of activities that run at different loT/edge nodes, and/or the

Version 1.0 i 2-DEC-2022 - aerOS°- Pagelllof 233



D2.17 Stateof-the-Art and narket analysis report =aer0S

cloud (referring to critical operations, such as those found in aerOS use cases: forecasts/planngtigsn logi
production, downtimes, resource availability, ef@RP-18]. Edge resource constraints bring challenges, but
frugal Al methods may provide solutions. While frugal Al approaches are a hot research topic, they are studied
usi ng ncl ou dides, Alsleatness may lie.needed in theweald, requiring additional resources

and overcoming problems caused by streaming data, so it is also pursued (mostly) in the cloud. Separately,
loT/edge ecosystems naturally match federated/distributed Al/Mbhasms[ORP-19]. However, existing
frameworks still have constraints to address. Meta operating systems support for cybersecurity is a multi
dimensional problem of protection of data stored, in transit, and during processing.

Increase in security needajsed by processing data locally, causes novel challenges to be ad{p&d220]:

1 requirements for lightweight data encryption and-finained data sharing;

1 heterogeneous data dissemination control and secure data management;

9 balancing security betwedsrgescale edge services and resotgoastrained edge devices;
9 efficient privacy preserving mechanisms.

It must be noticed that data governance is already a challenge on her own, considering how data are scatterec
across several levels and thus neebetstored, deleted, processed, searched, transmitted and afogd3ed

21] while keeping security, integrity, trust and privd®RP-22]. The inherent distributed nature of 10T edge

cloud continuum, poses security and privacy challenges due to the katpgf edge infrastructural elements

and migration of services among them. A potential solution could be based on DLT, providing reliable access
and control of the network, enhancing data integrity and computation vidRty-23]. Furthermore, resedrc
challenges have to be addressed in terms of security, privacy and trust, with focus on s¢@BgBHi¥], and

the extension of DevSecOps methodology to include privacy by design.

3.3.4.2. Horizon Europe and Horizon 2020 projects with similar goals
Other rel@ant projects that are being continuously monitored due to their relevance for aerOS goals are:

1 SERRANO - Transparent Application Deployment In A Secure, Accelerated And Cognitive
Cloud Continuum ( TRANSPARENT APPLICATION DEPLOYMENT IN A SECURE,
ACCELERATED AND COGNITIVE CLOUD CONTINUUM | SERRANO Project | Fact Sheet |
H2020 | CORDIS | European Commission (europg:ethe SERRANO project aims at introducing a
novel ecosystem of Clotlohsed ¢échnologies, with an abstraction layer that transforms the distributed
Edge, Cloud and higherformance computing resources into a single borderless infrastructure, thus
simplifying their automated and cognitive orchestration. These aspects will endidatappspecific
service instantiation and optimal customisations based on the workloads to be processed, in a holistic
manner, thus supporting highly demanding, dynamic and secuititsal applications.

SERRANO is tuned and completely aligned withreat trends in the Cloud computing sector towards

the extension of Cloud infrastructures in order to properly integrate Edge resources. It proposes the
introduction and evolution of novel key concepts and approaches that aim at resolving existing
technoloy gaps, towards the establishment of advanced infrastructures, able to meet the stringent
requirements of future applications and services. It will develop technologies and mechanisms related
to security and privacy in distributed computing and storagedtfictures, hardware and software
acceleration on Cloud and Edge, cognitive resource orchestration, dynamic data movement and task
offloading between edge/cloud/HPC, transparent application deployment, -efiécggncy and real

time and zerdouch adagbility. SERRANO will demonstrate its solution through three use cases
related to: secure Cloud and Edge storage over a diversity of Cloud resources; fintech by supporting
latencysensitive and safefgritical digital services in the financial sector; maehanomaly detection

in manufacturing for Industry 4.0.

H2020

1 Grant agreement ID: 101017168

9 Start date: 1 January 2021End date: 31 December 2023

1 Funded under: INDUSTRIAL LEADERSHIP - Leadership in enabling and industrial
technologies Information andCommunication Technologies (ICT)
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1 Totalcost:u 4, 3 4Eirodeanhontribution: 4 4, 343 . 180
1 Coordinated by: INSTITUTE OF COMMUNICATION AND COMPUTER SYSTEMS (Greece)

1 ACCORDION - Adaptive edge/cloud compute and network continuum over a heterogeneous
sparse edge infrastructure to support nextgen apjations ( Adaptive edge/cloud compute and
network continuum over a heterogeneous sparse edge infrastructure to support nextgen applications |
ACCORDION Project | Fact Sheet | H2020 | CORDIS ropeian Commission (europa.eu)The
ACCORDION project aims at associating Edge computing with advanced technologies such as 5G, so
that the EU will be able to capitalise on its local resource and infrastructure and bring benefit to the
SMEs throughout & territory. The project uses a practical approach in connecting edge resources and
infrastructures to support negéeneration applications. Considering that Edge computing is intrinsically
more fAdemocraticodo than Cl oudyemganpgdge domputing with h e i
upcoming technologies such as 5G provides a great opportunity for EU to capitalise on its local resource
and infrastructure and its SMiEominated application development landscape and achieve an Edge
computingdriven disruptiom with a local business scope. Therefore, ACCORDION tries to bring
together Edge infrastructures (public Clouds;poemise infrastructures, telco resources, even end
devices) in pools defined in terms of latency, that can support NextGen applicatioameopis. It will
also intelligently orchestrate the compute and network continuum formed between Edge and public
Clouds, using the latter as a capacitor. Deployment decisions will be taken also based on privacy,
security, cost, time and resource type didteThe slow adoption rate of novel technological concepts
from the EU SMEs will be tackled though an application framework, that will leverage DevOps and
SecOps to facilitate the transition to the ACCORDION system. With a strong emphasis on European
edgecomputing efforts (MEC, OSM) and 3 highly anticipated NextGen applications on collaborative
VR, multiplayer mobile and cloudgaming, brought by the involved end users, ACCORDION is
expecting to radically impact the application development and deployaratgcape, also directing
part of the related revenue from RB) vendors to EHocal infrastructure and application providers

H2020
1 Grant agreement ID: 871793
1 Start date: 1 January 2020End date: 31 December 2022

1 Funded under: INDUSTRIAL LEADERSHIP - Leadership in enabling and industrial
technologies Information and Communication Technologies (ICT)

1 Totalcost:u 4, 7 5 4 Eurof8e@n Coriribution: ua 4,754 738.75
M Coordinated by: CONSIGLIO NAZIONALE DELLE RICERCHE (Italy)

1 DECENTER - Decentralised technologies for orchestrated cloutb-edge intelligence (
Decentralised technologies for orchestrated clioueldge intelligence | DECENTER Project | Fact
Sheet | H2020 | CORDIS | European Commission (europa.&hp DECENTER project wanted to
create a solid fog computing platform offering Al applicatésvare orchestration and provisioning of
resources accommodating crdesder collaboration between cloud and IoT providers.

The analysis of the state of the art made by the consortium showed that Al required high computational
resources only available ingdfi-performance data centres; therefore, realising an architecture capable
of securely processing this unprecedented amount of remotely sensed and potentially sensitive data, as
well as conveying timely responses to pervasive configurable actuators vggfiaagit endeavour.

The project tried to improve existing Cloud and 10T solutions with advanced capabilities to abstract
features and process data closer to where it is produced, while enabling a collaborative environment in
which multiple stakeholders (@d and IoT providers) was securely able to share and harmoniously
manage resources, in dynamically created p@lttiud/Edge, federated environments. Croseler
infrastructure federation would be realised via Blockcheised Smart Contracts definingstamised

Service Level Agreements, used to commit the execution of verified workloads across multiple,
potentially remote, administrative domains. Thus, DECENTER would unlock the potential of
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innovative decentralised Al algorithms and models, by deplottiegn across multiple tiers of the
infrastructure and federated clouds.

The project validated its solution with reabrld pilots executed in urban, industrial and home
environments. With its approach, DECENTER targeted the emergence of innovative dgjitatbes,
thus providing a competitive advantage to EU and Korean industry and fosteringoardss
collaboration.

H2020
1 Grant agreement ID: 815141
1 Start date: 1 July 2018 End date: 30 June 2021

1 Funded under: INDUSTRIAL LEADERSHIP - Leadership in abling and industrial
technologies Information and Communication Technologies (ICT)

1 Totalcost:4 2, 1 9EUropednontribution: a 2, 197 . 700
1 Coordinated by: FONDAZIONE BRUNO KESSLER (Italy)

I LIGHTKONE - Lightweight Computation for Networks at the Edge (Lightweight Computation
for Networks at the Edge | LightKone Project | Fact Sheet | H2020 | CORDIS | European Commission
(europa.eu): The main goal of a project like LightKone was the@alepment of a scientifically sound
and industrially validated model for doing gengratpose computation on Edge networks, which
consist of a large set of heterogeneous, loosely coupled computing nodes situated at the logical extreme
of a network. Welknown examples are networks of Internet of Things, mobile devices, personal
computers, and points of presence including Mobile Edge Computing. When the project was designed,
internet applications were already increasingly running on Edge networks in @meiute latency,
increase scalability, resilience, and security, and permit local decision making. Despite this, the current
market did not provide any solution for the definition of genptapose computations on Edge
networks, e.g., computation with asled mutable state. LightKone tried to solve this problem by
combining two recent advances in distributed computing, namely synchronisegoprogramming
and hybrid gossip algorithms, both of which were, and still are, successfully used separatelstiy.in
Together, they formed a natural combination for Edge computing. The intention was to cover Edge
networks both with and without data centre nodes, and applications focused on collaboration and
computation, separately and combined. Project results iwtended to be new programming models
and algorithms that advance scientific understanding, implemented in new industrial applications and a
startup company, and evaluated in laigEale realistic settings.p

H2020
1 Grant agreement ID: 732505
1 Start date: 1 January 2017End date: 31 December 2019

1 Funded under: INDUSTRIAL LEADERSHIP - Leadership in enabling and industrial
technologies Information and Communication Technologies (ICT)

1 Totalcost:4 3, 57 O Eurdpeén® Codtrtoution:d 3, 570, 993. 75
1 Coordinated by: UNIVERSITE CATHOLIQUE DE LOUVAIN (Belgium)

1 PRESTOCLOUD - PrEstoCloud - Proactive Cloud Resources Management at the Edge for
Efficient Real-Time Big Data Processing PrEstoCloud Proactive Cloud Resources Management at
the Edge for Efficient Realime Big Data Processing | PrEstoCloud Project | Fact Sheet | H2020 |
CORDIS | European Commission (europa.guPrEstoCloud mrject made substantial research
contributions in the Cloud computing and réaie data intensive applications domains, in order to
provide a dynamic, distributed, selflaptive and proactively configurable architecture for processing
Big Data streams. Iparticular, PrEstoCloud aimed at combining ke Big Data, mobile processing
with Cloud computing research in a unique way that wanted to entail proactiveness of Cloud resources
use and expansion of the Fog computing paradigm to the extreme Edgeetfibek. The envisioned
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solution was driven by the microservices paradigm and has been structured across five different
conceptual layers: Metamanagement; Control; Cloud infrastructure; Ckitatje communication and
Devices layers. The innovative charaadé the solution was tested through three PrEstoCloud pilots
from the Logistics, Mobile journalism and Security surveillance application domains.

H2020
1 Grant agreement ID: 732339
1 Start date: 1 January 2017End date: 31 December 2019

1 Funded under: INDUSTRIAL LEADERSHIP - Leadership in enabling and industrial
technologies Information and Communication Technologies (ICT)

1 Totalcost:u 4, 25 6 Eubopedn Corlribution: 4 4, 256 502. 50
1 Coordinated by: SOFTWARE AG (Germany)

From the perspective of 3GPP and 5GPP, the following considerations must be pro@dedthnological and
architectural features that will shape the new accessyorking, and management domains in mobile
communications are being developed and tested across Europe. These features promise countless opportunitie
for service innovation and business efficiencies, creating an unprecedented impact on multiplseeiical

The first wave of 5G standards (3GPP Release 15) has been released, while, mangdgétieghnologies,
resulting from huge private and public research investment within the industry and a serid¢*R#® pjects

are pushing their way taards higher technology readiness levels (TRL) and eventual commercialization. The
next 5G release is focused on industrial applications and involves multiple trials across 28 member states,
conducting both conforming and field trials for concurrent suppbtieterogeneous 5G use cases set by
multiple vertical sectors, including the five major vertical sectors defined bBiPPS namely Media &
Entertainment, Public Protection and Disaster Relief (PPDRgadth, Automotive, and Industry 4.0.

5G vertical trals in Europe have been performed through 5G Public Private Partnership proje&BR»G
funded by 700M0O of the European Union research fu
the 20142020 timeframe. The 5G Infrastructure Public Pev&artnership (5@&PP) is a joint initiative
between the European Commission and European ICT industry (ICT manufacturers, telecommunications
operators, service providers, SMEs and researcher Institutions). FREBG@& now in its third phase where
many rew projects were launched in Brussels initially in June 2018 and more followed in 2019 and 2020. The
5G-PPP will deliver solutions, architectures, technologies, and standards for the ubiquitous next generation
communication infrastructures of the comuhgrade. The challenge for the 5G Public Private Partnership (5G
PPP) is to secure Europebés |l eadership in the part
for creating new markets such as smart citidseath, intelligent transportdacation, or entertainment and
medid.

The underlying technology developed in the context of th€B8 Initiative was a key enabler for many success
stories. The 56PPP Initiative has provided a number of scientific solutions that have been contributed to
standardization activities and also the global academic and research community through publications. In
addition, the 5&@PP projects have been driving test and validation activities in Europe, collecting significant
experience for all stakeholders, aaising public awareness on the capabilities of 5G networks. The whele 5G
PPP trial project portfolio is now worth more than EUR 300 million of EU funding and is expected to leverage
more than EUR 1 billion of private investment in 5G vertical trials,cemfc i ng Eur opeds | eadi
field®.

As the last project calls for H2020/9PP took place, it is worth pointing out that the development of mobile
communication technology will not stop with the end of this Programme. The |&3PBGrojectalls will be
the first set of projects to consider what comes after 5G. These Beyond 5G (B5G) projects should provide the

2 Vertical sectorshttps://5gppp.eu/wpcontent/uploads/2015/02/5¢ision-Brochurevl.pdf
3 5G-PPP projectsttps://5appp.eu/5eppp-phase3-projects/

4 https://5g-ppp.eu/
5 Full-5G-AnnualJournai2020
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bridge to the future activities foreseen in the next Smart Networks and Services (SN&S) partnership Programme
which is proposed to bart of Horizon Europe.

5G-PPP Phases and ICT calls

More than half a decade after the launch of thePR®, first commercial 5G services are now available in a
number of European cities and many-B8P research projects are still ongoing. ThePR® Initative is
organized in 3 different main Phases.
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Figure 65. Overview of the 58PP Programme

The first phase (Phase 1) focused on basic research to provide the key concepts and solutions for 5G networks
The second phase (Phagec@ncentrated on bringing this new 5G technology to the vertical industries and
finally Phase 3 where larggeale trials and innovation infrastructures are being created. The third phase (Phase
3) also contains basic research activities to consider emoloéyond 5G.
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(e.g. rural areas serving agriculture, businesses, schools or smart city solutions)

Figure 66 Mapping of use cases to vertical categofies

6 5G-PPP Progress Monitoring Report https:/fp.eu/wpcontent/uploads/2020/10/5BPRPMR2019v16.pdf

7 https://global5g.org/
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The last two Phases of 5&PP have managed to cover a significant number of vertical industries as shown in
Figure66. This is an imprtant achievement because one of the main aims of 5G is the support of the so call
verticals. Phase 2 started in June 2017, with 21 neW B projects, including 2 complementary CSA projects.
These projects relied on the technologies, produced duringePhafor the digitization and integration of
vertical industries in Europe. Most Phase 2 projects successfully completed in 2019, while some were
continuing in 2020. This phase was more focused on demonstrating and validating the developed technology
andexplicitly trying to integrate use cases from vertical industries beyond classieabteieunications.

During 2018, the Phase 3 of the B®P framework was initiated with the first three Phase 3 projects. This
involved essentially the roll out of 5G fflarms across Europe. The target was to enable large scale trials to
help the stakeholders testing, in realistic environments, the key findings from the previous phases and draw
significant conclusions. In 2018, three infrastructure projects-(ifTwereselected to create a p&ropean
largescale 5G test platform to be used by a number of vertical use cases. During 2019, these projects have setuy
a significant part of their platforms and provided a clear and detailed roadmap of their features theat will
offered in multiple sites all over Eurdp@efer toFigure67, which presents the 5G Infrastructure PPP Phase 3
Platforms Projects Geographic Cartography). Also, these projects have clearly identified how their platforms
canbe used for advanced testing by otherPP and not only research projécts

g ;f;} Main Facility that offers Services to 1CT-18 with well defined SLAs

) Experimentation Facility for advanced Experimentation and Testing

@ Moving Experimentation Facility Site

5G-Vinni
5G-EVE
5Genesis

Rapid response vehicle
{aey Laciiity / socation|

5G-VINNI : https: //www.Se-vinni.eu/facility-site/
5G-EVE: https://www.5z-eve eu/end-to-end-facility/
SGENESIS: www.5genesiseu

Vesselwith on-board hotspot

10

Also, in November 2018, three ICIIB automotive/corridors projecstarted their activities implementing and
testing advanced scenarios and one additional automotive project is also active in the contegthofaEU
Collaboration. During 2019 these projects have completed the identification of the use case to ke walidat
cross border/Mobile Network Operators/Vendor/Generation trials. They have identified network requirements,
potential changes in the network architecture and provided recommendations for regulation and spectrum.

In relation to the ICTL9 projects (commenced June 2019), eight projects (seven R&l and one CSA projects)
have been selected out from the 32 proposals that were evaluated by the EC, in response R& BhéCIG

8 Technology Board white paper, 5G network support of vertical industries in tHePBGecosystem, February 2020,
https://5@ppp.eu/wpcontent/uploads/2020/03/5PPP_VTFE_brochure v2.1.pdf

9 Technology Board white paper, On board procedure B8 Infrastructure Projects, April 202@tps://5gppp.eu/wp
content/uploads/2020/04/@BoardProcedureo-5G-PPRInfrastructureProjectsl.pdf

10 hitps://5gppp.eu/Sgppp-platformscartography/

Version 1.0 i 2-DEC-2022 - aerOS°- Pagell7of 233


https://5g-ppp.eu/wp-content/uploads/2020/03/5PPP_VTF_brochure_v2.1.pdf
https://5g-ppp.eu/wp-content/uploads/2020/04/On-Board-Procedure-to-5G-PPP-Infrastructure-Projects-1.pdf
https://5g-ppp.eu/wp-content/uploads/2020/04/On-Board-Procedure-to-5G-PPP-Infrastructure-Projects-1.pdf
https://5g-ppp.eu/5g-ppp-platforms-cartography/

D2.17 Stateof-the-Art and narket analysis report =aer0S

19-2019 call. The projects mainly rely for their trials on the three-1€platfam projects, although some of
them are also developing their own platforms to perform further testing.

The ICT-17 and ICT19 projects are covering a significant number of vertical industries as shéiguie68.
The first threeows illustrate the vertical industries being covered by the 3UTProjects while the remaining
seven, present those covered by the-1@Tprojects.

S6EVE v v v v v v v
SENESIS | P D v
VNN v | v | oted v
56IDRONES | v ¢ v
56 HEART vl v v | v
SGROWTH v | v v
SGSMART v | |
EESOLUTIONS v | v | v v v
56 TOURS | v el v v v
S6VCTOR v | ™ | v v

In November 2019, and under the KU call, eight new projects have started working on the leteger
vision for telecommunication networks. These projects target providing innovative solutions to transform the
network into a low energy distributedmputer.

In such a system, processes and applications will be dynamically created, moved, and suppressed, dependin
on the information flows and customer needs. In the evolved networks, new terminal types based on gestures,
facial expressions, sound, amdptics may also form the basis of the interaction between humans and
infosystemsFigure69is the main Phase 3 reference figure of 5&P.

11 5G-PPP Progress Monitoring Repbitps:/5gppp.eu/wpcontent/uploads/2020/10/5BPRPPMR2019v16.pdf

Version 1.0 i 2-DEC-2022 - aerOS°- Pagell8of 233


https://5g-ppp.eu/wp-content/uploads/2020/10/5G-PPP-PMR2019v1-6.pdf

D2.17 Stateof-the-Art and narket analysis report =aer0S

5GPPP Phase2alhase 3 projects follow the overal/l Progr
to large scale tedieds, getting closer to market applications. Since Phase 1, 62 projects in total have been so
far contractually active in the 5BPP Programmensuring an outstanding momentum and dynamism. Also,

note that Phase 2 Key Achievements fromPP projects include 60 highlighted results categorised under 14
program level achievements whereas a latest counting of Key Achievement&igdi@ 70), including an

updated list of key achievements from Phase 2 projects and key achievements from Phase 3 projects, amount tc
80 innovations under 11 categexi

5GPPP priects are detailed in: Annex 3 - b5GPPP Progress Monitoring Report
https://bscw.5gppp.eu/pub/bscw.cqi/d424095/5G%20European%20Annual%20Journal%202021.pdf

125G-PPP Progress Monitoririgeporthttps://5gppp.eu/wpcontent/uploads/2021/09/5BPRPMR2020 _Final.pdf
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