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aerOS in numbers =aer0S

| IOT-EDGE-C

Call and Topic: HORIZON-CL4-2021-DATA-01-05 Future European platforms for the Edge: Meta Operating
Systems

Type of project: RIA
Total budget: 11,828,857.50 € -
Grant Agreement N2: 101069732 X

* K

Duration: Sep 2022- Ago 2025 (36 months) European

Commission

Project Coordinator: Carlos E. Palau Salvador (UPV) —

Field of action: Edge-cloud continuum, Frugal explainable Al, orchestration, virtualisation, networking, data
governance and sovereignty, trustworthiness, decentralised computing

N2 partners: 27

« From 17 countries . Spain, Poland, Greece, Germany, Finland, Cyprus, Romania, Italy, Austria, Ireland,
Switzerland.

« Experts in every area . edge-cloud research in academia, edge-cloud deployments in the industry,5G,
semantics, artificial intelligence, security, business, exploitation of results, communication service and
infrastructure providers, stakeholders in manufacturing, agriculture machinery, maritime ports, energy
production and telecom operators.
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aerOS partners =aer0S
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Context and origins = aer0S

EUROPEAN IOT-EDGE-CLCOUD

The unprecedented data explosion and the evolving
capabilities of virtual infrastructures, set the scene for
developing a new paradigm for data and

management in EU
__ Meta operating system & Orchestration

Sensors,
actuators & Real- Micro Edge Far Edge Edge Cloud

time processes Autonomous /  loT Twins Neural Centralized Far Edge
topologies
: Self-X A P ar
{ Al, ML Virtualization ¢ 4
Containerization &

} ¥ ™ »"' ".'1 :
Heterogeneous Virtualization Smart devices p\, p‘, @ g }k, ’& @

Tactile Swarm
computing
Self-X loT Twins
Internet of
Intelligent Thing

Continuous FL

- Processing needs to be performed closer to the data
P sources (often smart devices), in an effort to
e ooy e  lowdr minimise latency, save bandwidth, improve security,

guarantee privacy and increase autonomy

Swarm
intelligence

systems computing
< >

. Cloud centricity and cost

The challenge of
Wide variety of deployment seamlessly integrating
models and open standards various edge technologies
into a homogeneous
. Existing legacy investments “continuum” remains open

. Network management

. All-around virtualisation
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Main goal and ideas = aerO0S

EURCPE T-EDGE-CLCUD

aerOS overarching goal is to design and build a virtualised, platform-agnostic meta
operating system for the lIoT edge-cloud continuum. As a solution, to be executed on any
Infrastructure Element within the 0T edge-cloud continuum - hence, independent from
underlying hardware and operating system(s)

aerOS will...

...expose an APl available anywhere and anytime (location-time independent), flexible, resilient and platform-agnostic

@ ..using context-awareness to distribute software task (application) execution requests
@ .supporting intelligence as close to the events as possible

@ ..supporting execution of services using “abstract resources” (e.g., virtual machines, containers) connected
through a smart network infrastructure

@ .allocating and orchestrating abstract resources, responsible for executing service chain(s)
@ .supporting scalable data autonomy

aerOS approach will be generic and directly applicable to any vertical
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Formal objectives Saer0s

O1: Design, implementation and validation of aerOS for optimal orchestration

O2: Intelligent realisation of smart network functions for aerOS

O3: Definition and implementation of decentralised security, privacy and trust

O4: Definition and implementation of distributed Al components with explainability

O5: Specification and implementation of a Data Autonomy strategy for the loT edge-
cloud continuum

O6: Definition, deployment, and evaluation of real-life use cases (5)

O7: Global ecosystem creation, maximisation of impact and Open Call conduction




Use cases =aer0S

EUROPEAN IOT-EDGE-CLCOUD
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Summarised scope and impact = aerOS

0 What are the technical innovative aspects of your proposed solutions? How would your project contribute to strengthening the European

CIM  yang | COMpetitiveness in platforms supporting loT and Edge? g

Infrastructure Metadata

Element (IE) T ntero erz,%lill‘i:tli S TRL6-7 adoption and positive feedback from stakeholders: 80% of positive OC
P stakeholders feedback, 97% of requirements coverage, 85% usability testing and
Enh q excellent HPC and Al benchmark performance.
- ' ‘ : : nhance
Orchestration |
RarEdgs N 4 n - data Contributing towards European Data Economy with 3 data sovereignty initatives, 5
Zero touch, automated (Al- u i autonomy new data models and 10 contributions to EU official data spaces.
powered), in a Smart devices y
heterogeneous continuum of First European self-orchestration agent to spawn Al services regardless the
resource federation (softwarised) network

Containerisation
Virtualisation
Dynamic deployment
Reconfiguration
Applicability

Fostering trust in meta OS systems among Industrial actors increasing their
participation in a 30%, connecting 50% more of equipment nodes (IEs in aerOS) and
exchanging 80% more data.

- _ Tackling the emerge of European open edge ecosystems by receiving 30
Frugal XAl ' : applications to aerOS OCs from SMEs, having 8 SMEs in total offering services

on resource constrained devices going beyond through aerOS. 3 trademarks, 1 design rights registered, proper product licensing.

current cloud federated Al/ML FWs (FAI)

e Wh ial . Transparent usage of trustworthy EU-promoted technologies via user-
coaer o s atdo you expect as » SOCIal or economic . friendly Uls and full control on the data flows in use and how they are
impacts of your project? processed and stored

EUROPEAN ICT-EDGE-CLOUD

More efficient distributed computing and data centers aligned with

Alignment of Data Strategy, Industrial Strategy and the EEA, UN sustainable goals and sustainable Europe initiatives

goals for Digital Decade in a single meta operating

_system platform transforming EU roadmap into a smart Contribute towards the goal of 10.000 climate-neutral and secure edge
Pose a new paradigm for better and faster data / investment nodes by 2030

resources / services orchestration along loT edge-cloud . f . .

continuum path. . Nurturing of a growing start-up and SMEs Lower energy consumption of loT/Edge deployments
European ecosystem on edge-cloud solutions

roceived inding fom e Europeen Union Horzon aerOS

Europe and i under

grant agreement N°101069732 : prOj ect 8

Coverthe gap between data spaces reference trends
and edge-to-cloud European computing OS .




Impact Outreach Plan And Open Calls

M3

c—aer0S
—

EUROPEAN IOT-EDGE-CLOUD Identity
definition
Definition of specific campaigns
Definition of specific messages
Narrowing target audiences
SWOT analysis
Market study

Logo, visual and corporate identity
Messages and tonnes for each audience
Production of virtual dissemination materials
Creation of social media profiles

Selection of tips and timeplan for posting
aerOS webpage and presence in blogs
Promotional (physical, printable) materials
Presentation templates

Creating a brand
M1-M6

Archite
cture

c—aer0S
| em— )

EUROPEAN IOT-EDGE-CLCOUD

release

Integrated solution

1stround of in use cases
technical results

Engagementwith relevant entities

: Refinement of individual and joint exploitation plans

Organisation and participationin
conferences and networking

Specific communication campaigns aligned
with the objectives and execution pace of
aerOS work packages

Hackathons

Common activities with clustering projects
and initiatives

Scientific expansion

. Rol analysis-- BMC per asset-- KER

- formalisation

- Business model definition -- Llava Matrix ondet
~ IP registration, licensing and documentation

. Contact with policy makers and stakeholders

- Launching of continuation entity/endeavour

Result
Enhanced interaction with external
members such as potential stakeholders
and the Advisory Board
Common strategy with European initiatives
to promote among end users
Intensify the presence in industrial events
Alignment Dissemination/ Exploitation
Final dissemination event of the project

Business orientation

M6-M36

b M20-M36 ]

EDC PLAN - EXPLOITATION, DISSEMINATION AND COMMUNICATION PLAN -

This Communication is part of a project that has
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Impact Outreach Plan And Open Calls = aer0S

EUROPEAN IOT-EDGE-CLCOUD

» Two open calls to be conducted

1 Open Call Schedule 2™ Open Call Schedule
Sept-23 | Announcement MI13 Announcement M20 Apr-24
Oct-23 to Jan-24 | Submission Phase MI14-M17 Submission Phase M21-M24 May-24 to Aug.-24

Feb-24 to Mar-24 | Evaluation Phase MIE-M19 Evaluation Phase MI5-MY6 Sep-24 to Oct-24

Apr-24 | Start Participation M20 Start Participation M27 Nov-24
Nov-24 | End Participation M27 End Participation M34 Jun-25

A total of 900k€ will be distributed to external third parties.
Expected ~15 contributions (max.7 in the first, and min. 8 in the second) will be selected.

Each open call will be funded with a fixed amount of 60k€.

Each open call funded proposal will have to focus on one out of the five pilots.

This Communication is part of a project that has
received funding from the European Union's Horizon
Europe and i jon p under
grant agreement N°101069732
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T2.1-STATE OF THE ART AND MARKET ANALYSIS =aerOS

EUROPEAN IOT-EDGE-CLCOUD

Administrative Information Objectives

Leader DST « Analyse the SotA of aerOS, gathering most recent insights into pertinent
topics, e.qg.: loT edge-cloud continuum architectures; Artificial Intelligence,
scalability, cloud and edge federation, manageability and adaptability;
Start Date M1 - September 2022 automatic and dynamic network paradigms
« Analyse the addressed market of aerOS, with attention on the different
End Date M3 - End of variables that are affecting and influencing it.
November

Deliverable Main Approach

D. no D21 Starting from the SotA and the Market description in the Proposal, the task will
deeply analyze mainly:
Title State-of-the-Art and  technologies,
market analysis report « existing solutions and providers
» external factor
Deadline M3 - End of « market size, trends and variables
November with special focus on existing/proposed standards and research projects,
Market POC and Business Solutions. In particular....

Type Document - Report ‘

Diss. Lev. Public

Toniv o iy oI a1 ey
’; ' Europe and i jon pi under
* 4k grant agreement N°101069732

Contributors All Partners




T2.1-STATE OF THE ART AND MARKET ANALYSIS = aerO0S

EUROPEAN IOT-EDGE-CLCOUD

Key Feature of the SoTA

Objectives and Ambition of the Project
Technological Stack of the Project
Existing solution and standards
Innovative trends

Key Feature of the Market Analysis

Market definition, size and trends

Target Users per each KERS and Target Segments
Market Needs and Pain Points to be overcome by areOS
Barriers to Entry

Factor that influence the aerOS market (PESTLE)

Approach

Combining
technologies to
build a visionary

solution

Mapping key
Technologies and
solution

Mapping Market

* ldentifying trajectories
* |dentifying Glossary

* Outline ambitions to go
beyond the SoTA

This Communication is part of a p/v/ec[ that has
received fundin gfmm m Eul uropean n Union's Horizon
Europe and i p under
grant agreement N°101069732

* |dentifying the main market

pillars that guides the
areOS vision and
development

* Imagining what areOS
ecosystem will be from the
technological perspective
and will look like from the
Market actors perspective




T2.1-STATE OF THE ART AND MARKET ANALYSIS = aerO0S

EUROPEAN IOT-EDGE-CLCOUD

Main Activities

Desk research;
Market studies/reports analysis;

In-depth interviews with internal and external experts (EOB) and stakeholders;

Focus Group
Users’ surveys (on-line questionnaire)
Workshop

Methodologies

The Task will be focused on the political, economic, social, technological, environmental and legal factors that could affect
aerOS now and in the future.

Q @ e G G G So..the purpose of the PESTLE method is to

Political  Economic  Social ~ Techmology  |egal  Environment : .
L o better analyse the market aerOS is operating

S<tability.o - economi . - international - taxation . . .

et grouth income —yences policis  -reguatons 1N NOW @nd how it can prepare for potential

- potential - employment disiribution' - changes in - employment o :
changes to rates - demographic  jntormation laws restrictions S h |ftS ]
legislation FIPICHy. Hlleice technology sindustry - attitudes of
- global policy -:lfetstyle - take up regulations customers
- actors -
This Communication is part of a project that has influence cor!sumer rates health and
received funding from the European Union's Horizon confidence Safety
e o

Europe an p under
grant agreement N°101069732
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D2.1
submission

KO Meeting Interviews

it i

ﬁ Desk research; @ Focus
Workshop

Market Groups

studies/reports
analysis.
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T2.1-STATE OF THE ART AND MARKET ANALYSIS =

P

Political

Economic

PESTLE in a nutshell

T

Technological

Legal

Environmental

These factors
determine the extent
to which a
government may
influence the market
of areOS. Political
factors include tax
policies, Fiscal
policy, trade tariffs,
etc.

This Communication is part of a project that has
received funding from the European Union's Horizon

Europe and

These factors are
determinants of an
economy’s
performance that
directly impacts the
purchasing power of
af the Target Market
of areOS and
change
demand/supply
models for that

These factors
scrutinize the social
environment of the
market, and gauge
determinants like
cultural trends,
demographics,
population analytics,
etc.

grant agreement N°101069732 :

economy.

These factors
pertain to
innovations in
technology that may
affect the operations
of areOS. This
refers to
automation,
research and
development, and
the amount of
technological

These factors have
both external and
internal sides. There
are certain laws that
affect the business
environment in a
certain country while
there are certain
policies that
companies maintain
for themselves.

These factors
include all those that
influence or are
determined by the
surrounding
environment. E.g,
geographical
location, global
changes in climate,
environmental
offsets, etc.

awareness that a
market possesses.

aerOS

EUROPEAN IOT-EDGE-CLCOUD




T2.1-STATE OF THE ART AND MARKET ANALYSIS =aerO0S

Consortium Clusters

Pilots

Links /TLs
Coordination
Other Tech.
Partners
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T2.1-STATE OF THE ART AND MARKET ANALYSIS =aerOS

EURCOPEAN IOT-EDGE-CLCOUD

Main Group Activities Activities per Clusters

In-depth interviews
with internal and
external experts
(EOB) and
stakeholders;
Focus Group with
Research Partners
Focus Group with
Industrial Partners
(including Tech & Use
Cases)

Users’ surveys (on-
line questionnaire)
Final Workshop.

This Communication is part of a pm/ec t that has
received funding from the Eui uropean n Union's Horizon
Eurc p and i p under
grant agreement N 101069732

Interviews

Focus Groups

Surve

Workshop

Coordinators (2)

Links / TLs (5)

Pilot -
Manufacturing-

Other Tech Partners

ALL

production

Pilot - Renewable
energy sources

Pilot - Port
Continuum

Pilot - Smart building

Pilot - Machinery of
agriculture, forestry
and construction
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Why the study of the state of the art?

The technological landscape has changed since the proposal stage (October 2021).

All partners are spotting the current trends and technologies to consider.

Agree on some required terminology (continuum, edge, node, cloud, meta OS...)

We reach a milestone (MS1): the prelude of technical work kick-off

sep-22  oct-22  now-22 dic-22| ene-23  Feb-23 mar-23

Year 1

#

Name of the WP/task

WP1

Coordination and management

WP2

aer0QS reference architecture for the loT-edge-cloud continuum

12| 3| 4|5 |6 |7

121

State of the art and market analisys

WP3

aerOS secure, scalable and decentralized compute infrastructure

WP4

Delivering trustworthy applications intelligence at the edge

WP5

aerOS integration, use cases deployment and validation

WP6

Impact creation

This Communication is part of a projec [m[h
received funding from Ih Eu/vpea n Unio, izon
Europe and il p under
grant agreement N°101069732




What does aerOS cover?

Smart
orchestration

Interoper
ability
Explainab
le Al

Manufac
turing

This Communication is part of a project that has
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grant agreement N°101069732

Distributed
analytics

edge/fog/cloud

DevPrivSec
Ops
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Data
governance

Maritim
e Ports




Ordering the study

Orchestrating the Relevant techniques for the meta OS

continuum

Data Virtualisation Data Mgmt. Al and analytics Security and trust

Resources ,
orchestration orchestration | |
Syntactic and semantic | Explainable Al

interoperability
Frugal Al Authorisation, trust
and authentication

Cybersecurity

Network
Sovereignty, lineage

orchestration Containerisation | Heterogeneous
policies and governance L )
Distributed multiplane . .
Security and trust in

and nodes in the
Virtualisation i
e continuum analytics CI1/CD: DevPrivSecOps

Services
orchestration

Edge native

Surrounding environment approaches

Industrial approaches to edge-fog-cloud continuum

SoTA In the

Standardisation approaches
vertical

Research aproaches: other projects and initiatives
sectors

This Communication is part of a project that has
received funding from the European Union's Horizon
Europe and i i under
grant agreement N°101069732




Orchestration of network, resources, servicesanddata = aerOS

NETWORK ORCHESTRATION

“Smart networking orchestration” = virtualization and control of
network resources and functions as a service.

Very relevant in the continuum as topologies and equipment for
network traffic will vary and can be very inefficient if not managed

dynamically.

Current techniques / technologues

Infrastructure VXLAN, NVGRE or STT (not devised Breakthrough: aerOS will

virtualization for loT-continuum) Usual techniques cannot support essential .
Network dynamism, flexibility, and scalability. Integrate r_elevant_
SDN (OpenFlow — NOX/POX technologies relying on open

programmability controller, FloodLight, Beacon, Maestro. source elements of
There are not edge-native prepared .
NFV and network exposure (CAPIF, SEAL).  technologies and require very specifig connectivity, 10T, NFV and
usage of non-legacy network network orchestration.

Network Functions  o\fs to adjust to cloud-native. equipment.

This Communication is part of a project that has ros
received funding from the European Union's Horizon N etAp p S ae

Europe and i jon p under = 26
grant agreement N°101069732 proJ ect




Containerisation, virtualisation and edge-native approaches =aer0S

EUROPEAN IOT-EDGE-CLCOUD

=== S oriented to allow
0s r\ microservices run in the edge

a Virtual Machine Apps Apps * BalenaOS

openstacl*\  Pantavisor
47 Open TN T . EVE.OS

Z= Nebula Hypervisor T R

‘vmware
X S i =~ Lighter distributions ok

Y Kubernetes to bring those
advantages to edge devices
== microK8s
== K3s
The edge

e
Less resources (VMSs no sense) = AKri
Heterogeneity of underlying OS === KubeEdge
A mix of static and dynamic demand _
Not uniform configurations =~ Serverless architectures at the
Cloud-native aspects do not have their edge equivalent YET. edge

=== OpenFaaS
This Communication is part of a project that has .
rEeoe;edﬁ/d gfmn‘;m Empea n Union's Hor//;o; = aeros Knatlve

grant agreement N°101069732




Orchestration of network, resources, servicesanddata = aerOS

RESOURCES & SERVICES ORCHESTRATION

Service orchestration is the distribution of services on the nodes of a network. Services can be applications,
micro-services, or containerized environments which can be stand-alone or communicate with each other.

* Huge change depending on orchestration decision
engine and approach.
Centralization (hierarchical) or decentralization seem
now orthogonal and could be both leveraged.
Knowledge of the infrastructure (metadata of the
infrastructure elements) is key.
Scalability is one of the main concerns: Al for optimal
selection of node (ILP problem, DRL approach) and
convergence times (DQN-based offloading).

Orchestrator
KubeVirt/Virtlet
Kubernetes

— | Kubemetes
Bare Metal | Anycloud |

from cloud to continuum conception

| VNFs | Orchestrator
Openstack
Public cloud
Bare Metal

Breakthrough: aerOS will integrate relevant technologies, such as Al and
- | cybersecurity on top of resource managers (e.g. ETSI MANO) to provide CLA &
ey o 7r0-touch orchestration leveraging ongoing standards and open source initiatives.
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Orchestration of hetwork, resources, services and data

DATA ORCHESTRATION
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| em— )

EUROPEAN IOT-EDGE-CLCOUD

How to understand the amount, variety, diversity in type, format and origin of the data generated in a continuum (e/l/c)?

—

Streaming
Telemetry

Data Lake

Data Sources |

Integration Layer

Data fabric

S

>| Analytics

=I AI/ML

bl Reverse ETL

s
ey )
£,

DATA FABRIC

il

Data Consumers

—

Data mesh

automated by platf

Ml I

Federated computational governance

Policies applied
to data products

Platform services
used by data products .

Data platform
service interfaces

1 { ]t - -serve data platform

Cross-functional
domain team:
business,

¢
technology,
1’ and data

Platform team

IBM, K2View, Informatica, data.world, Stardog , or Talend.
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Data synctactic, semantic interoperability and govemance =aer0S

EUROPEAN IOT-EDGE-CLCOUD

Representing “semantically annotated” data DATA

o
Annotation frameworks — RDF, JSON-LD, OWL, ERD-UML D|scoverag|i|ty ﬁecurlty The purpose of

Generation tools: Ontomalizer, ReDeFer [ Vetadats | f ) data governance

. Data privacy is to build trust in
ontologies” _____ Existing: GeoSPARQL, QU, OM, PROV-O... L management ) L ) data

N g

Stream processing technologies: Apache Data quali Data securit
Kafka, Storm, Flink enriched by streaming quality y

semantic translators: IPSM, Jelly.

Transiators

\ v \, v

o

Master data
management

- »

.. - Data exchange based on a
Semantic interoperability uniquely defined common

meanin .
eaning [ Classification and access control ]

GDPR, PII
management, data
access policies,
authorisation

J J

XML, :
SOAP. Syntactic Common data formats and Accountability

JSON... |nteroperablllty common data structure [ ] Data owners and

Domain-based
governance

protocols governors

HTTP,
TCP/UDP, = pcieliiglo | Hlai= sol=ie=1a11li0 4 Technical connection
MQTT,

AMQP...

aerOS will develop effective mechanisms to distribute data across 10T edge-cloud
continuum, proposing smart, dynamic semantic translation and a solid governance
e e o oo e s FrgmMework so that the integrity and the performance are not compromised. project 4
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moves the code and models for tr a g

Advanced Al and distributed multiplane analytics centralised cloud aggigs @

CO“eCted EUROPEAN IOT-EDGE-CLOUD

Federated Learning Explainable Al Frugal Al Distributed multiplane
i analytics

Distributes

comblned No data sharing§

share local trained model |

e Explainable data

- AMOUNT OF DATA Analytics on:
USED 3 + The distributed |E elements.
‘ * The networking domain.

- COMPUTING POWEB

Local data Local data Local data

I Big Data is thrown away

1 PERFORMANCE

Explainable predictions
Data unbalance p P

Cost of communication 1

Resources constrained ..“'
“Model combination” is always

an open research field SHAP

Deep Learning methods

. | ALY O | Local models would
W InterpretML TRADEOFF ~allow relevant, valuable

Info to be considered

Cloud or “distributed” tools 3 EXplainab|e mOdeIS

4 Caffe e RUI Software functions
aWs /A Azure 3 : U e

25 Asare ; Zero-shot learning " embedded in IEs and
Spoar . — } i i

8 Domain agnostic platforms

theano " Few-shot learning network devices.

Transfer learning

‘ B | Active learning i dat
3 | i ata
>¢ | EXPLAIN ! . | :
- Hybrid A iku g dask
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Security, integrity, trust and DevPrivSecOps =aer0s

Privacy Privacy Privacy Privacy Privacy

Security Security Security Security Security

Continuous
CIl/CD P Pn >  Code >  Buld )  Test ) Release >  Deploy )  Operate )  Monitor 2

Security Security Security

Privacy Privacy Privacy

INFRASTRUCTURE ELEMENTS

Deployment
nthe 5 (D) (3] - - [am Il @

Continuum HPC [/ datacenters

SW/njecflon, DOS, eavesdropp/ng} HWS@CUf/fy Securlty |ntI‘USI(I)n Detect|on Systems, FW updates, RBAC, PBMC, dccess
contro

Data privacy, privacy leakage, location data Privacy Crypto. primitives, anonymisationk-anonymity (I-diversity, T-
closeness, differential privacy & hashing functions), decentralization

leakage
R . . aggregation .
Trust level identification, defamation, collision Trust Trust evaluation, trust management (FIDO, TEE, Hyperledger Fabrig

s communcton s part o 2 o n s DIEAKEATOUGN: aerOS will deliver highest levels of security, privacy and trust, while keeping high performance, using lightweight 2erOS
Eove researcn and movaton waamme nder - SOUA techniques, such as concise binary object representation signing and encryption, lightweight attestation, and lightweight proje a X
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Sorrounding ecosystem - Industrial approach =aer0S
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Reference architectures for the Edge/Cloud continuum by
Industrial clusters/reference organizations:

- RAMI4.0
INDUSTRY 5.0 « SOA architecture covering the whole product licfecycle,

Focus on delivering customer

INDUSTRY 4.0 N experience considering all objects like IT systems or machines.
Focus on connecting
machines Hyper customization | | RA

— * Cross-Industry (energy, healthcare, manufacturing, and
supplychain transportations) similar to RAMI4.0

Highlights of Industry 5.0 compared to Industry 4.0

Mass customization

Intelligent Supply Chain

Experience Activated
(Interactive) Products O |4 . 0
Smartproducts « Simplify the deployment of intelligent assets into the EDGE

Return of Manpower

to factories operations of a factory on a plug&play fashion

Manpowerdistanced from
factories

) IDSA-RAM
FROST @ SULLIVAN « Data spaces for trust and privacy in decentralized outlook.

FIWARE Industry RA
 FIWARE generic enablers, open source, CEF-valid.

e Cormcson & po o s e vt e DFA SDARA aer0oS I
« EC promoted, Zero X Manufacturing Environmdigsect
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Sorrounding ecosystem - standardisation landscape

SDO

__Standard __
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Modelling

Networking and
communication
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FF, TMForum,
OASC

Data distribution Service (DDS)

OPC UA

I[EC62514

Yet Another Next Generation
(YANG)

RFC7950

Next Generation Service
Interface-Linked Data (NGSI-LD)

ISG CIM

Smart Data Models

Time Sensitive Network (TSN)

IEEE802.1

Deterministic Networking
(DetNet)

RFC8557,857
8,8655,8938,
90555,9025,9
037, 9016,
9024, 9056

aerOS
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Sorrounding ecosystem - other projects and initiatives

HPL

Cloud Edgl':" Ic0s

5G Network Edge FLUIDOS NEMO
NEBULOUS
AEROS

Device Edge NEPHELE

» €
Supply Side Demand Side

Operational Edge

wnnurpuosy agndwoy
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~

Long Term Evolution of 5G

Related 5G projects

A M&n356@ (8] mserne s
[ oobesmn
£R ' t Lﬁcus | Co F
Security I

Advanced

*IE';TS.M,M] [ﬁ”‘" -dwv] [ - "m'“-"“ﬁ] SGva“d::ii:,: 5GCroCoy,

(] F’”ﬁ::mj e (€ e

V' 56

Very related PrEsto™ TJ-X‘I—
v | ede assist-iot "t KC @ e

belonging to

the cluster l&}smlm @DECENTER SERRANO@

JU == e J )

5G End to End Facilities for KPI Validation | | Cross Border 5G Corridors

/ Global vision, impact analysis & stakeholder engagement in 56 \

Loosely coupled related but still relevant projects for aerOS
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~
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FOLLOW US!
This Communication is part of a project that has received funding
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https://aeros-project.eu/
https://twitter.com/AerosProject
https://www.youtube.com/channel/UCaCB0-o8Tps9SPfPVCtYJIg
https://www.youtube.com/channel/UCaCB0-o8Tps9SPfPVCtYJIg
https://www.linkedin.com/in/aeros-project/
https://www.linkedin.com/in/aeros-project/
https://www.facebook.com/aerosproject
https://www.facebook.com/aerosproject
https://www.instagram.com/aerosproject/
https://www.instagram.com/aerosproject/
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MARKET ANALYSIS —aerOS

EUROPEAN IOT-EDGE-CLCOUD

m [ntegration of Digital Technology ® Human Capital

Unfortunately, at the moment Europe shows a profound skill gap regarding = Digital Public Services = Connectivity
digital skills and ICT personnel. Indeed, more than 42% of Europeans are
lacking even basic digital skills, and more than 57% of businesses have

trouble hiring ICT staff. This criticality becomes clearer when looking to the
Digital Economy and Society Index (DESI). | ‘ | I ‘ | | | | |
5 S==cd RESZREFERER

[ Bl - =]
m“-u. o

The growth of the digital market will lead to the emergence of new
necessities: the increase in the number of connected devices and in the
volume of data, combined with evolving networks, is arising the instance
for lower latency and faster speed together with increasing capacity for
data storage. In this context, cloud and edge computing will play a key role
I in addressing the emerging needs of the market. Their importance also lies

in their interrelation with the most important current market trends.
2017 2018 2019 2020 2021
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CLOUD COMPUTING ——aerOS

EUROPEAN IOT-EDGE-CLCOUD

600000

of all European enterprises show a high The use of cloud computing services in the EU also varies
30% dependence on cloud computing services, e greatly depending on the size of the company taken into

amounting to almost 3/4 of all enterprises o account.

using cloud computing services throughout i

the whole Europe. —

, Hmm_ i “__ II__, _— -—

2019 2020e 2021f 2022f 2023f 2024F = Small m Medium
mmmm North America — Asia I Eurcpe

I Lotin America mmmm Middle East and North Africa mmmm Sub-Saharan Africa

e
_
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Slovenia

ElOnin e —
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The percentage of users of cloud computing services :
has increased significantly, rising from 24% in
2018 to 41% in 2021.

u Use cloud = High level

Bosnia and Herzegovina e

Cloud as The transition to cloud as a business disruptor will
@ business be rather rapid. While most businesses are
Most Organisations will | ] disruptor

be here in 2027 currently in phases 1 or 2, both of which represent
@ Cloud as a still-relatively underdeveloped stage of the

innovation

facilitator market (where cloud computing cannot yet provide
oo all its potential opportunities), in just 5 years the
(2)  copavity majority will have moved into phases 3 or 4, which

enabler

Most Oreanieasionsare represent the most mature stages of the market
@ oy (where cloud computing can manifest its full

This Communication is part of a project that has disruptor
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EDGE COMPUTING =aer0S
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Edge computing responds to the current technological trends and needs such as: increasing need for decreased
latency, on-the-edge processing of an increasing volume of local data, resilience to network failure and, finally,

confidentiality of data.

Currently, the edge computing market is rapidly expanding and evolving, considering that the market features a high
number of use cases, characterised by different specific industries and requirements (e.g., low latency, high volume of
data), leading to the presence of many solutions that are first-of-a-kind and highly customised and do not present a broader

edge computing strategy.

% of total edge % of total edge Phase 3: Architecture

Industry use cases 2025 hardware value' Industry use cases 2025 hardware value’ .
» Foundational

r/ ) Travel, transport, c ~$35B-8438 = \ Advanced . ~§5B-$138 « Enterprise and IT
/ and logistics \\ industries :

\2 4 Strategies

» Unified

Phase 2: Verticals

Percentage of « Vertical Suites/
Market Focus Packages
« Vertical Strategies

q\\ Chemicals and o « Siloed
\_// agriculture -

/52N Public sect -\ Banking and
Duar o D =
e Bespoke

/ and materials ity N

I/ A\ \ Global energy

: You Are 5-10 Years
~$175B-$2158 Here From Now
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INTERNET OF THINGS —aer0S

IoT can be used for several purposes: it can both help companies in improving their productivity and assist business in decision-making,
as well as gather new insights thanks to the data collected. 10T market is experiencing a strong growth, as in 2022 it has been valued at $
478.36 billion and is currently projected to reach $ 2,465.26 billion by 2029, witha CAGR of 26.4% in the 2022-2029 timespan.

In the European Union, only 29% of enterprises uses 1oT These values do not only vary significantly among countries,
devices, with large differences between Member States but companies also show very different levels of 10T use
according to their size.

Malta —ss—
Belgium
Latvia m—
France

Hungary
Poland _e—

Italy
Estonia

Czechia ———————

Spain
Croatia ———s—

Portugal
Luxembourg

Ireland ————————

Cyprus

Slovakia ie—

Lithuania |e—
Denmark e—
Romania e

Bulgaria

Germany
Netherlands |j———

L SMALL MEDIUM LARGE
ENTERPRISES ENTERPRISES ENTERPRISES ENTERPRISES

North Macedonia |

Bosnia and Herzegovina

Currently, almost 3/4 of the companies uses loT for security reasons, e.g., sSmoke detections or smart alarm systems, with almost the same rate among
the different company size categories. Another important purpose for the employment of IoT in companies is the achievement of a better energy

consumptlon management

This Communication is part of a project that has
received funding from the Eu/vpea n Union's Horizon
Europe and i P under
grant agreement N°101069732




ARTIFICIAL INTELLIGENCE

Artificial Intelligence technology has significantly grown in the last years, making it easier and more affordable to be implemented. This
phenomenon goes hand in hand with a strong effort for innovation, reflected in a higher number of patents registered from 2015 to 2021,
with a compound annual growth rate of 76.9%b, as the number of patents filed in 2021 is 30 times higher than 2015.

In Europe, the adoption of Artificial Intelligence by companies
is still in its infancy, with only 8% of companies in EU
using at least one of the Al technologies (e.g., text

mining, NLP, deep learning), 4% using at least two and 2% at
least three types of Al technologies

EU

Finland
Luxembourg
Turkey
Serbia

Denmark
Portugal
Netherland:
Romania
Albania

Montenegro

Bosnia and Herzegovina

This Communication is part of a project that has
received funding from the European Union's Horizon
Europe and il jon pi under
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Al technologies ~ Machine learning Al technologies Al technologies Al technologies Al technologies Al technologies
automating different (e.g. deep learning) performing analysis identifying objects converting spoken enabling physical —generating written
workflows or for data analysis  of written language or persons based on  language into movement of  or spoken language
assisting in decision (text mining) images (image  machine-readable machines via (natural language
making recognition, image  format (speech autonomous generation)
processing) Tecognition) decisions based on
observation of
surroundings

u All enterprises = Small enterprises 5 Medium enterprises H Large enterprises




TELECOMMUNICATION
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The current telecommunication market offers numerous opportunities for all the players involved, such as those derived by the growing
adoption of 10T devices and use of Artificial Intelligence, and the potential to increase mobile and wireless connection as an

alternative to the wired one. At the same time, there are several challenges the sector has to face, such as the high capital investments and
licence fees or the continuous evolution in technology and regulation, or the extremely dynamic competitor landscape.

49% of the world population not using internet,
with Europe showing rates of individuals not using the
internet (17%) far lower compared to the world average,
and with the 15.3% is not covered by 4G networks, with a
large gap between rural population (29%) and
urban population (5%o).

A significant gap between Europe and North
America can be observed, though, with regard to the

percentage of households not covered by 5G: indeed,
while North America records only 36%, European rates
were more than twice as high, with a rate of 76%.

This Communication is part of a project that has
received funding from the European Union's Horizon
Europe and il jon pi under
grant agreement N°101069732

Extreme mobile broadband

Faster and more reliable user
experiences

Fixed wireless access
Ultra-fast, high-capacity
stationary broadband

Sensor
Networks
(e.g. smart buildings,
agriculture)

Massive IoT
Efficient and low-cost comms
with deep coverage

Consumer
(e.g. wearables, smarthome
apps)

16

5%

Logistics and tracking

17

5%

Mission-critical IoT
Ultra-low latency and high
reliability

Industrial automation

(e.g., self-optimising

production, inventory
management)

30

9%

Safety and health
(e.g., remote surgery, health
development, monitoring)

10

3%

Connected vehicles

14

4%

Icons by Flaticon.com
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BLOCKCHAIN

Considering that the global blockchain market is experiencing a strong growth, with a predicted CAGR of 56.3% over the projection
period of 2022-2029, the worldwide blockchain market is expected to increase from $7.18 billion in 2022 to $163.83 billion by 2029.

The growth of blockchain will be driven by all the opportunities that it can bring to companies streamlining daily operations,
creating digital records (e.g., certificates, public registers), validating transactions, encrypt documentation etc. Currently the main obstacle

to a full deployment for blockchain is represented by strict government regulations.

contributions

Drivers (8 billion)

Description

Preblockchain Bki:\:(l::l:ain Public, Private, Hybrid, Consortia Blockchain Programmable-Economy-Based on Blockchain

2025 2030

Provenance

Payments
and
Financial
Instruments

Identity

Contracts
and Dispute
Resolution

Customer
Engagement

Improve transparency in supply chain helping organisations
in verifying the sources of their goods and tracking their
movements.

It will work as a back-end technology and will help
companies working in the financial services sector to create
and manage assets more efficiently.

Increase cost efficiencies and avoid frauds and identity
thefts safeguarding personal credentials online (e.g., driving
license, professional certificates).

Streamline business agreement outlining any controversy
showing a potential for resolving disputes and contract.

Improve customer engagement integrating blockchain into
Customer Relationship Management (CRM) platforms and
making them more user-friendly.

231 962
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2009 2012 2016 2020 2022 2025
1 1 I Ll I

L Trough of

Disillusionment

i

Phase 1: Enabling Technologies

Phase 2: Inspired
Solutions

Il Phase 3: Complete Solutions
Phase 4:
Enhanced Solutions




PESTLE = aer0S
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g i Political

Lack of a common political agenda for the adoption of edge to cloud solutions

N\ [ e N
€4 Technological

at EU level. . Strong interrelation with other technological solution and mutual enhancement.

Presence of tax incentives for the adoption of edge to cloud systems in EU o Difficulties to overcome reluctances and make disruptive technologies accepted.
Countries. o Marked improvement of current technologies.

Political choices regarding regulation have posed legal restrictions in several

~

EU countries against the connection to renewable energy sources. ) (ﬁ

& . N| E Legal
E conomic

Privacy and security as increasing concerns for the edge to cloud computing.
Lack of legal regulations related to cloud and edge computing.

Uncertainty regarding future ineluctable regulatory framework changes.
Lack of homogeneity among EU countries regarding regulation.

. High investment costs associated with the deployment of aerOS solution.
o Positive impact on correlated market and on the supply chain.
o Potential entry barriers to the market. )
o Potential reluctances to the adoption of a solution derived from a EU funded

\

project.
\ ° Increase in EuroEean comEetitiveness. / ! Env| ronmental
[@ SOCiaI Data centres are extremely energy-intensive.

Environmental factors are increasingly relevant in executives and
customers decisions.

Availability of skilled professionals. ) .
Social request for digital transformation. The growth of the edge and cloud computing market, coupled with the growth

Improvement of working conditions. of the corrdel_atflve markets (e.g. 10T) will require an higher number of data
Privacy and security concerns. ) centres and infrastructure. j
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aerOS Interviews with

Coordinators and iz eaass
Technical Leaders ‘



General methodology Saer0S

ORAL INTERVIEWS

B wHo 5 WHY > HOW

In-depth discussions with the promoter of the 11 questions to stimulate the
project, the technical leader and those responsible discussion and deepen the

for the development of the technologies that will following factors that affect aerOS:
be applied during the implementation of the pilots, « General factors

on key aerOS issues, mainly from the point of « Economical factors

view of: * Technological factors
 market context and

» state-of-the-art and technological trends

WRITTEN INTERVIEWS
1 WHO 3 WHY o HOW

§hoed
Written interview to deepen specific aspects, /7 written questions to deepen the
complicated to be addressed in oral interviews, following factors:

Targeted partners related to Legal, Political and Environmental factors =~ * Legal factors

that can affect aerOS » Political factors

Project Coordinator
Technical Coordinator
Technical Leaders

 Environmental factors




General aspects =aer0S
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- aerOS potential impact
. in enterprises

Interest towards aerOS ~« Tech transfer contracts with the private sector
Creation of spin-offs and start-ups

Cloud services and/or fog and edge computing will
enable more efficiency in big data analytics and
remote data management, and will help deploying
Optimization of resources and services advanced orchestration methods to be combined
with their current connectivity and cloud solutions
Prediction of potential accidents
Big data management perspective Better protection from economic crimes, having not -
to wait for the management delays of the cloud and
Attention on interoperability and open-source permitting as a response fast and decisive actions.
trends Performance optimization
aerOS platform will provide value added services like
smart control, active monitoring, energy efficiency,
remote configuration and continuous Technical
e e e Support assistance

Europe and p under
grant agreement N°101069732

Cloud continuum domain

Integration with current 5G systems

Data protection processing in Industry 4.0




Economical factors = aer0S
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Market trends GAIA-X: a project promoted by the EU for the
development of an open source-based
European data infrastructure.

Compatibility with already existing cloud operating ZeroNet: a Hungarian decentralised web-like
systems network of peer-to-peer users.

Competitors and comparables
|

Huawei Open Source

NEC Electronics GmbH open-source
Common layer in services and topologies implementation solution included in the work
of firmware.

More distributed network connected infrastructure

Data security, data reliability and protection-oriented , _
solutions Arrowhead open-source service-oriented

architecture and tools that allow the
Positive environmental impact orchestration of microservices in a safe way

ROS - robot operating system, specifically
focused on robot management.

This Communication is part of a pm/ec t that has
received funding from the Empea n Union's Horizon
Eurc p and i p under
grant agreement N 101069732




Economical factors = aer0S
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Alternative solutions for data management/ processing/ analysis

OPC Unified Architecture

O - -
G;] el e preisgels Zenoh (Zero Overhead Network Protocol).

Google Cloud

&r#)  Commercial cloud-based services Microsoft Azure

Elastic search
MongoDB

Industrial loT solutions Mind Sphere

la; Open-source data management solutions

B

2
Ay
LC%:‘

l Industrial Engineering solutions Dassault Systeme

ﬂﬂﬂ:ﬂﬂ Entry barriers

« Ethical and legal issue » Technological lock-in of digital solutions
« The reluctance to share information and data « User understanding and acceptance
(prlvacy and security) « potential lack of connection

is Communication is part of a pm/ec[
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Economical factors

M aerOS unique selling points

aerOS will build a new Operating System for managing the cloud computing environment

aerOS is a proper and complete open-source interoperable Edge continuum solution

aerOS will expand the notion of the Operating System from a single hardware to a network and it will make it
more user-friendly

Different perspectives and needs will be incorporated in a Meta Operating System across the Continuum
aerOS solution will adapt to different use cases while still providing inter-compatibility to all the existing
users, offering flexibility and scalability for different sectors

o Barriers in the adoption of an EU funded project solution

Market reluctance against products or services delivered from European projects, based on concerns about the feasibility,
functionality and applicability of the solutions beyond the limited and controlled pilots where they were tested and developed

The prototypes from funded R&D projects are usually matured for sale after the project within 3-7 years. Further investments and
time needed to advance the prototypes to a product level, and rapidly changing customer requirements

This Communication is part of a pm/ t that has
received funding from the Eu/vpea n Union's Horizon
Eurc p and i P under
grant agreement N 101069732
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@ - Tech trends

Edge Computing and hybrid cloud orchestration
Digital Twin technologies

Data Spaces technologies
Modular and scalable in-vehicle platforms and modules
Big Data, in the meaning of data-driven preventive and predictive maintenance

:@ How companies work with unstructured data and where data are stored

Experience with natural language processing and different techniques used in it

Processing of images, that is to say preparing a model and also pre-processing images

Standardisation efforts

Usually, the information is not maintained by a single system, and, in some cases, not even by the same entity,
so to have mechanisms to effectively exchange or share that information is a significant issue they have to

deal with

This Communication is part of a project that has
received funding from the European Union's Horizon
d il i under

rope an
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1o
5 How companies work with loT ecosystems
FlG

End-to-end loT system, offering an on-machine gateway, connectivity service and cloud back-end in a single turn-key
solution

Interoperability of loT platforms on different levels

Software to philtre data

Remote control and remote management and remote recording, to gather the metrics and combine them for results-based
decision-making

loT hub where to collect all the information from the sensors, to philtre and to pre-process the data in the edge before
sending to the cloud

Main benefits of edge cloud continuum system in EU

Too significant opportunity for European Countries to stay competitive if they reach the goal on time

The Edge to Cloud continuum system is pivotal for European non-dependence, sovereignty, and for a stronger position of
European industry in the global market

It is really important for Europe to introduce the cloud continuum in order to optimize either the performance of existing
services and products or to be the triggering point that will help the developers to introduce into the market innovative
solutions, new services and new products
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Use of external cloud
infrastructure_Potential internal
barriers

The initial hurdle due to the compliance with internal
IT policies for any cloud solution.

For Universities and Research Entities, the main
potential hurdle could be represented by internal
policies about opening networks to the WAN.

More than one partner recognised that there is the
need to add some rules inside the firewall for the
data coming from external sources, with all the
relative costs.

Migrating operational activities to the cloud would
require training of personnel, digitalisation of records
kept in physical form, and a particular care towards
privacy of sensitive identifiable Information.
Insufficient national internet infrastructure.

This Communication is part of a project that has
received funding from the European Union's Horizon
Europe and i jon p under
grant agreement N°101069732
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adoption of cloud and edge
systems

pata handing, o . Potential ethical and legal solutions to
The transmission of sensitive information to the

ﬂ:ﬂ:ﬂ:ﬂ:ﬂ Ethical and legal barriers for the

cloud the aforementioned barriers

Possible unauthorised access
Data corruption L L ..
(LAt ure failkra « Anonymisation and pseudonymisation policies

Trustworthiness, transparency to the cloud user  ° G[_)PR compliance
functionalities is pivotal * Privacy Impact Assessment and development of a

GDPR compliance and compliance with single data EU market

National legal legislation The need of pooling European data in key sectors
IPR, confidentiality and privacy issue, security

measures, security certification

Although some extra EU Countries are GDPR

compliant others are not, and legal issues could

arise if the cloud servers are located there




Legal Factors

Legal differences in the adoption of
cloud or on premises systems

= >

« The current legal scenario does not regulate
the data sovereignty issues that act as barriers
to adopt external cloud-based solutions

Different views:

« There are no obvious differences between on-
premises and cloud system

« the apparent absence of differences is the
reason behind the fact that Teaching Factories
are important entities to foster the testing and
adoption of cloud/edge and Al systems

« The adoption of a cloud based system is legally
easier.

This Communication is part of a pm/ec t that has
received funding from the Empea n Union's Horizon
Eurc p and i p under
grant agreement N 101069732
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Current regulation in the adoption of
cloud/edge and Al systems
Different geographies have different regulations and
different approaches to the topic “Privacy vs.
Innovation”
From a European Union perspective, those
regulations have been reported: European Data
Strategy; Data Governance Act; EU Cybersecurity
Act; Proposal for a Regulation laying down
harmonised rules on artificial intelligence;
Coordinated Plan on Atrtificial Intelligence (2021)
It has been pointed out that sometime is better to
decide only to use cloud servers within the EU
because of the lack of regulation outside the EU
borders
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Presence of tax incentives for the adoption of edge to cloud systems in

EU Countries

Below national incentives for the adoption of IT solutions:

» In Latvia, it has been reported the presence of an Industry 4.0 initiative to incentivise the
adoption of Edge to Cloud solutions.

 In ltaly, it has been reported the general aim of national tax credit at supporting the adoption of
4.0 solutions for manufacturing companies including edge to cloud system. In addition, R&D
grants support the adoption and development of Industrial 4.0 technologies.

« In Romania, there are limited tax incentives that apply for IT and RND projects.
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Environmental Factors

Environmental positive impacts related to the adoption
P of edge to cloud systems

Better work processes enabled by edge to cloud systems (and in general, by new levels of
automation) lead to more optimized usage of input materials and lower environmental impact.
The partners agreed on the fact that the introduction of a new cutting-edge technology could
improve the whole system making it more efficient.

Cloud is more environmentally friendly as unused processing power is usually diverted to
other instances, whereas on-premises is exclusively utilized for internal processes.

The limitation of physical records (paper, and so on) and the use of hardware resources on
site (servers, server rooms, climate control, and so on) reduce the Carbon Footprint.

The ability for staff, encouraged and facilitated by the solution, to remote working reduces the
need to commute.
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General methodology

Pilot partners involved in one
of the following pilots:

Manufacturing-
production

Renewable energy
sources

Port Continuum
Smart building
Machinery of

agriculture, forestry
and construction

QZ}Q

c—aer0S
| em— )

EUROPEAN IOT-EDGE-CLCOUD

Explore with end-user partners expectations and issues mainly

| related to economic and technological factors that will influence the

execution of the pilots.

The focus groups represented the first moment in which the partners
of each pilots had the opportunity to exchange views

TEEER THATA R MY A\

12 questions to stimulate the discussion and deepen the following
factors that affect aerOS:
» General factors

 Economical factors
« Technological factors
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Interest towards aerOS g = aerOS potential impact
in enterprises
All partners agreed on the fact that aerOS >

represent a unique solution aerOS improves companies’ value

aerOS solution allow a better distributed data propositions 'Y
processing on edge cloud aerOS will s_trongly SL_Jpport the digital
transformation and will allow partners to

be versatile towards new environments

aerOS will allow the optimization of timing
Opportunity to exploit investments in 5G and costs

Strong attention on User Experience Improvement in data collection, data
storage and data analysis

Work optimization through the deployment of
intelligence in mobile machines

Opportunity to boost the research on Edge
Cloud

This Communication is part of a project that has
received funding from the European Union's Horizon
Europe and i jon p under
grant agreement N°101069732
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trends High demand of the Edge processing

Energy efficiency and sustainability Lack of Intelligence management

Edge Cloud Processing The absence of comprehensive online Edge

Al technologies and Machine Learning
techniques in all the processes, business
and applications

Digitalization and automation
Standards for connectivity Need for an orchestration of data and machines

Cloud computing Data security, data privacy and data resilience with
elastic and flexible solutions

processing solutions

Interoperable system that allows customers not to
change their data structures and data formats

This Communication is part of a pm/ec t that has
received funding from the Empea n Union's Horizon
Eurc p and i p under
grant agreement N 101069732




Economical factors = aer0S

EUROPEAN IOT-EDGE-CLCOUD

Competitors and : Barriers

comparables
Projects Entry barriers

* ICOS (loT to Cloud Data privacy, data security and data handling
Operating System) Legal restrictions
NEMO (Data processing Lack of interoperability and user friendliness

and communication Reluctance against digital solutions
platform) Lack of heterogeneity of data
FLUIDOS (Flexible, Lack of technical abilities of the team in dealing with new disruptive

technologies
scalable secUre and
decentrallseD Operating @Barriers in a solution coming from EU funded project

'SF\YVT;:TI\)/I It has been reported that solutions developed in a controlled environment (as
in EU Projects) is less attractive than a solution tested in a relevant

NaLamKI commercial environment. The European funded solution are typically tested

DEMETER in laboratory.

In any case, it seems to be a non-general barrier, as some partners have

reported that they have not encountered any obstacles for

Joe Woods on Unsplash
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aerOS unique selling points

SMART BUILDING
aerOS foresees an autonomous handling of smart buildings while at the same time maximizing the resources and the
profits

RENEWABLE ENERGY SOURCES

aerOS solution direct connection to the energy source will allow to avoid some costs for energy transferring, making
the energy price lower

MANUFACTURING AND PRODUCTION

The ability to intercommunicate and interoperate between different machines and different types of information
aerOS comes as a European Standard

PORT CONTINUUM
aerOS will facilitate and simplify the development of applications that go across Cloud, Edge and Far Edge
aerOS will be tested in several use case scenarios becoming a customised solution for several different sectors.

MACHINERY FOR AGRICULTURE, FORESTRY AND CONSTRUCTION
aerOS care about sustainability of resources

This Communication is part of a project that has
received funding from the European Union's Horizon
Europe and i jon p under
grant agreement N°101069732
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@ -.:'.'.'.} Tech trends

Edge computing involved in the delivery of 5G technologies, in the data transfer and digital transformation of
companies

Cloud solutions vs on-premises solutions

Common platform for suppliers and for end-users

Flexibility in machine-to-machine data communication

Standards for connectivity

q@ How companies manage data

Strict procedures to be followed to be compliant with GDPR, as data pseudonymisation/ anonymization.
Use of huge databases and servers

Data safeguarded through maintenance services and surveillance center

Several commercial cloud solutions are used

This Communication is part of a project that has
received funding from the European Union's Horizon
Europe and i jon p under
grant agreement N°101069732
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AEROS SURVEY —aerOS
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Gathering relevant and diverse feedback from major stakeholders, regarding the core topics which will
be object of deep and careful research during the whole project lifespan

Assess specifically the current adoption level and actual needs required for any further
adoption of Edge-to-Cloud technologies

From October the 315t 2022 until November the 24t 2022

The survey has been filled in by a total amount of 129 participants, of which 51 answered to the
whole questionnaire while 78 responded only to their applicable targeted questions




AEROS SURVEY - QUESTIONS =aer0S
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The questionnaire has been divided into six groups: besides the general category, the remaining five have been dedicated to
the PESTLE factors, that is to say Political, Economic, Social, Technological, Legal and Environmental, yet following a
logical order of correlation among questions.

GENERAL
TECHNOLOGICAL

POLITICAL

ECONOMIC

¥, ENVIRONMENTAL

SOCIAL
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AEROS SURVEY - PARTICIPANTS GENERAL —aer0S
CHARACTERISTICS s

The majority of them works in companies (mostly large and medium sized) and Research Entities (including Universities).

Most of the Companies happened to be in the Technologies & Software, Telecommunications and Manufacturing
Businesses, and revealed to be mostly technological competitive.

Type of Entity Enterprise Dimension Enterprise Core Business

Level of Digitalisation of the

Financial & Control Cnmp anv
Logistics & Transportation
Telecommunications .
) Competitive
Technologies & Software

Manufacturing  m— Emerging  n—
Healthcare B Engaped mmmm
Food and nutrition
Electronicz :"Iimnng

- - Education e Traditional m

. i - Agriculture, livestock and fishing ®
pany BResearch  Public Body Non-profit Legal person Other - - -
Entity 0 5 10 15 20 25 30 35 40 45 U

In conclusion of the general part of the survey, it has been reconfirmed the expectation according to which the three

business areas that could benefit the most from a complete and functional solution such as aerOS are Technology &
Innovation, Research & Development and Engineering Business Units.
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Level of Diffusion of AI Technologies

The perception of the level of diffusion of Artificial Intelligence technologies throughout
the countries and/or business realities of the participants has given mixed results. As it has
been perceived as equally meeting and below the standards from the majority, immediately
followed by above standards.

Level of Diffusion of Blockchain Technologies How Blockchain Technologies Help in Data

The diffusion of blockchain technologies resulted to be below and Data Providers Certification
the standards for the largest part it resulted, with a few cases of

above the average. Despite these results, blockchain
technologies are significantly perceived as pivotal in the

far below and meeting standards, while just a handful of far I I
certification of both data and data providers.

Main Challanges in the Deployment of IoT and
Edge Solutions

. The survey registered that the main concerns and challenges usually experienced by

I H I . I | I el companies in the deployment of both 10T and Edge solutions are referred to the complexity

g -~ for devices integration, data collection and analysis, privacy, security issues, scalability, but
some mentions went to vendor lock-in and maintenance costs.

This Communication is part of a project that has
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AEROS SURVEY - TECHNOLOGICAL (1/2)

Data Scientist Main Activities

loading, and model selection.

d? Data scientists spend the majority of their working time especially data cleansing, data

Data cleansing = Data virtualization
Model training and scoring = Deploying models

Data Storage System Required Features

As for the perception of how should be the main characteristics of an ideal data storage

Effective security for protected files |
system, all the features provided as possibility by the aerOS consortium have been judged as

particularly relevant, with a special mention for data continuity and accessibility,

effectiveness of the security, reliability of data preservation and quick recovery of lost
material.

Flexible price points and capacity options | NN
Quicker and easier datz recovery [N
Data continuity and accessibility
Reliable data prezervation |

0 5 10 15 20 25 30 35 40 45 30

Presence of Interoperability Issues Related to  Relevance of the Costs Related to

(he Heterogeneity of fhe Sources of " Almost the whole group of participants has to liaise with many different
aInforllnation Interoperability Issues due to the ” - /
Heterogeneity of Sources of  [1€LEFOQENE0Us sources of information (often and sometimes have been the

fnformation most frequent answers to the specific question on the temporal occurrence), it

@ b must be noticed how this particular phenomenon is directly connected with
interoperability issues, experienced by almost the 70% of the survey fillers
and with relevant costs as a consequence for the 54%.
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received funding from the European Union's Horizon
Europe and il jon pi under
grant agreement N°101069732




AEROS SURVEY - TECHNOLOGICAL (2/2) c=aer0S

EUROPEAN IOT-EDGE-CLCOUD

As easily predictable, the aerOS survey participants recognised the importance of very strict privacy concerns
for data sharing, at the same time pointing out that, for the 67% high volumes of data do not necessary bring to
bottlenecks for currents IoT devices architectures, and, even in the case of their occurrences, the cost is not perceived
as too significant in general terms. Yet, regarding the security in letting company data travel throughout cloud-based
nodes outside their respective networks, that is an argument that has divided the participants almost in half.

Data Sharing Consideration of Strict Bottlenecks Due to High Volume of Data Relevance of Bottlenecks Costs Due to the Perceived Security in Sending Company Data
Privacy Constraints Regarding Current IoT Devices Architecture High Amount of Data to Cloud Based Nodes Outside the Network

1-Notatall 2 - Little 3 - Irrelevant 4-Abit 5 - Significant
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